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License notes

G&D license
Copyright G&D GmbH 2003-2012:

All rights reserved. By using this software, you declare your acceptance of the
terms of use.

GNU GPL / GNU LGPL license note

Parts of the IP user module are free software, licensed in accordance with the
GNU GPL. In accordance with the terms of the GNU GPL, as published by the
Free Software Foundation, you may forward and/or modify these parts either in
accordance with version 2 of the GPL or (optionally) any future version. We
accept no liability of any kind for these parts.

Other parts are free software licensed in accordance with the GNU LGPL. In
accordance with the terms of the GNU LGPL, as published by the Free
Software Foundation, you may forward and/or modify these parts either in
accordance with version 2.1 of the LGPL or (optionally) any future version. We
accept no liability of any kind for these parts.
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1 Introduction to the web interface

1.1 General

The IP user module is configured via the web interface. The configuration
options are extensive. In detail, these are:

e Integration in the productive network (e.g. assignment of IP
addresses)

Definition of the web interface timeout

Designation of the standard language of the web interface
Definition of the Syslog server

Administration of the user settings of the respective registered user
Update of the firmware (update function)

In addition, the web interface provides extensive operating options. You can
thus:

e Restart the IP user module
e Call up the Java Client

In addition, the web interface provides information on:

e  Currently used network settings

e Event protocol

e System configuration of the IP user module

e  Current user sessions (client and server)

The following browser requirements have to be fulfilled to call up the web
interface:

Cookies enabled
Java script activated
Popup windows not principally blocked
Internet Explorer:
- Activate Initial ActiveX control initialization and execute those
that are not safe

or

- Activate Execute ActiveX Control Elements Safe for Scripting
and Execute ActiveX Control Elements and Plug-ins (default
of the IE)
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1.2 Unacceptable special characters

Some special characters may not be used in the web interface. In detail, these
are:

e Forthe user name, user password, host name, domain name,
NTPserver1 and 2, syslog server 1 and 2:

e For the file name (restore, update):

lll‘#&;

1.3 Notes on system operation

The web interface was tested on different operation systems using the
following browsers:

Operating system Browser
Windows XP Internet Explorer 7
Windows Vista Internet Explorer 8
Windows 7 Mozilla Firefox 3.6
Ubuntu 10.04

Ubuntu 10.10
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2

Starting the web interface

Perform the following steps in order to work with the web interface:

1.

Open the web browser of your computer and enter the IP address or
the hostname (for DNS servers) in the address bar of the IP user
module.

Click on Yes to confirm the security notice that is opening.

x

Informationen, die Sie mit dieser Site austauschen. konnen von
anderen weder angesehen noch werdndert werden. Das
Sicherheitszertifikat der Site ist jedach fehlerhaft.

& Das Sicherheitszertifikat wurde won einer Firma ausgestellt,
die Sie als nicht vertrauenswiirdig singestuft haben.
Uberpriifen Sie das Zertifikat, um festzustellen. ob Sie der
susstellenden Institution vertrauen michten

o Daz Datum des Sicherheitzzetifik ates ist glilig.

Der auf dem Sicherheitzzertifikat angegebene Mame ist
ungliltig oder stimmt nicht mit dem Namen der Site Uberein.

Soll der Waorgang fortgesetzt werden?

Ja | Mein I Zerlifikat anzeigen |

A web interface now opens. Select the language for running this
session in the field Language selection. You can select between
German and English. The language selection applies for the duration
of the session. The language that is displayed when the web interface
is first accessed is based on the defined standard language. This is
set within the web interface in the menu Configuration->System-
>User settings (see Chapter 3.1.2.1)

Please login with the user name and password for the web interface.
Ask your administrator for the respective information.

The default user name is Admin and the password is 4658. Please
contact your administrator about the new user identification if this user
identification has been changed.

To login, first move to the field User name. Use the TAB key to move
to the field Password.
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— ADMIMISTRATICHN
User name
Flease use a valid user
Paaaward name and password,
The input is case
ensitive.
Select language
] L1
L~ ]

5. After entering the User name and Password, click on Login.

Once you have logged in, you will see the start page of the web interface.

UCON-IP-eco

H

Overviem - Configuration = Tacts slefarmation Logen Advin G

@ START

Now, from this window you can

e configure,
e operate,
¢ and obtain system information.

Information regarding these topics is given in the following chapters.
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3 Menus

You have two options to navigate within the web interface:

BOverview EConfiguration ETools Elnformation Logout Admin iﬂ

t Menu navigation of
= START the IP user module

web interface

L] P 9

Configuration Tools Information
» Mebwork settings » Save settings » Overview of settings
» System seftings » Firtmwware update » Tystem protocal
» Syslog settings » Factory settings » KYM zession
» S5L centificate » Restart » Verzion information
m Symbol navigation of
the IP user module
Inztall Java Runtime web interface

Either move the mouse over an entry in the menu navigation or click on a
symbol within the navigation symbol. Click one of these menu entries to open
the selected menu and view the sub-entries associated with this menu (a new
window appears).
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3.1 Configuration menu

Click on the menu item Configuration in the menu navigation or symbol
navigation.

Server Systerm Syshoy Cettificate

HETWORK SETTINGS

MAC address 00:0F:F4:00:30:09

IP a=signment static hd
IP address 192|.|168|.| O |.| O
Metwork mask 255, 255/, 255, O
Connection type Auto hd
GLOBAL SETTINGS

Azzignment of global zettings: static b
Host name conip

Comain name

Gateway 192, |168|. 0 |.| D
DS server 1 192(./168|., 0 |.| O
CMS zerver 2 192|.|168|.| O || O

[ Transfer to device ]

Note:

See the notes regarding the unacceptable special characters in Chapter 1.2!
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3.11 Defining and editing network settings

Click the Server tab. The following window opens:

Server System Syghog Certificate

HETWORK SETTINGS

MAC address 00:0F:F4:00:30:09

IP azsignment static v
IP address 192|./168|. O |.| O
Metweork mask 255|255 | 265, O
Connection type Auto b
GLOBAL SETTINGS

Assignment of global seftings static hit
Host name conip

Comain name

Gateway 192, |168|, 0 || O
DNS server 1 192|./168|., 0 |.| O
DMS zerver 2 192|168 | 0 || O

[ Transfer to device ]

The entries in this window to be configured refer to the Ethernet interface of
the IP user module.

Use this interface to perform extensive network functions such as output of
syslog messages, time adjustment via a time server, and the KVM access via
the operation clients (Java or native client).
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Use the Network settings section to define via which IP address the IP user
module is to be accessed in the network.

Server System Syslog Certificate

HETWORK SETTINGS

MAC address 00:0F:F4:00:30:09

IP assignment static b
IP address 192 . 168|.| 0 |.| O
Metweark mask 255,260,266, O
Connection type Auto w

In the area IP assignment, you can choose between the settings Static and
DHCP (default: static).

If you set the entry in the field IP configuration to DHCP, no additional
settings are required.

The new IP address is now displayed.

If you set the entry in the area IP configuration to Static, you have additional
configuration options in the following fields:

IP Address: The IP address to be assigned to the IP user module in your
network
Net mask: The standard setting is 255.255.255.0

Note: If you change the IP address during an active IP session, the following
message window will alert you to this fact:

Server System Syzlog Certificate

FALLBACK

After having transmitted the netvwork configurstion you may
pozsibly nat be able to get 2 connection to the device, For security
reasons therefore the previous configuration will be reactivated, it
you do not call up the webirterface under the new settings within 5
minutes.

. ) Thiz fallback mechanizm can be deactivated.
|:| Deactivate fallhack mechanizm

ATTENTION!
An active KVM-Session is existing! Changing the IP
settings will terminate this connection!

IP: 192.168.150.35
Session active since: 0 Minutes

[ Cancel ] [ Transfer to device
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If you enter an invalid value in the field IP address (e.g. an alpha value, blank
value or a value that is too high that does not correspond with the IPv4
specifications) and you want to transfer this value to the device (Transfer to
device button) you will be advised of an invalid entry:

Microsoft Internet Explorer

N

‘fou have entered invalid IP addresses! The fields are highlighted. Please take care of spaces.

At the same time, the field IP address will mark the invalid entry box in red.

T Server | System | Syslog | Cerlficate
HETWORK SETTINGS
MAC acidress 00:0F:F4:00:30:09
IP sssignment | static ~|
IF address [192].[168].[ 150]. M
Network mask [255].255].[255].[ 0 |
Cornection type [ Auto v

In the field Connection type, you choose the Ethernet connection speed and
the mode. This selection is available for the static assignment as well as for the
IP assignment via DHCP.

The options are:

. Fixed Manual setting of the Ethernet connection speed and the mode.
Select between the listed options.

. Auto  The network interface and the counter device (second computer,
hub, switch) coordinate the speed between each other.
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In the section Global settings, you have the following entry options:

o Assignment of global settings
Indicate here whether the IP address is to be a static or a
dynamic assignment (DHCP)

e Host name The host name to be assigned to the IP user module

e Domain Indicate here which domain the IP user module is to belong
to
o Gateway Indicate here via which standard gateway

the IP user module is to be accessed
e DNS-Server 1 Enter the P address of the DNS-Server

e DNS-Server 2 See above
Note:

If you indicated in the field IP assignment (in the area for network settings) the
value as static, but in the field Assignment of global settings (in the area of
Global settings) you entered the value DHCP, you get the following warning:

Microsoft Internet Explorer

't ‘ou can't get the DS dynamicall hi|E 1P allocation is set ko skatic!

.

‘fou have entered invalid IP addresses! The fields are highlighted. Please take care of spaces.

Pay close attention that the values for the fields IP assignment and
assignment of global settings correspond.

After you made your changes, you transmit them to the IP user module by
clicking on Transfer to device. The following notification window opens:
Server System Syslog Cerificate

FALLBACK

After having transmitted the network configurstion you may
possibly not be shle to get & connection to the device, For security
reasons therefore the previous configuration will be reactivated, it

D Deactivate falback mechanism you do not call up the webinterface under the new settings within 5
minutes.

Thiz fallback mechanism can be deactivated.

[ Cancel ] [ Transfer to device ]

If you decided to use this IP address for the IP user module in the future, you
have to reconnect to the IP user module within 5 minutes. From the time of the
next login, the IP user module can be accessed in the network with the new IP
address.
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With the fallback mechanism, you achieve that the IP user module picks up the
old IP address setting again if there is no login after 5 minutes. This ensures
that the IP user module is accessible again with the old network settings.

This function is deactivated by setting the Deactivate fallback mechanism
checkmark! In this case, the IP user module keeps the new network settings.

By clicking Cancel, you end the process without transmitting the new settings
to the IP user module and you return to the Server tab.

If you want to change the tab or the menu without saving, you will be notified of
this condition in the following window:

Microsoft Internet Explorer

\:{/I There are unsaved changes, Are vou sure to burn over the page?

K ] [ Abbrechen

Note:

Be sure to consider the notes regarding the impermissible special characters in
Chapter 1.2!
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3.1.2 Defining system wide settings

Click on the Server tab. The following window opens:

Server System Syslog Certificate
USER SETTINGS
User name Admin

Mewy password

Repest new password

Timeout WiehlF (minutes) 30 (1-600)

WiehlF standard lanouace English w

Java client available on welcome page activated w

SERVER SETTINGS

Timeout client session (minutes) 30 (0-600; 0=01f)
TCP port 27998 (Default: 27998)

DATE/TIME SETTINGS

Ciatetime assignement NTP server b

MTP zerver 1

MTP zerver 2

Time Zone (JTC) Berlin b
Date [Farmat: "™ -hhd-D0n)
Time (HH:hNT)

Set system time

[ Transfer to device ]

Here, you can change the user data of the web interface user, define the
server setting of the IP user module and process date and time settings.

Note:

Be sure to consider the notes regarding the impermissible special characters in
Chapter 1.2!
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3.1.2.1 Adjust user settings

The IP user module only has one user. Additional user accounts cannot be
created. This user has the rights of a web interface administrator. All tabs are
accessible for this user.

The default user name is Admin, the login password is 4658.

You can change these login dates in the area User settings.

Server System Syslag Certificate
USER SETTINGS
User name Admin

Meswy passward

Repeat new passwword

Timeout WishlF (minutes) 30 (1-600)
WizhlF standard language English b
Java cliert available on welcome page activated b

Here, you have the following setting options:

User name: Enter your preferred user name here.
New Password: Assign a password to the new user.

It must have at least 3 digits.
Repeat new password: In this field, repeat the new password.
Note:

Be sure to consider the notes regarding the impermissible special characters in
Chapter 1.2!
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In addition, you have these setting options:

o  Definition of the period of inactivity after which an automatic logout
should take place (timeout, can be set from 1-600 minutes)

o Determination of the standard language of the web interface. You may
choose between German or English. The web interface is started with
the standard language that is set here. This standard language
however can be set for one language for the duration of a web
interface session, which can differ from the standard language that is
set here. This setting takes place on the welcome page on the web
interface (see Chapter 2, bullet point 3).

e Use the Java client standard layout field to choose the keyboard
layout of the connected keyboard.

After you made your changes, you transmit them to the IP user module by
clicking on Transfer to device.

3.1.2.2 Adapting server settings

In this area, you can define the Timeout of a client session and determine the
TCP port via which the IP user module should be accessible.

Timeout client session (minutes):

Use this entry to determine whether a client session should be protected
against unauthorized access via timeout after a specified period without
keyboard/mouse activities. Here, you can enter values ranging from 0 (no log-
off) to a maximum of 600 minutes.

After the period entered and without mouse or keyboard activities, the IP user
module terminates the client session (0 = no termination).

TCP port:

Here, you enter the port number to be used for accessing the IP user module in
your network. You can enter values here ranging from 1 to a maximum of
65535. The port that is set here must be permitted in the firewall. Port 80 and
port 443 are blocked.

Default: 27998

Note:
If you use a native client, please ensure that the server port in the native client
is identical with the setting entered here.

Click Cancel to cancel all your changes.

If all settings are correct, click Save to save your changes.

After you made your changes, you transmit them to the IP user module by
clicking on Transfer to device.
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3.1.2.3 Adjust time and date settings

In order to track log messages, the internal clock of the IP user module must
be set to the correct time and date.

This can be automated via a network time protocol server or you do this
manually.

DATE/TIME SETTINGS

Datefime assignement NTP server hd

MTP server 1 192.168.150.244

MNTP server 2

Time Zone (UTC) Berlin b

Date (Format: %™ -hihd-DD)
Time [HH: bl

Set system time

Note:

Be sure to consider the notes regarding the impermissible special characters in
Chapter 1.2!

Select the automatic time setting via an NTP server, set the entry in the area
Date/time assignment to NTP server.

NOTE: Before you activate the time server, ensure that the time you
specified via the manual settings differs by no more than +/- 5 min from
your time server.

In the field NTP server 1, enter the IP address or the host name of the time
server. Alternatively, you can set another time server in the field NTP server 1.
In the field Time zone, you enter the applicable value.

For manual time setting, please proceed as follows:

Set the entry in the field Date/time assignment to manually.

Enter the values that apply for you in the fields Time Zone, Date, and Time.
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The time of the IP user module server must be identical with the time of the
local computer from which the web interface is accessed. You can execute this
by clicking on Execute in the line Set system time.

Click on Transfer to device to transmit your changes to the IP user module.
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313 Syslog

In addition to the internal protocol, the IP user module can forward events to
syslog servers in the network in the syslog format.

You can enter up to two systems in the network as recipients of events — the
events are forwarded to any registered system via TCP or UDP to port 514
(default).

Server System Syslog Certificate

SYSLOG LOCAL

Syslog local deachivated b
Lo lewel

SYSLOG SERVER 1

Syslog server 1 deactivated b
Loy lewel

IP addressiname

Paort

Protocol

SYSLOG SERVER 2

Sysloy server 2 deactivated b
Loy lewel

IP addressiname

Port

Protocol

[ Transfer to device ]

Here you can decide:

e whether the IP user module shall send syslog messages
e which log level shall send messages
o whether messages should be sent locally and/or to a syslog server
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3.1.3.1 Locally activate syslog

If you set the value to Activated in the filed Syslog local in the drop down
menu, the syslog messages are saved locally in the IP user module.

Server Syatem Syslog Certificate

SYSLOG LOCAL

Syzlog locsl deactivated hd
Log level

In the line Log level, you can determine the level from which messages are to
be saved locally.

The storage space, however, is limited. If the storage is full, old messages are
being overwritten by new messages. When the IP user module is restarted, all
messages that were stored locally will be deleted.

For this reason, it is recommended to also list a syslog server. This will be
explained in the next chapter.
3.1.3.2 Send syslog messages to a syslog server

As an alternative to sending syslog messages to the IP user module, you can
activate a syslog server as the recipient for the syslog messages. Overall, a
maximum of two syslog servers can be addressed via the IP user module.

SYSLOG SERVER 1

Syslog server 1 deactivated A4
Log level

IP address/name

Port

Protocol

In the area Syslog server 1 set the value to Activated in the drop down menu.
All additional fields in the area Syslog server 1 are activated and can be
edited.

Under Log level, you determine the level from which messages are to be sent
to the syslog server.
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Under IP address and Port, you enter the IP address and the port of the
syslog server that is to receive the syslog messages.

In addition, you can also determine the protocol type (TCP or UPD).
If you want to transmit your entries to the IP user module by pressing the

button Transfer to device, but you have not entered an IP address for a
syslog server, the following message appears on your screen:

Microsoft Ir-kternet Explorer E|

! 5 Please enter syslog server 11
-

In this case, enter the required information for the certificate and the key.

If you have entered all required information, press the button Transfer to
device. In the lower area, you receive a natification about the saving process
with a "Please wait..." message.

Note:
If you intend to also communicate with a second syslog server, please repeat the
previously described steps in the area Syslog server 1.

Be sure to consider the notes regarding the impermissible special characters in
Chapter 1.2!
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3.14 Import your own certificate

An SSL certificate is stored for the web server on the IP user module for the
safe connection via SSL. If the name of the device in the certificate does not
match with the name in the UPR, a warning message appears in the browser.
The only option to remove this message is for the user or the administrator of
the IP user module to import a certificate with the correct name. This can be
done via the web interface. Here, it should be ensured that

e the certificate is a RSA certificate, and not a DSA certificate.
e itis neither a Certificate Authority (CA) and nor a root certificate.

To create a certificate you can use the openssl program from the OpenSSL
package, which can be downloaded from http://www.openssl.org/.
As an example the commands are:

1. Create private key: openssl genrsa -out server.key 2048

2. Create certificate request: openssl req -new -key server.key -out
server.csr

3. Sign: openssl x509 -req -days 60 -in server.csr -signkey server.key -
out server.crt

During the creation, some entries such as company, name, email address etc.
are requested that the creator may enter at wil. The DNS name or the IP
address of the IP user module should be entered as Common name.

At the end of the process, 3 files were created: server.crt, server.csr and
server.key. The content of server.crt is entered in the WebIF into the
certificate field and the content of the server key is entered into the Key field.

Note:

The contents of the server.crt and server.key have to be entered in the
respective fields because the certificate can otherwise not be copied
successfully.
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Server System Syslog Certificate
INSTALL CERTIFICATE
Certificate
Attention:

Please import the camplete cerificate (including ----- BEGIN
CERTIFICATE----- and -----| EMD CERTIFICATE-----1 by copy/paste
into the text field. For creating a certificste please refer to the
manual.

Key

Attention:

Please import the camplete key (including----- BEGIM PRIWATE

KEY ----- and -----| EMD PRIVATE KEY ----- 1 by copyipaste to the text
field. For cresting & key plesse refer to the manual.

[ Transfer to device ]

Example:

! ds@ds:/tmp/ssl$ openssl genrsa -out server.key 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)

ds@ds:/tmp/ssl$ openssl req -new -key server.key -out server.csr

You are about to be asked to enter information that will be
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or
a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:DE

: State or Province Name (full name) [Some-State] :NRW
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: Locality Name (eg, city) []:Wilnsdorf

Organization Name (eg, company) [Internet Widgits Pty Ltd]:G&D
Organizational Unit Name (eg, section) []:F&E

Common Name (eg, YOUR name) []:10.1.50.21

Email Address []:sales@gdsys.de

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:G&D

ds@ds:/tmp/ssl$ openssl x509 -reg -days 60 -in server.csr -signkey
server.key -out server.crt

Signature ok
subject=/C=DE/ST=NRW/L=Wilnsdorf/0=GuD/OU=F&E/CN=10.1.50.21/emailAddre
ss=sales@gdsys.de

Getting Private key

: ds@ds:/tmp/ssl$

To copy the created certificate and keys, proceed as follows:

Import the certificate:

Save the certification on your computer.

Open the certificate with an editor.

Now, mark the certificate text.

In the following, copy the text of the certificate into the Certificate text
field.

POON=

Import the key:

Save the key on your computer.

Open the certificate with an editor.

Mark the key text

In the following, copy the text of the certificate into the Certificate text
field.

PON=

If you want to transmit your entries to the IP user module by pressing Transfer
to device, but you have not entered a certificate or a key yet, the following
message appears on your screen:

Microsoft Internet Explores x|
Please enter a certificate code!
Please enter a key code!

In this case, enter the required information for the certificate and the key.
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The certificate or the key can also contain errors. In this case, the following
message appears on your screen:

e e e e () [lsl 9] - Additional possible error messages are:

e Cannot load certificate file! The
file does not exist or does not

CERTIFICGATE = ) contain certificate information
Importing the cerificate failed. Please close thiz
window and check your detalls. (see error message above).
Response of checking the certificate: ® CannOt Ioad perate key flle!
"Cant load certificate file! The file does not The file does not exist or does
exist or does not contain certificate .
informatiort” not contain a key!
- e Certificate and key do not
match!

e Private key is not RSA!
e Public key is not RSA!

Check the information again and repeat
the transmission process to the IP user
module afterwards.

é 0 Internet

ttps://10.1.60.2 - Certificate ... [= ||

If on the other hand you have entered
all required information, the following
message appears upon successful CERTIEICATE

o H 3 . The Certifi has heen successfully
transm|SS|on Of the mformatlon. impotted. The server has to be restarted to
zave the changes. Please press the button to
. . execute the restart. The wehinter face will he
Upon complet|on, click on Close unavailable for a few seconds.

wmdow. Response of checking the certificate:
"Cerificate and key are valid and RSAM The
zerver will be restarted. Please log in within a
fewy Seconds.

[ Close window ]

S @ Intermet
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3.2 Tools menu

With the mouse click on the menu item Tools in the menu navigation or symbol
navigation.

Maintenance

MAINTENANCE OPTIONS

Backup of configuration data [ Execute ]
Restore of configuration dats ( Select file |
Firrmsvare Upchate ( Select file |
Feszet to factory settings [ Execute ]
RESTART

Restart device Execute ]

Here, the firmware of the IP user module can be
e updated (Update)
and the configuration settings can be

e backed up (Backup)
o restored (Restore)
e reset to factory settings

In addition, the KVM service and the IP user module can be restarted using this
tab.

Page 27



Guntermann & Drunck GmbH

UCON-IP-NEO Web interface

3.2.1

Backup of configuration data

© hitps://192.168.150.106 - Ba... [=)(0][K]
~

r SA\% SETTINGS

The currently saved settings will be stored.
You can comment the Backup file (50
characters, no special characters) using this
form. After zending the form you can

dovvnload the comment.

Comment:

[ Start ][ Abort ]

5

192,168,150, 106 [

Fertig

In the subsequent window click on the

blue shaded hyperlink to download the

backup file.

Click Execute to execute the backup.
The system saves the current
configuration data automatically.

This activity is confirmed by the
following window.

In addition to the backup, you can
enter a comment to this configuration
file under the Comment field.

You can now download this data to
your local computer. Click on Start.

© https://192.168.150.106 - Ba...

— SAVE SETTINGS

The Backup file was succesfully generated.
Fleasze zave the file by clicking the following
lirk:.

After saving the file you can close this
winchosy .

Download:
uconipeco-backup-2007051 5-1500 bui

[ Cloze window ]

Fertig 192.165.150.106 &%
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Select a folder in your computer where you want to save the backup file.

Offnen von uconipeco-backup-20070515-1500. bui FS__(|

Sie méchten Folgende Datei herunterladen:

uconipeco-backup-2007051 5-1500.bui

Wom Typ: BUI File
Yoni https:/f192,168.150.106

‘wWie soll Firefox mit dieser Datei verfahren?

() AUF Diskette/Festplatte speichern

In this window, you determine the action that shall be executed. Click on Save.
Next, determine the location where you want to save the backup file.

Bitte geben Sie den Dateinamen an, unter dem die Datei gespeichert werden

Speichem in: ,E%ﬂp "‘ & V 3 EI'

e
Zuletzt
verwendete D

=
L
Desktop
Eigene Dateien

Aibeitsplatz

Dateiname: |u:nmpecn-hackup-ZDD?DS'l 51500 V‘ I Speichem ]

Metzwerkumgeb  Dateilyp: | v‘ I Abbrechen ]

As soon as you have selected the location, click Save and the download of the
backup file is completed.
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3.2.2 Restoring of confiquration data

Click on Select file to execute the backup. The following message opens on
your monitor:

) https://192.168.150.106 - Re

Pleaze choose a file (* bui) to restore the
configuration data from.

The currently saved configuration will be
overwritten and the connection detached.
“fou have to re-login with the data from the
restore file (name, password, IP-address).

| |[ Durchzuchen ]

[ Start ) Abort |

Fertig 192,168.150,106 &%

Click on Browse to search for the file to be used for the restore process.

Datei uploaden

Suchen in:¥| (3 temp V| « NG = A

Y uconipeco-backup-20070515-1502.bui

Zuletzt
venwendete 0

Eigene Dateisn

Arbeitsplatz

" Dateiname: || "‘ I (Oifnen 1

Metzwerkumgeb | Dateityp: [ e Dateien v [ abbrechen |
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3 https://192.168.150.106 - Re.

When you selected the file, click on
Open. This action is confirmed by
the following window:

Please choose a file (* bui) ta restore the
configuration data fram.

The currently saved configuration will be
overwritten and the connection detached.
You have to re-login with the data from the
restore file (name, password, IP-address).

|E:\temp\uconipeco-bacl‘" i Durchsuchen. .|

[ Start ] [ Abort ]

Fertig 192.165.150.106 &%

Now click on Start. The following window advises you at this time about a
potentially existing IP session:

Die Seite mit der Adresse https://192.168.150.106 meldet: r$__<|

[ Attention!
. There's an existing K¥M session with the IP 192,168, 150,35 since O minutes.

The connection will be terminated on execution of your chosen action!

| QK | ’.ﬁ.bbrechen ]

[

You end the restore process by clicking on Cancel.

If you click on OK, the restore process continues.

During the process, the following window opens on your screen with any
existing comments.
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) https://192.168.150.106 - Re...

—RESTORE
C it of Restore file:

Press Start to execute restoring. AN system
services will be restarted. The WeblF will not
he available for 20 seconds.

[ Start Il Abort ]

Start the restore process in this window
by clicking on Start. This restarts the
system functions and the WeblF cannot
be accessed for about 20 seconds.

Fertig 192.168,150.106 5%

During the restore process, the
following message will appear on
your screen.

©) https://192.168.150.106 - Re...

—RESTORE
Comment of Restore file:

Restoring is in progress.

“'ou can cloge this window . Restart the
WiehlF after 20 seconds. Remember to use
the IF addrezs e set in the Restore file
far your next Iogiﬁ

[ Close window |

5

Fertig 192.165.150.106 [
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In the web interface, however, a message opens that indicates how long the
restore process will still last.

Timer

RESTORE
You have activated the restore of the configuration data. The data will be imported and the device restarted. If an
error page should be displayed in your browser, please call up the IP address being set in your restore file.

Yo will be automatically forvarded within 10 secands,

Upon completion of this action, you have to log back in to the IP user module

web interface.
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3.23 Execute a firmware update

Click on Select file to execute the firmware update. The following message
appears on your monitor:

€ https://10.3.0.33 - Firmware-.

X

rFIRMWARE

Pleaze choose a firmware file (*.gdf) to
impiort.

The zaved network configuration won't be
averwritten and you can continue wworking
under the current address.

Pleaze note: importing & new fitmware can
take up to3 minutes. &n information window
will inform you about the progress of the
updste.

Do not close that information window
until the update is complete

| | Durchsuchen |

I Stark ][ Abort |

~

Fertig 10,3.0.33 sy

Click on Browse to search for the file to be used for the restore process.

Datei uploaden

Suchen in: ‘@UCDNJFLBDD'2727001 V| ] ? * [E-

n UEON_IP_sco-2_2_001_00175.gdF
UCOM_IP_eco-2_2_001_D0178.versions

Zuletzt Z uconipeco_fw_releasenotes
venwendete D

I

Desktop

Eigene Dateien

Arbeitsplatz

Dateiname: I_I V| [ Qffnen ]

Metzwerkumgeb  Dateityp: |Al\e Dateien v| [ Abbrechen ]
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When you have selected the file, click on Open. This activity is confirmed by

the following window:

€ https://10.3.0.33 - Firmware-... =53]

s

r FIRMWARE

Pleaze choose a firmware file (*.gdf) to
import.

The zaved network configuration won't be
overyritten and you can continue swarking
under the current address.

Plesse note: importing s nesw fitmware can
take up to3 minutes. An information window
wiill inform youw shout the progress of the
update.

Do not close that information window
until the update is complete

|\\G dfs\Programmarchivy | Durcheucher, .

[ Start il Abort ]

Fertig 10,3.0.33 f=%

) https://10.3.0.33 -kFirmware-... (=53]

r FIRMWARE

Firmwware update in progress.
Pleaze wait. Do nat restart the device!

16z Unpacking firmware image
206 Stopping KM daemon
3/6: Eraszing Flash memory

Fertig 10.3.0.33

Note:

The saved configuration will not be
overwritten. You can continue to work
with the current settings. The import of a
new firmware can take up to 3 minutes.
No window content is visible during this
time period.

During the firmware update, do not
close the window that appears on the
screen!

Now click on Start. The following
notification window will inform you about
the firmware update process:
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Once the new firmware is successfully imported into the system, the following
message appears:

©) https://10.3.0.33 - Firmware-... [ |[0/[X]

X

r FIRMWARE

Firmwvare update in progress.
Please wait. Do not restart the device!

176z Unpacking firmware image

262 Stopping KV dasman

3/6: Eraszing Flazh memory

46z Inztalling the nesy firmware image
5/6: Updating frame grakbber

6/6: Finizhing update

Firmware update is complete.

[ Cloze window

Fertig 10,3033 &%

The system will restart automatically. You can close this window by clicking on
Close window!

In the web interface, however, a message appears that indicates how long the
restart will still take.

Timer

FIRMWARE

You have activated the import of & new fimuweare. The data will be installed and the device restarted. Please await
the time interval shown belovy; this page will update automatically.

“ou will e automatically forswarded within 31 seconds.

Upon completion of this action, log back in to the IP user module web interface.
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3.24 Create delivery status

The execution of this function sets all values that are determined in the system
(e.g. other user, IP configuration, etc.) to the values that were defined by the
delivery status.

A list of all default values can be found in Chapter 3.2.4.3.

There are two ways to initiate the execution of this function:

e via the web interface
e on the device at the IP user module

These two procedures are explained in the following chapters.

3.2.4.1 Create delivery status via web interface

To execute this function via the web interface, click on Execute. The following
message appears on your monitor:

) hitps://192.168.150.106 - Sys... [= |[0|[X]

—FACTORY SETTINGS

Attention: All settings will be set back
to factory settings. You must use the
default IP address to access the
webinterface.

Do you really want to set the device back to
factory settings?

[ Start [ Abort

-

Fertig 192.165.150.106  f=

Page 37



Guntermann & Drunck GmbH UCON-IP-NEO Web interface

In this window, click on Start. The following message appears on your monitor:

© https://192.168.150.106 - Sys... [= ||| [X]

—FACTORY SETTINGS
The system is set back to factory settings ..

After a few seconds you can access
the webinterface using the default IP
address that is given to you in your
manual.

Yon can close this window: nows.

[ Close window ]

Fertig 192,168.150,106 o

You can now close this window. A message appears in the web interface that
indicates that you have to login again.

After the default settings have been reset, the web interface of the IP user
module can only be accessed over the address described in the chapter
"Configuration before initial startup” of the installation manual.

The chapter "Configuration before initial startup” of the installation manual also
provides information on how to adjust the network settings of the IP user
module to the local network.
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3.2.4.2 Create the delivery status via the IP user module

The creation of the delivery status can also be executed through the device.
There is a small button on the front, which can be pushed with a pointed object.
This button activates the Set system defaults. For this, proceed as follows:

Turn off the IP user module

Press and hold the button

Turn on IP user module

Wait until the status LED flashes rapidly.
Release the button.

The IP user module is set to the delivery status. The rapid flashing stops after
several seconds. The device will now start.

3.2.4.3 Default values of the IP user module

This chapter shows the factory settings of IP user module in form of a table:

Login name: Admin

Password: 4658

Menu Section Line Default value

Configuration | Server IP assignment Static
IP address 192.168.0.1
Net mask 255.255.255.0
Connection type Auto
Assignment of global Static
settings
Host name EcoV3

system User name Admin
Timeout WebIF 30
Standard language German
Access Java-Client Activated
Timeout client 10
TCP port 27998
Issue date/ time manually
time zone Berlin
Syslog Local syslog Deactivated

Log Level Info
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Menu Section Line Default value

Syslog server 1 Deactivated
LogLevel Info

Port 514

Protocol UPD

Syslog server 2 Deactivated
LogLevel Info

Port 514

Protocol UPD

3.2.5 Restarting the IP user module

If you want to restart the IP user module and the operating system, click

Execute in the field Restart device.

Maintenance

MAINTENANCE OPTIONS

Backup of configuration dats [ Execute ]
Restore of configuration data [ Select file ]
Firmwyare update ( Select file |
Reset ta factory settings [ Execute ]
RESTART

Restart device [ E xecute
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) hitps://10.1.20.12 - System R..... | The following message opens after
clicking on Restart device.

— RESTART DEVICE

End the process by clicking on Cancel.

The device and all services get restarted.

ou Can:? acce?theWebirﬂerface for If you click on OK, the restore process is
approx. SeCOnds. . .
o continued and the following message
Please call up the wehinterface again after pops up:
that time and log in.
[ Start (. Abort ]
Fertig 10.1.20.12 &

©) https://10.1.20.12 - System R.

RESTART DEVICE
The device iz restarting. Please call up again
the wehinterface in approx. 45 seconds and

You can now close this window. Iog in agein.

You can close this window now.

Close window

%

Fertia 10,1.2012 &%
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The web interface displays a message indicating how long the restart process
will still take.

Timer

REBOOT

“ou have activated the restart of the device. Please avwait the time interval shown below; the page will updste
automatically .

o will be automaticaly forvearded within 30 seconds.

After restarting, you have to log in to the web interface again with your login
and password.

33 System information inquiry

With the mouse click on the menu item Information in the menu navigation or
symbol navigation. The following menu is displayed:

01 INFORMATION

Server System Syslog Protocol Session “Yersions Licenses

HETWORK SETTINGS

MAC address O0OF:Fa: 003023
P azsignment static

P addrezs 1012012
Metwork mask 25025500
Connection type Auta

GLOBAL SETTINGS

Azzignment of global zettings static

Host name cOnig

Damain name

Gatevvay 1010254

DME zerver 1

ChS server 2

HETWORK DIAGHOSTIC

ethi Link encap:Ethernet HWaddr 00:0F:F4:00:30:23

inet addr:10.1.20.12 PBeast:10.1 ZEE ZE5L Mask:2ZEL ZLL. 0.0
TP BROADCAST BUNNING MULTICAST MTU:1500 Metric:l

B packets:108 errors:0 dropped:0 owerruns:0 frame:0

T packets:53 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen: 1000

BEX bytes:11771 (11.4 EiE) TH bytes:Z6434 (25.5 KiB)
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This menu item shows information on the IP user module.
Among other things, the information refers to:

your current network settings

logging of the events in the IP user module

system configuration of the IP user module

current IP user module sessions (whose session it is, that person's IP
address and the duration of the session).

3.4 Ending a web interface session

Clicking on Logout will immediately end the session at the web interface and
the welcome screen of the web interface will is displayed.
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4 Starting the Java client

You can access the Java client two different ways:

¢ Via the welcome screen
This access is only possible when these have been activated like in
Chapter 3.1.2 (access Java client on welcome page). No access option will
appear on the welcome page if it has been deactivated.

= WELCOME

JKVACLENT
et s 15 o T Irastnsctus, Feass siat e Jev
bt Lt e B ek v Pt FE) st Lt
et

AOMPETRATION
[——

Fasament

o Via the start page of the web interface

H

Overviem - Configuration = Tacts slefarmation Logen Advin G

@ START
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Note:
For the Java applet to work, you must have a Java virtual machine of the
version 1.5.0 or higher installed on your computer.

If you do not have the required version of the Java Virtual Machine available,
you need to download it in the active window by clicking the hyperlink Install
Java runtime.

The system automatically takes you to the corresponding Website, where you
can download the file suitable for your operating system. For this purpose,
please follow the instructions of the installation program.

To start the Java client, please proceed as follows:
Click on Start client in one of the two web interface windows.
Confirm the warning messages by clicking on Yes!

Subsequent to the last warning message, the following window opens:

& UCON/IP-eco Java Client == ]
G &
(I[ele]' B 2N access your IT S
Authentication
User name: [ |
Password: [ |

Language ! Sprache

Version: 2.2.002 {00545}

[ e ]

Applet running...

Enter your user name and password. Obtain this information from your
administrator.

See the separate manual for information on how to operate the Java client.
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