Guntermann & Drunck GmbH

www.gdsys.de

G&D DVICenter

N
G&D Config Panel | DVICenter [E=EEE
@ ’ B% O% Filter Clear

Configuration Device type . Name Status
@ (3] system £7) DVICenter DP64 DVICenter Online
= @ System monitoring
= 2 KVM matrix systems
= £ DViCenter
B Matrix switches
@ User modules
=3 Target modules
:® RS232 power switches
= View filter
Target groups
ﬁ, IP power switches
# =32 KVM combinations

System Comment

More =

Web Application »Config Panel«
Configuring the matrix switch

A9200106-2.05 1 ] |



About this manual
This manual has been carefully compiled and examined to the state-of-the-art.

G&D neither explicitly nor implicitly takes guarantee or responsibility for the qual-
ity, efficiency and marketability of the product when used for a certain purpose that
differs from the scope of service covered by this manual.

For damages which directly or indirectly result from the use of this manual as well
as for incidental damages or consequential damages, G&D is liable only in cases of
intent or gross negligence.

Caveat Emptor

G&D will not provide warranty for devices that:

= Are not used as intended.

= Are repaired or modified by unauthorized personnel.

= Show severe external damages that was not reported on the receipt of goods.
= Have been damaged by non G&D accessories.

G&D will not be liable for any consequential damages that could occur from using
the products.

Proof of trademark

All product and company names mentioned in this manual, and other documents
you have received alongside your G&D product, are trademarks or registered trade-
marks of the holder of rights.

Imprint

© Guntermann & Drunck GmbH 2017. All rights reserved.

Version 2.05 -10/11/2017
Version: 1.12.8

Guntermann & Drunck GmbH
Obere Leimbach 9
57074 Siegen

Germany

Phone +49 271 23872-0
Fax  +49 271 23872-120

http://www.gdsys.de
sales@gdsys.de

i - G&D DVICenter



Table of contents

Table of contents

Chapter 1: Basic functions

System reqUErEMENLS ..................oooiiiiiiiiiiiiiiiiiiiiiiieeerereare s 11
Java Runtime ENvIrOnment ............cccceeviuiiiiiiiiiiieiiiiie et 11
Configuring the network Settings .................cccccoeeiiiiiiiiiiiiiieeeiiiiiee e 11
Getting Started .............ccoooiiiiiiiiii e e e 13
Starting the Web appliCation ...............oooiiiiiiiiiiiiiiiiiiiiiiiiiee e 13
Security instructions of the Web DIOWSET .............ccevvviviviiiviiiiiiiiiiiiiiiiiiiiieiinnannns 13

User login at the Web appliCatiOn .............ccoceuvviiiiieeeeiiiiiiiiieeeeeeeeeiirreeeeee e 14
Operating the Web appliCatiON .............cooveuviiiiieeeeeniiiiiiiieeeeeeeeriirieeeeeeeseeeennnes 14
USEL INTETTACE ...vvvvviiiiiiiiiiii e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeeeeeeeeaaaraaaes 14
Frequently used DULTONS ... ...uuuueiiiiiiiciiie e e e eeeeeeee e e e e eeeeeeeeeeees 16
Closing the Web appliCatiON .............eeiiiiiiiiiiiiiiieeeeeeeeciiiee e e e e eirrer e e e e e e e eains 16
Selecting the default language of the web application ............cccceevvvvieeeninieennnnee. 16
Showing the version number of the web application ...............ccceeevviirreeerernnnns 17
PoOrt adminiStIAtION ..........evvvevvieiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeaeaaeeeaaaaaaaaaaaaaaaaees 17
AUtomatic POIt NOAE ....uuvureniiiiiieieieieeeee e e e e ee e e eeeeeeee e e e e ee e e e e e e e eeee e e e e e e eeeeeeens 17
Compatibility MOAE.........cvviiiiiiiiiiiiiiieee et e e e e e e eeee e 18

CONfIGUIING POTLS .eeeeiiiiiiiiiii e e e ettt e e e ettt e e e e et te e e e e e e e eenteaeeeaans 19

ShOWING POILS MOAES.......cevvviiiiiiiiiiiiiiiiiiiiiiiieeer e e e e e e e e e e e e aaaaaans 20
Basic configuration of the web application ...................ccccoeiiiieieniiiiiiiiennn. 21
INEEWOTK SELHINZS ...evviieieeiiiiiiiiieieee ettt ee e e e e ettt ee e e e e e e rbteeeeeeeesennnaaareeeeeens 21

Configuring the NetWork SEtHINES ......uuueverereiiiiiiiiiiiieieieeeeeeeeeeeeeeeaeeaeaeaeareeenens 21

Configuring the global network Settings...........cc..eveeeeeeeriiiivieeeeeeeeeeiiinieeeensn. 22

Increasing the reliability of network connections through link aggregation..... 23

Reading out the status of the network interfaces.................ccccooevviiiiiiiiiiiennnn, 25
Creating and administrating netfilter rules ...............oevvvvvivivviiiiiiiiiieiiiiieeiinnnnn 25

Creating new netfilter rules ...................

Editing existing netfilter rules...

Deleting existing Netfilter TUleS .......ccceeeeeeeeeeeeeieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeees

Changing the order/priority of existing netfilter rules............c.cceeeevvuerernnnen. 28
Creating an SSL CErtifiCate ........cc.vviiiiieiiiiiiiiiiiieeeeeieiiiiieee e e e e e eeiiiireereeeeeeeenens 29

Special features for complex KVIM SYStEIMS........uuuvvveverrrnrnnniiiiieieieeeaeeeeaeanns 29

Creating a Certificate AUtROTILY .........ceeieiieriiiiiiiieeeee e 29

Creating any CErtifiCate ...........ccovviuriiiiieeeeeiiiiiieeeeeeeeeiirieeeeeeeeseireeeeeeeeens 30

Creating and signing the X509 CertifiCate...........uuuuurrrmiiiiiiiiiiieieieieeeeeeeeeeennns

Creating a PEM file..........ccccoeoovvvinnnnnnen..
Selecting an SSL CEItifICALE .......eeeruriiiiriiieeiiiie ettt
Firmware UPAate .......ccccevviiiiieieiiiiiiiee et e e
Restoring the default settings
Restarting the matrix switch
Restarting uSer MOAUIES ............uvvivviiiiiiiiiiiiiiiires e e e e e e e e e e e e e e eeeeaeaaaaaaans

G&D DViCenter - 1



Table of contents

Network functions of the devices ..............occceiiiiiiiiiiiiiiiie e 36
INTP SEIVET ..eeiiiieii ettt ettt e e e e et e e e e e e e 36
Time sync with an NTP SEIrVeT..........ccoiiiiiiiiiiiieiiiiiiiiiiie e 36
Setting time and date manually........ccccoeeeeeieieeeiiiiiiiieieeeeeeeeeeeeeeeeee e 37

L0gging SYSIOZ MESSAZES .....vvvvvvrieeeeeiiiiiiiieeeeeeee et ee e e e e e eiairaee e e e e e e e eearnneeeeeas 38
Locally logging the sySlog MeSSages..........uvvvirieeeieriiiiiiieeeeeeeeiiiiiieeeeeeeeennnns 38
Sending syslog MESSAZES t0 @ SEIVET ......uvvvvieiieeeeeiiiiiiiieeeeeeeeeiiiieeeeeeaeeeeennees 39

Viewing and saving local sySIOg MeESSAZES ..........cccevvvrrrrieeeeeeiiiiiereeeeeeeeeeennns 40

User authentication with direCtory SEIVICes .........cccvvvrieeeeeiiiiiriiiieeeeeeeeiiireeeeennn 41
Monitoring fUNCHIONS ............cc.eiiiiiiiiiiiiii et
Viewing monitoring values
Listing values by applying monitoring Sets ............cccvveeeeeeeeerievrveeeeeeeeeeeennnns 44
Listing individual values of critical deviCes...........cccuveeiriuiieeiniiieeniiieeiieeeens 44
Disabling monitoring VAIUES ............ccccuiiiiiieeeiiiiiiiiie e e e et e e e e e iiieeeeeeaes 44
Advanced function regarding the administration of critical devices ................... 45
Messages regarding critical statuses of devices
Viewing the list of critical devices ..............cc.......
Marking messages from critical devices as read ...........ccceeeeieeeiiiiiiiiiiiieenee. 46
Administrating MONILOT SrOUPS ......eeevirirrrrrririrrrrrrrerererrrerereeeeeennennnnnnnnns 46
Adding MONILOTING LOUPS ....eeeeieiiiiiiiieeeeeeeiiiieeeeeeeeeeeirrereeeeeeeeerrrreeaeeeeeas 47
Changing name and/or comment of monitoring groups ............cceeeeeeeeecuvnnnes 47
Assigning members t0 MONITOTING STOUPS ....vvvvvvvrvrvrerererrreennennnnnnnnnnnnsnnnnnnnnnns 48
Duplicating monitoring groups
Deleting mONitOriNng GrOUPS .........vvveeeeeeiriirriiereeeeeeiieiraereeeeesensnrrerereaeeseninnns
Administrating MONITOTING SELS ......eereeeiieiiriiriieeeeeeiaiiiiiieteaaeaeaaiieeeeeaeeesanneees
AddINg MONILOTING SELS ...vvvvvrvvirvriririririiiiireeeiaieneeeeannnnnnaaeaeaeaaaaaaeaaaaaaaaeeens
Changing name and/or comment of MoONItoring Sets...........ccceevvveeeernueeernnnne 50
Assigning members t0 MONITOTING SELS .....couuuvvrrrieeeeeeiiiiiiiieeeeeeeaiiiiieeeaaeeene 50
Selecting a monitoring set in the folder configuration ......................ccoeeeenes 51
Duplicating MONILOTING SELS........evrieeeeeriiiiiiiireeeeeeriiiirreeeeeeeeesierrereeeaeeeennnens 51
Deleting mMONItOTING SELS......ccouuveiiiieeeeeeiiiiiiiieeeeeeeeiiiieeeeaeeeeaeinareeeeaaeaeannnees 52
Device monitoring via SNIMP ...ttt
Practical use of the SNMP protocol ...
Configuring the SNMP agent ............
Configuring SNMP Lraps .....ooeiieeeeeiiiiiiiiiiiee e et e e e e e e iiiraee e e e e e e e eenbaeeeeeees
LOZBDOOK ... s 58
The dialogue entries of the 10gb00kK ... 58
The »Logbook configuration« WindoW ..............eeevuirieiniiieenniieeeniiiee e 58
Viewing a logbook entry in detail............cooeouiiiiiiiriiiiiiiiiiiiiee e 59
Basic 10gbooK fUNCIONS .......cccceeeeieiiiieieeiicecccec e 59
Creating a New 108DOO0OK ENLIY .......eeceeeiiriiiiiiiieeeee ittt ee e e e ree e e e e e e 59
Changing a l0gDOO0K ENLIY........ccoiiiiiiiiiiiiiiiiie et 60
Deleting a 10gb00K €NtrY ........ccoeiiiiiiiiiiiiiieeeeeee 61

2 - G&D DVICenter



Table of contents

Advanced fUNCHIONS .......eviiiiieeeeiiie et e e e e e e e
Printing 108D0O0K ENEIIES .......vviiiiieeieiiiiiiieieeeeeeeiiirie e e e e e e e e
Exporting logbook entries
Copying the logbook entries

Shared editing ................oooiiiiiiiiiiiiiiiiie s 64
USers and GIOUPS .....ccooiiiiiiiiiiiee et e ettt e e e e e ettt e e e e e e e enaaaeeeeaaeas 65
Efficient rights adminiStration ..............eoeiieeiiiiiiiiiiieeeeeeiiiiiieee e e e e e ee e 65
The effective TIZNE........coooiiiiiiiiiee e 65
Efficient user group adminiStration ............ccceovveeeeiniieeerniieeeniiieeeniiiee e 66
AdmiIniStrating USEr ACCOUNLS .........cceuurriireeeeeeiiiiiiireeeeeeeeninrrereeeeessennnrereeeeeess 66

Creating @ NEW USET ACCOUNL .......vvvvvrvrrrererrrererererenennennnsnnnnnnnnnnneasseeaaasaaasaeens 67
Renaming the USer aCCOUNL ..........ccoviuiiiiiiieieeiiiiieiee et e e 68
Changing the user acCoOunt PasSWOId..........cuvviiiieeeeeiiiiiiiiieeeeeeeeeiiiieeeeee e 68

Changing the USer aCCOUNT T1ZNLS.......uvuvvriieiiiiiiiiiiiiiireee s e eeeeeeeeeeeeeeeans 69
Changing a user account’s group membership ............ccccceveeiieeiiiiiiiienieeeeen, 69
Enabling/Disabling @ USEr aCCOUNL.........cccvurteiriiieeeniiieeeniieeesriieeeeniiieeenaes 70
Deleting a user account..................
Administrating user groups ........
Creating a new user group
Renaming a user group............
Changing the USer roup rigNtS..........vuvvvriviriiiriiiiiiiiiiiiieierrress e ee e e eeeeeeeeeeeans 71
Administrating user group MEMDEIS.........cccovuurterrrireerniiieeenireeesiireeesaieeeens 72
(De)activating a user group
DEIEtiNG @ USET GIOUP ..uuuuurererniniiriiiiiiieieieeeaeaaaaaaaaaaaaaeaaeaaaaaaaaaeessrerereeererereeen
SYSEEM TIGNLS ..oiiiiiiiiiiiiiiiee et e e et e e e e e e e e e e e e e eannees
Rights for full access (Superuser)
Changing the login right to the web appliCation ...........ccceeeeveveeeieieieeeieeeeennnn. 74
Rights to change your own password ............ccccvvvvieeeeeeiiiiiiiieeiee e 74
The »KVM combinations« fOlder ...............ccccoceiiiiiiiiiiiiiiiiieeeeiiiiee e 75
Folder administration

Creating NEW fOLAETS ........evvviiiiiiiiiiiiiiiiiii e e e e e e e e e e e eeaaeaaas
Assigning a device to @ fOlder........cueeiiiiiiiiiiiiiiiiie e
Deleting a device from a folder....
Renaming @ folder .......uuueuiiiiiiiiiiieeeie e
Deleting @ fOlAeT ... ...ooiiiiiiiiiiiiiiiee e

Advanced functions of the KVM System ...............cccceeiiiiiiiiiiieeeieiiiiiiieeeeene 78
Temporarily (de)activating SNMP traps (Maintenance mode) .......................... 78
(De)activating the maintenance MoOde ..........c..veeieeeeeeiiiiiiiiereeeeeeeiiieeeeeeeeans

Viewing a list of devices in maintenance mode
Identifying a device by activating the Identification LED ............cccccciiiiiieinnnnnne 78
Saving and restoring the data of the KVIM SyStem ...............ovvvvvvvvvveveeennennnnnnnnnn. 79
Administration and use of EDID profiles

Importing the EDID profile of @ MONItOr..........coccuveieiiiiiieiniiieeiiieee e 80

Exporting a monitor’s EDID profile

Overview of the stored EDID profiles ...
Activating the premium fUNCHIONS ...........cooeiuuviiiiieeiieiiiiiiieee e e e

G&D DViCenter - 3



Table of contents

Chapter 2: Matrix Systems

Target MOAUIES ...........uuuuiiiiiiiiiieieee e 82
Adjusting access and configuration rights .............cccceevviiiiieiiiiiiiiieeeeeeeeiee, 82
Accessing a target module
ACCESSING target SIOUPS ....vvvrreeeeeeiiiiiiiieeeeeeeeeiiieeeeaaeeeeeaeeeeeees
Access mode if a target computer is accessed by several users.................c......... 84
AcCeSS 10 USB EVICES ..uvveieeiiiiie ettt
Changing the rights to configure the target modules ..................
Changing the rights to reset or reactivate a PS/2 mouse
Basic configuration of target modules ..............cccooevvviiiiiiiiiieiiiee e
Renaming target modules............ccceeeevinnnnes
Changing comments of target modules
Deleting target modules from the KVM matrix system ...........ccceeeeeeeeriennnnnes
Copying the target module config SEttings...........ccccvvriiiieeereniiiiiiiiieeee e
Settings for special hardware ...................cccoooeee
Selecting the USB keyboard mode...................
Support for servers of IBM’s RS/6000 series ...
Defining the EDID profile to be used..............eevvieeeeiiiiiiiiiieeeenn.
Reducing the colour depth of the image data to be transmitted
Enhanced functions ...........occevieiiiiieeiiiiie e
Enabling/disabling the keyboard signal ..........
Configuring default actions after a user logon..
Remembering the last target module...............
»MUltIUSEr« diSPlAY ...vvvvirieeieiiiiiiiieeeeee et
Showing the status information of a target module.....................
Showing information about the connection..............ccceeeee......
Viewing the cascade Information ............occeeeeiriiiiiniiiieiniiieee e
Rebooting a target MOAULE ...........ooeiiiiiiiiiiiiiiieei e
Updating the firmware of target modules ................cceeeiiiiiiiiiiiiiiieeeeeees

USEE COMSOIES ...ttt e e e e e
Operating modes of USer CONSOIES ..............ccevvuiriirieeeeeniiiniiieeeeennns
Standard operating mode ..............ccoeeiiiiiiiiiiieeeiiee e
Open Access operating MoOde........ccoeeeeeeeeeeeieeeeeeeeeeeeeeeeeeeeeeeeennn,
Video operating mode .............coovvvuiiiiiiieeiiniiiiiiiee e e
Selecting the user console’s operating mode...........................
Basic configuration of user consoles ...............ccccceeveiiiiiiiiieiennnn.
Changing names or comments of user consoles.....................
Enabling or disabling user consoles..........cccooeuvveernueeeernineennn
Enabling or disabling startup while missing keyboard
Copying console config Settings ...........cccvvveereeeeeeriurrneeeeeeennn.
Deleting user consoles from the KVM matrixX System............cccceevvuveeernnneenn.
Settings for special hardware .............ccccooiiiiiiiiiiiiiiie e
Adjusting the scancode set of a PS/2 keyboard .....................
Enabling the support for special PS/2 keyboards
Support of any USB deViCe........ccceeiiiiiiiiiiiieeeeeiiiiiete e
Reinitialising USB input deVICes............ccceiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeevaviveeaeee

4 - G&D DVICenter



Table of contents

Advanced fUNCHIONS .........cueeieriiiiiiriiieee e e 106
Setting the automatic USer 10gOUL .............ccovviiiiiiiiieeieiiiiiiee e 106
Automatically disconnecting the access to target modules...............cccueeeeee... 106
Adjusting the logoff procedure of user modules of the »DVI-CON-2« series..107
Channel auto-switching for user modules of the »DVI-CON-2« series.......... 108
Viewing the status information of user modules..............cccccueeiiiiieerinininnn.n. 109
Remembering the username in the 108N DOX .....uvvivveiiiiiiiiiiieieeeeeeeeeeeeeeeen. 109

Setting the hold time for the SCreenSaver...........cccc.eeevvviiiiieeeeeeeeeiiiiiieeeeeenns 110
Enabling or disabling DDC/CI SUPPOIT........cceviuuiiiiiieaeeeiiiiiiiiieeeee e 110

Viewing the cascade information........cceeeeeeeeeeeeiieieieieieieeeeeeeeeeeeeeeeeeeeeeeeeeean. 111
Restarting uSer MOAUIES ............uvvviviviiiiiiiiiiiiieiiiiieieteiieeaiei e eeeseeseeeaeenas 112
Updating the firmware of USer CONSOLES ...........uvviiiieeeieriiiiiiieeeeeeeciiieeeee e 113
Target groups and view filters ...............ccoooiiiiiiiiiiiiiiii e 114
Difference between target groups and view filters .............cccceevviiiiiiiiieeeennnnnn. 114

Intended uSe Of tarGet GIOUPS .....uvvvvvrrreeiiiiiieee e e e e e e eeeeeeeeeeeaeeeaaaaeans 114

Intended use Of VIEW fIItEIS. ... .uuuuuueiiiiieiieeeeeeeeeeee e 114

Administrating target SIOUPS .........ccoeeeuvriiereeeerariiiiriereeeeeeesenrrreeeeaeeessnnreneeeess 114
The »New Targets« target SIOUP ........uuurrrrrummmrnririiiiiiieeiaeeeaaeaeeaaaaaaaaaaaaaaaaeaens 114
Creating a NEW target SrOUD ......ccuvvvvviieeeeeeeiiiiiereeeeeeeeeiirrreeeeeeeeesnrraeeeeaeeeaas 115
Changing the name or comment of a target group..........cccceeeeeeeericiveereeeeenn. 115
Administrating target group MEMDETS .......ceeeeeeireiereieieieeeeeeeeeeeeeeeaeeeeeaeaaaeenns 115
Deleting @ target SrOUD .......uvvverieeeeeriiiiieieeeeeeieiiirreeeeeeeeesriraareeeeeeeeenansseeeas 116

Administrating VIEW fIIETS .........c..eeiiiiiiiiiiiiiii e 117
Creating @ New VIEW fIIter ..........oooiiiiiiiiiiiiiie e 117
Assigning a target module to a view filter ............cceeeeeeeeiiii 117
Cancelling a target module’s assignment to a view filter.............cccoecveeennne. 117
Renaming a vIew filter...........cooeiiiiiiiiiiiiiiie e
Deleting @ VIEW fIIEeT.......uvviiiiiiiiiiiiiiiiiiiiiier e e e e e e e e e e e e e e e eeaeeaeaaaaaas

Accessing the target modules via select Keys ............ccccoevviiiieiniieienniieennnnen.

Changing the select key modifier or the valid keys

Administrating select key Sets ..........ccccoeeeviiinnnnnne..

Creating @ SEIECt KEY SOt ......cvviiiiiiiiiiiiiiiiiiiiiiiiirireiiiirirereieaeeeeeeeeanannnananannnnnns
Changing name, comment or global allocation of a select key set ................. 120

Defining select keys for the target modules
Assigning a select key set to a user account

Deleting @ SEleCt KEY SEL ......uvviiiieeiieiiiiiieieeeeeeiiiiiiieeeeeeeeeiiieee e e e e s eeiieraeeees
Automatically or manually switching the target modules .............................. 123
Auto scanning all target modules (AULOSCAN) .....uuvvvrrrrrmnriniiiiiiiiiiiieeeeeeeeeeeeeeeenns 123

Applying the Autoscan fUNCHION .............vvviiiiieiiiiiiiiie e 123

Configuring the scantime of the Autoscan function .............ccccovvveeevnieeeennnn. 123
Auto scanning all active target modules (Autoskip) ........ccccceereeeiiiiiiiiiiieeaeennn. 124

Applying the Autoskip FUNCHON ........uuuuiiiiiiiiiiiiiieeeeeee e e e e e ee e 124

Configuring the scantime of the Autoskip function..............ccccoeeeevvvcnneeennennn. 124
Scanning the target modules manually (StepSCan) ...........ccceeveuveeeriieeeeniieeennnne 125

Starting and stopping the Stepscarn funCtion................vvvvvvvviiviiviveeeiiiiiiiinennnnn 125

Configuring keys to scan the targets manually ..............cccccceeeeeeeiiiinneeenneennn. 125

G&D DViCenter - 5



Table of contents

Administrating SCANMOAE SELS ...........ceevrrivriirieeeeeiiiiiiiiieeeeeeesesirreeeeeeeeeesannns 126
Creating @ SCANMOAE SEL..........ueirieeriiiiiiiieeeeeeeeiiiiiiieeeeeseeeinrrreeeeeeesenennenes 126
Changing a scanmode set’s name, comment or global assignment................ 127
Assigning the target modules to a scanmode Set ...........ccvvvvveeeeeeriiirvieennnnn. 127
Assigning a scanmode set to a user account
Deleting @ SCanmMOAE SEL..........uuuviiiieeeeieiiiiiiiieee e e et e e e e e e e eiiereeeeea e e

Configuring the On-Screen Display (OSD) ............ccooovviiiiiiiiieiiiiiiiieee e,

CONFIGUIALION. ...vviiiiiiiiiiiiiiiii e e et e e e e e e e et e e e e e e e s eeaaarreeeeee s
Changing the hotkey to call the OSD
Opening the on-screen display via double keypress.............ccceeeeeeieieiiiennnnn. 131
Automatic closing of the OSD after inactivity .............ccceevvvvereeeeeeeecnnnneenn.n. 131
Adjusting the transparency of the OSD
Adjusting the information diSplay..............eevvvvvvivirireieiiiiiiieeeeeeeeeeenns
Changing the colour of the information display..............cccceevvveireeeeeninnnnnn. 133
Defining a standard view filter.............ooooiiiiiiiiiiiiiii e 133
Selecting the mode for OSD synchronisation ..............cccceeeeeeeeeeeeeeeinienenenennn, 134
Selecting a keyboard layout for OSD entries...............eeeeeeeeeriinvieeeeeeeeeninnnns 135
Operating the on-screen display by MmoOUSE..........c.uvveiiiiiieriiiiiiiiiiiee e 135
Enabling/disabling the on-screen display ..............cooovvivviiiiiiiieeeeeeeiiiiiiniienens 136
Adjusting the OSD 1eSOIULION...........vvviiieieiiiiiiiiieee e e e 136

VIAEO TUNING ...oooiiiiiiiiii e e ettt e e e e e et e e e e e e e e anees 138

Rights admMiInIStration ...........c..ueiiiiieeeiiiiiiiiit e et e e e e e e e e e s eiiaeeee s 138
Changing the right to configure video profiles ............ccceeeeeeeiieeiiiein, 138

Special functions for cascaded KVM matrix systems ..................cccccvvvvreeeennnn. 139

BasiC fUNCLIONS .....eveiiiiiiiieiiiie e e 139
Changing names or comments of matrix switches ..

Deleting slave matrix switches from the system...................cooeevviiiiieeeennnnn, 139

COoNfiGUIAtiON SELEINES ...eevuvvveeiiiiieeriiitee it e ettt ee ettt e et ee e et ee e eessebeeeeas
Defining the cascade mode of a matrix switch
Forwarding target names to slave matrix switches..............ccccevvvvvvvvvivvvnnnnnns 140
Viewing the status information of matrix SWitches..............ccccceeeveeriinennnn... 141

Viewing cascade information
Copying config settings of matrix switches

Expanding switchable Signals ................cccooiiiiiiiiiiiiiiii e 144
Expanding the system through channel grouping ..............ccccovvviiieieiincinnnnn... 144
Creating a new channel group
Adding or deleting modules from a channel group ...........ccccceeeeeeeevcnnnnnenn... 146
Deleting @ channel Group. .........eeevrurieiiiiiee it
Displaying an overview of channel groups .
Expanding the system through stacking ................cccccceviviiiiiiiiiiiiiiieeeceeeeeeeeeees
Adjusting the bus address of matrix SWitChes ............ccccovvvviiieeiiiiiiiiiiieeeeeeiins

6 - G&D DVICenter



Table of contents

Replicating the database of a KVM matrix switch ........................................L.
Overview of the data to be replicated
Replicating the database
Adding a destination
Changing the address settings of a destination ..................
Deleting a deStination ...............ceeeeeiiiiiiiieeeeeeiiiiiieee e e e eeeiiieee e e e e e esiaeraeeeas

POWEr SWItCRES ......coiiiiiiiiiiiii e
Basic configuration of RS232 power switches
Changing name and comment of an RS232 power switch
Deleting an RS232 power switch from the KVM matrix system ................... 153
Viewing the status information of RS232 power switches.............ccccuveeeee... 154
Basic configuration of IP pOWer SWItCHES ...........uuvrrimiiiiiiiiiieiiiiiiieeeeeeeeeeeeeeennns
Adding an IP power switch to a KVM system ..................
Changing name and comment of an IP power switch
Configuring an IP pOWer SWItCH............evvviiiiiiiiiiiiiiiiiiiiiiiiiiiieiieieieieiananaaanans
Deleting an IP power SWitCh ..........ccccuviiiiiiiiiiiiiiiiicceee e
Viewing the status information of an IP power switch
Assigning a power switch power outlet to a target module ...............ccccceeeeenn. 157
Rights adminiStratiOnN ...........evvvvvvvurrrrerinieenineeneneneennennnnneeesesasasaasasaaesasaaeeens
Rights to switch the power outlets of a target module
Rights to switch the power outlets of a target group ..........cccceevveeeeeeecnnnnnen...

Advanced functions of the KVM matrix switch .................cccocooiiiii.
Use of the GPIO fUnCtion ........cooiiiiiiiiiiieiiiiee e

Configuring the GPIO function of a user module..................

Configuring the GPIO function of a target module
Restarting the mMatrixX SWItCH .........uuuvueeeeeeeiiiiiiieieeeeeeeeeee e eeeeeeeeeeeeeeeeeaaeans
Adjusting the RS232 mode and the baud rate of the service port ...........cccccun... 161
Copying config settings of matrix SWItChES .............cooevvviiierieeiiiiiiiriieeeeeeeiiennns
Freeze mMOde .....oooiiiiiiiiiiiiee e
Changing push event key modifiers and valid keymodes
Rights administration .............ccccecevvveereeeeennn.

Right to change the personal profile
OPtioNal fUNCHONS .....vvviiiieeeeiiiiiiiiee e e e e eeeiii e e e e et e e e e e e e e siabaesreeeeeesenneannes

Push-Get function (OPtion) ..............ccccoeviiiiiiiiiiiieereeiiiiiiiiee e e e eiireeeeee e 167
Changing the right for carrying out the Push-Get function ...............ccccuuveee. 167

Setting PuSh et KEYS ...iiiiiiiiiiiiiiiiiiiieeeeeeeeeeeee e aan 167
Changing push-get key modifiers and valid Keys ...........cocceeeiriiieeininirennne.
Administrating push get KeY Sets ........c.uvviiiiieeiiiiiiiiiiieee e
Creating puSh Gt KEY SES .....vvviviiiiiiiiiiiiiiiiiiiiiiiiiieiiieiiie e ee e e eaas
Changing name, comment or global allocation
Defining push get keys for user modules...........................
Assigning push get key Sets tO USET aCCOUNTS ....uvvvrreeiiiieieeeeeeeeeeeeeeeeaeeeeeeaennn.
Deleting push et KEY SELS ......vvviiiiieeiiiiiiiiiiiieeeeeeiiiiieeeeeeeeeeiiriaeeeeeeeeeeennees

G&D DViCenter - 7



Table of contents

Scripting funCtion ................cc.oooiiiiiiiiii e
Creating, editing and deleting scripts ...................

Creating a NeW SCIIPL........ccuvvviireeeeeiiiiieeennnn.

Changing the script name...........

Enabling or disabling a script

Changing the comment of a script...................

Changing the XML document of a script ........

Changing the owner of a SCript .......................

Changing the availability of a script ................

Executing a script on another matrix switch
Joining or grouping scripts

Joining SCriptS..........ccceuvvvenenn..

GIOUPING SCIIPLS ..vvvveeeeeeieiiiiiiieeeeeeeeiiieeeeennn

Changing the availability of a script group
Assigning rights to execute scripts and script groups

Defining the right to execute a SCIipt.........cueveeereeeeeiiiiriiieeeennnn.

Defining the right to execute @ SCrpt SroUP .......eevvvvvvievieeeiiriiieieveeeieraeeeaaenees
Assigning and configuring SCHPt KEYS ......c..vvvviieiieiiiiiiiiiiieeeeeeecciiiieeee e e e

Using script keys at user modules

Changing the script key modifier and the valid keys ............cccccceiieeeiiiiinne. 180
Administrating SCript KEY SEtS ......cceiiiiiiiiiiiiiiiiieiiieiieeieeeveeieeieveieieraeaeaeeeeeenaeans

Defining script keys for certain scripts

Assigning a script key set to a user account
OSD settings of the Scripting function ............ccccccceeeeeiiiiiiiiiiiee e

Editing the default menu mode......................cc,

Switching threshold to switch the menu mode by mouse

TP-Control-API (OPtION) ......cceviiiiiiiieeieiiieiee et e e e e
CH+class IIbrary fUnCHIONS ..........eveveeeeiiiiiiiiiiiiiiieeseses e ee e ee e e e e e eeeeeeaeeeaeaaaaans
Configuring accesses for text-based CONtrol .........ccceeeveeeeiiiiiiiieieieieieieieeeeeeeennn.

Tradeswitch function (OPtion) ...............ccccoeeiiviiiiiiiiiiiieeiieiee e
Basic CONfIGUIALION .......cceeiiiiiiiiiiiiee et e e e
Creating TradeswitCh WOTKPIACES .......ceveviiiiieeeeieieieeeeeeeeeeeeeeeeeeeeeee e,
Changing names and comments of Tradeswitch workplaces
Deleting Tradeswitch Workplaces ...........cccoecvveeiniieeeininieennne.
Changing Tradeswitch keys and valid Keys ..........cccoeeeeeeeiiiiiiiii,
Detailed configuration of Tradeswitch workplaces ...............cccccevviiiiiiiiiinnnnn,
Assigning devices to Tradeswitch workplaces
Defining the master workplace of Tradeswitch workplaces..........................
Enhanced fUnCtions ...........ceeeiiiiiiiiii e
Enabling or disabling the Tradeswitching information display ..................... 193

CrossDisplay SWItChing ...............ccooiiiiiiiiiiiiiiiiiiee e 194
Using »CrossDisplay SWItChINg« ........cccuuviiiiiiiiriiiiiiiiiiiee et 194
Requirements for »CrossDisplay SWitching« ..............cccccoeiiiiiiiiiiiiiiiicieeieeeeees 195
Order and proportions Of MONILOTS .........eueeereruriniiiiiiiiiiieieeeieieeeeeeeeeeeeeaaaaeaeaens 195
Including multi-head MONItOrS ..........ccccvvviiiiieiiiiiiiiiiiee e 196

8 - G&D DVICenter



Table of contents

The »CrossDisplay Switching« tab
List of modules
Workspace .........ccceeeeeeeennn.

STALUS DAL ..ttt e e

CONFIGUIALION ...eiiiiiiiiiiiiiie e e e ettt e e e e e e e e et e e e e e e e e e eabaraeeeeeeeesenenns
Enabling »CrossDisplay Switching« ...........
Saving order and proportions of monitors...
Adjusting the general mouse speed.............
CDS mMOUSE POSIIONING ....evvvreeeeiiiiiiiireeeeeeeiiiiieeeeeeeeeaeens
Correcting horizontal and vertical mouse speed

B (Y TSRS

CDS multihead Sroups ..............ooooiiiiiiiiiiiiiieeeeee 206
Differences between CDS mMOAES ..........uvvvvuvvuveriiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeenns 206
Example of use

CDS With Channel roUPS ...........cvvvvivviiiiiiiiiiiiiirieieeiie e eeeeeeeeeeeeeas
CDS with mulithead groups..........c..eevieieieiiiiiiiiiiiieee e

Requirements ...........ccoeevvviiiiieeniniiiiiieeeeees

The »Member configuration« tab
Listing target modules ............cccceeeernnnnnnnn.
Workplace...........ccevveeeennnnnn.

Group administration
Creating a new CDS multihead group .........ccceeiviiiiiiiiiiiiieeeeeeeeee
Changing name or comment of CDS multihead groups ....
Deleting CDS multihead groups

Member cONfiguration ...............eeeeeeieeiiiiiereeeeeeeeiiirieeeeeeee e e
Saving order and resolutions of display ranges..................
Adjusting the mouse mode for drag and drop operations.................cc.vvv..e...

Connecting analogue matrix switches (Bridging) ..................cccccceiiiiiniiiinnn. 216

OPETALION ..iiiiieieieiiiiiiie e e e ettt e e e e ettt e e e e e e ebraeeeaeaeas

Requirements

Particularities

Configuration
Enabling the Bridge mode of a target module
Disabling the Bridge mode of a target module

G&D DViCenter - 9



1 Basic functions

The Config Panel web application provides a graphical user interface to configure the
matrix switches of the KVM system. The application can be operated from any sup-
ported web browser (see page 11).

ADVICE: The web application can be used in the entire network independently
from the locations of the devices and consoles connected to the KVM system.

Thanks to its enhanced functions, the graphical user interface provides the following
features for easy operation:

= Clearly arranged user interface

= Easy operation through the drag & drop function
= Monitoring of various system features

= Advanced network functions (netfilter, syslog, ...)
= Backup and restore function
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System requirements

The Config Panel web application is a java application that runs within the Java Vir-
tual Machine (JVM).

The web application uses the Java Web Start technology. This technology allows the
execution of the Java application, regardless of the settings and the Java compatibil-
ity of the web browser.

IMPORTANT: Before the web application can be started via the web browser of a
computer, the device, which is used to load the web application has to be connected
to the local network (see installation guide).

Now adjust the network settings as described on page 11.

Java Runtime Environment

The web application runs with Java Web Start on Java Runtime Environment (JRE).
Starting the web application requires the installation version 6 (update 37) or later.

A free download of this version is available at the following website:

http://java.com/en/download/

Configuring the network settings

NOTE: In the defaults, the following settings are pre-selected:

= TP address of network interface A: 192.168.0.1

= TP address of network interface B: address obtained using DHCP
= global network settings: settings obtained using DHCP

To access the web application, the network settings of the device on which the web
application is operated need to be configured.

ADVICE: As an alternative to the steps described below, the network interfaces of a
matrix switch can also be configured via the on-screen display of a user console.

How to configure the network settings before integrating the device into the local
network:

1. Use a category 5 (or better) twisted pair cable to connect the network interface of
any computer to the device’s Network A interface.

2. Ensure that the IP address of the computer’s network interface is part of the sub-
net to which the device’s IP address belongs to.

NOTE: Use the IP address 192.168.0.100, for example.
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Configuring the network settings

3. Switch on the device.

4. Start the computer’s web browser and enter 192.168.0.1 in the address bar.
5. Click on Download Config Panel.
6

. Configure the network interface(s) and the global network settings as described in
the paragraph Network settings on page 21 f.

IMPORTANT: It is not possible to operate both network interfaces within one
subnet!

7. Remove the twisted pair cable connection between computer and device.

(o]

. Implement the device in the local network.
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Getting started

Getting started

This chapter describes how to operate the web application.

NOTE: The following chapters give a detailed overview of all functions and config-
uration settings.

Starting the web application

The web application uses the Java Web Start technology. This technology allows the
execution of the Java application, regardless of the settings and the Java compatibil-
ity of the web browser.

NOTE: Information regarding the system requirements of the web application are
provided on page 11.

How to start the web application:
1. Enter the following URL in the address bar:
hitps://[ip address of the device]

NOTE: You can also open the homepage via an http connection (port 80). In this
case it is not possible to authenticate the opposite side via certificate.

2. Click on Download Config Panel.

Security instructions of the web browser

The device, on which the web application is operated, stores an SSL certificate that
enables the user or the web browser to authenticate the opposite site.

IMPORTANT: Replace the certificate that is included in the defaults of the device
with an individual certificate, which is related to the device. Information on how
to create such a certificate is given on page 31.
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User login at the web application

After the certificates are authenticated, the login window opens.

How to log in to the web application:

1. Enter the following data in the login box:

Username: Enter your username.
Password: Enter your user account password.
Select language: Select the language to be displayed on the user interface:

= (Default): apply default setting
= German
= English

2. Click the Login button.

IMPORTANT: Change the preset password of the administrator account imme-
diately.

Use the administrator account to log in to the web application and change the
password (see page 68).

These are the preset access data for the administrator account:

= Username: Admin

= Password: 4658

Operating the web application

User interface

The user interface of the web application consists of four main sections:

G&D Config Panel | DVICenter | |
NP ] ) —_—
Eﬁ 7 B ® QL Fiteer @ [ clear |
Configuration Device type Name Status System Comment
@ [&] system +°)|DVICenter DP64 DVICenter Online More 5]

@ @ system menitoring
= KVM matrix systems
B ¥ DVICenter
@ Matrix switches
[ User modules
=a Target modules
® RS232 power switches
2] view filter
&3 Target groups @
® 1P power switches
[ =2 KVM combinations
@ G User area

Logged in user:
Admin

Figure 1: User interface

14 - G&D DVICenter




Getting started

The different sectors of the user interface perform various tasks. The following table
lists the intended use of each sector:

Toolbar ©:

Tree view @:

User name ®:

Filter function @:

Main view ®:

The toolbar allows you to exit the active session and access the
basic configuration of the web application. It is also possible to
use the third icon for viewing and editing the settings of the
Ports.

The tree view shows the setting options.

Open or close one of the branches by double clicking or
clicking the [+] or [-].

A right mouse click upon Configuration or upon an empty
space within the structural overview, enables you to show all
or hide all sub-branches .

A right mouse click on one of the unfolded or folded away
entries of the tree view enables you to show or hide all sub
branches via the context menu.

Name of user logged in to the web application

The filter function can be used to limit the elements that are
displayed in the main view.

Enter a part of the name of the searched element into the text
field. Only items that contain this text in the column(s) Device
Type, Name, ID, Serial number and/or Firmware will be dis-
played in the main view. The names are not case sensitive
during filtering.

Click Delete to cancel the filtering.

After you selected an element in the tree view @, the main
view displays the superior elements.

ADVICE: In the main view of KVM matrix system and KVM combinations, you can
switch between the Monitoring and the Info mode.

The main view of the Monitoring mode shows the values of the monitored features.
The Info mode shows important information like the firmware version, or the
device’s IP and MAC address(es).

Right-click the table, and select Column view > Monitoring or Information to activate the

desired mode.
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Frequently used buttons

The user interface uses different buttons to carry out certain functions. The follow-
ing table provides information on the names and functions of the buttons that are
used in many interfaces.

Reload: Reload window values from the system’s database. Changes that
have been carried out by the user are overwritten.

OK: Save your settings.

Afterwards, the window closes.

Apply: Save your settings.
The window remains open.

Cancel: Cancel your settings and close window.

Print: Call print interface to select printer, page orientation and further
settings.

After the settings have been selected, the interface information
(e.g., the cascade information) can be printed.

Close: Close windows.

Closing the web application

Use the Exit button to close the web application.

IMPORTANT: Always use the Logout function to exit your session to protect the
web application against unauthorised access.
How to exit the web application:
1. Click the Exit button (see figure on the right) to close the web application. Eﬁ
Selecting the default language of the web
application
How to change the default language of the web application:
1. In the directory tree, click on System.
2. Double-click on Configuration in the main view.
3. Click the System tab.
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4. Use the Language entry to select the default language to be displayed to all users of
the web application:

= German
= English

5. Click OK to save your settings.

Showing the version number of the web application

How to show the version number of the web application:
1. In the directory tree, click on System > Information.
2. Double-click on General.

3. Click on Close to close the window.

Port administration

NOTE: The number of Ports depends in the DVICenter variant in use.

The following paragraph explains how to configure the 32 Ports of a
DVICenter DP32 .

The DVICenter DP32 provides 32 Ports. These ports are used to connect user modules
or target modules.

IMPORTANT: When installing a matrix switch with the current version of the web
application, the connected user modules (CON) or target modules (CPU) are recog-
nized and the ports are auto-configured.

Up to version 1.10 of the web application, the CON or CPU mode of ports could be
manually assigned by the user. After a firmware update to the current version, the
web application of a configured matrix switch activates the Compatibility mode and
applies the user’s previous manual configuration.

ADVICE: Click on Compatibility mode to switch between Standard mode and Compatibil-
ity mode.

Automatic port mode

In the default settings, the matrix switch autorecognizes the modules connected to
the ports and configures the ports accordingly.

IMPORTANT: When connecting a user module or a target modules, the ports are
auto-configured. When cascaded (see page 139 ff.) mind the port mode or change
it, if necessary.
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By cascading the matrix switch, you can increase the number of connected target
computers. For this, connect further matrix switches to the configured ports:

= In the default settings, ports 1 through 8 are pre-configured to connect a superior
matrix switch (Up mode).

= Ports 9 through 32 are pre-configured to connect a sub matrix switch (Down mode).

Dynamic Ports

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32

1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31

Figure 2: Port settings in default mode
Figure 3:

ADVICE: To facilitate the installation of the KVM switch, you can switch the port
LEDs to the port mode (see page 20).

To change the port assignment mind the following instructions:

= Configure all 32 ports either as Up port or as Down port.
= Configure at least one port as Up port and one port as Down port.

Compatibility mode

NOTE: Up to version 1.10 of the web application, the CON or CPU mode of ports
could be manually assigned by the user. After a firmware update to the current
version, the web application of a configured matrix switch activates the Compatibil-
ity mode and applies the user’s previous manual configuration.

ADVICE: Click on Compatibility mode to switch between Standard mode and Compatibility
mode.
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In the default settings, ports 1 through 8 are pre-configured to connect user modules.
Ports 9 through 32 are pre-configured to connect target modules:

Dynamic Ports

10 12 14 16 18 20 22 24 26 28 30 32

&
&

9 11 13 15 177 19 21 23 25 27 29 31

a&|8
&8

Figure 4: Default port assignment
Figure 5:

ADVICE: To facilitate the installation of the KVM switch, you can switch the port
LEDs to the port mode (see page 20).

To change the assignment of Dynamic Ports, mind the following instructions:

= Configure all 32 ports to connect either a user module (CON) or a target module
(CPU).

= Configure at least one port to connect either a user module (CON) or a target mod-
ule (CPU).

Configuring ports

You can configure the ports according to your preferences. When doing this, mind
the instructions described in the previous paragraph.

How to configure a port’s mode:

1. Click on the Port configuration icon (see figure on the right) in the toolbar of
the web application.

ADVICE: The graphic shows the port configuration.

In Standard mode, you can switch between Up mode and Down mode of the ports.
In Compatibility mode you can change the ports to connect user modules (CON
mode) and target modules (CPU mode).

2. Right-click the port whose mode you want to change. Now, you can select the
mode from the context menu.

NOTE: You can select multiple ports with the left mouse key while pressing Shift
or Ctrl.
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3. Click OK to apply your changes.

IMPORTANT: After changing the port assignment, the matrix switch restarts.

Showing ports modes
1. In the directory tree, click KVM matrix systems > [Name] > Matrix switches.

2. Right-click the matrix switch whose port mode you want to show. Now, click on
Port LEDs > Show port types on the context menu.

3. Now, the port LEDs show the current port mode:

LED Standard mode Compatibility mode

Yellow Up mode Connection of user modules (CON mode)
Green  Down mode Connection of target modules (CPU mode)

NOTE: While showing the port mode, the Identification LEDs on the device’s
front and back are blinking.

4. To restore the standard mode, right-click the matrix switch again. Now, click on
Port LEDs > Show status on the context menu.
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Basic configuration of the
web application

The tool symbol in the toolbar can be used to access the basic configuration of the
web application.

Network settings

The devices with integrated web application are provided with two network inter-
faces (Network A and Network B). These network interfaces enable you to integrate the
device into up to two separate networks.

IMPORTANT: Please mind the separate instructions regarding Configuring the
network settings on page 11.

Configuring the network settings

NOTE: In the defaults, the following settings are pre-selected:
= TP address of network interface A:
192.168.0.1

= [P address of network interface B:
address obtained using DHCP

= global network settings:
settings obtained using DHCP

Configure the network settings to connect the device to a local network.

How to configure the settings of a network interface:

IMPORTANT: It is not possible to operate both network interfaces within one subnet.

NOTE: According to RFC 3330, the Link Local address space 169.254.0.0/16 is
reserved for the internal communication between devices. An IP address of this
address space cannot be assigned.

1. Click the tools symbol in the toolbar.
2. Click the Network > Interfaces tabs.
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3. Use Interface A or Interface B paragraphs to enter the following data:

Operational Use the pull-down menu to select the operating mode of
mode: Interface A or Interface B:

= 0Off: switches off network interface.
= Static: uses static settings.

= DHCP: =obtains the settings from a DHCP server.Link aggre-
gation active: This interface was added to a group of net-

work interfaces.
Use the »Link aggregation« tab to configure the network interfaces.

IP address: Only if the Static operating mode is selected: Enter the inter-
face IP address.

Netmask: Only if the Static operating mode is selected: Enter the net-
work netmask.

Connection Select if the network interface and the remote station are to

type: negotiate the connection type automatically (Auto) or if one

of the available types is to be applied.

4. Click OK to save the data.

Configuring the global network settings

Even in complex networks the global network settings ensure that the web applica-
tion is available from all sub networks.

How to configure the global network settings:
1. Click the tools symbol in the toolbar.
2. Click the Network > Interfaces tabs.

3. Enter the following data in the Global network settings section:

Global prefer- Use the pull-down menu to select the operating mode:

ences: . . .
= Static: uses static settings.

= DHCP: obtains the settings from a DHCP server.

The following settings are automatically obtained in the DHCP operating
mode. Inputs are not possible.

Hostname: Enter the device hostname.
Domain: Enter the domain the device is to belong to.
Gateway: Enter the gateway IP address.

DNS Server 1: Enter the DNS server IP address.
DNS Server 2: Optionally, enter the IP address of another DNS server.

4. Click OK to save your data.

22 - G&D DVICenter



Basic configuration of the web application

Increasing the reliability of network connections through link
aggregation

In the default settings, you can use both network interfaces at the same time to
access the web application from two different network segments, for example.

To increase the reliability, the network interfaces can be grouped through link aggre-
gation. Only one interface is active within the group. Another interface only becomes
active if the active interface fails.

We provide two different modes to monitor the interfaces:

= MIl mode: The carrier status of the network interface is monitored through the
Media Independent Interface. This mode only checks the function of the network inter-
face.

= ARP mode: The address resolution protocol sends requests to an ARP target within the
network. The answer of the ARP target confirms both the functionality of the net-
work interface and the proper network connection to the ARP target.

If the ARP target is connected to the network but is temporarily offline, requests
cannot be answered. Define multiple ARP targets to receive an answer from at least
one target if an ARP target fails.

NOTE: MIl and ARP mode cannot be combined.

How to configure the settings of grouped network interfaces:

NOTE: According to RFC 3330, the Link Local address space 169.254.0.0/16 is
reserved for the internal communication between devices. An IP address of this
addres space cannot be assigned.

1. Click the tools symbol in the toolbar.
2. Click the Network > Link aggregation tab.

3. Enter the following data into the Network paragraph:

Name: Enter a name for the group of network interfaces.
Operational Choose the operational mode for the grouped network inter-
mode: faces:

= Off: disables link aggregation.

Use the »Interfaces« tab to configure the network interfaces.
= Static: A static IP address is assigned.
= DHCP: obtain IP address from a DHCP server.

IP address: Enter the IP address of the interface (only if you have
selected the Static operational mode).

Netmask: Enter the netmask of the network (only if you have selected
the Static operational mode).
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4. Enter the following data in the Parameter paragraph:

Primary slave:

Link monitoring:

Mil down delay:

Mil up delay:

ARP interval:

ARP validate:

ARP target:

Choose if the data traffic should run via Network A (Interface A)
or Network B (Interface B). As soon as the selected interface is
available, the data traffic is sent via this interface.

If you choose the option None, the data traffic is sent via any
interface. The interface only changes if the active interface is
down.

Choose if you want the Mil or ARP mode (description see
below) to be used to monitor the interface.

Time delay in milliseconds before a failed network interface
is disabled.

The value must be a multiple of 100 ms (the MII link moni-
toring frequency).

Time delay in milliseconds before a reset network interface is
enabled.

The value must be a multiple of 100 ms (the MII link moni-
toring frequency).

Enter the interval (100 to 10,000 milliseconds) according to
which the incoming ARP packets of the network interfaces
are to be checked.

The validation ensures that the ARP packet for a particular
network interface is generated by one of the listed ARP tar-
gets.

Choose if or what incoming ARP packets are to be validated:
= None: ARP packets are not validated (default).

= Active: Only the ARP packets of the active network inter-
face are validated.

= Backup: Only the ARP packets of the inactive network
interface are validated.

= All: The ARP packets of all network interfaces within the
group are validated.

The table lists all configured ARP targets.

Use the New, Edit, and Delete buttons to administrate the ARP
targets.

5. Click OK to save your settings.
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Reading out the status of the network interfaces

The current status of both network interfaces can be read out via web application.
How to detect the status of the network interfaces:

1. Click the tools symbol in the toolbar.

2. Click the Network > Link status tab.

3. The Interface A and Interface B paragraph provides you with the following data:

Link detected: connection to network established (yes) or interrupted
(no).
Auto-negotiation: The transmission speed and the duplex mode have been

configured automatically (yes) or manually by the admini-
strator (no).

Speed: transmission speed
Duplex: duplex mode (full or half)

4. Click OK to close the window.

Creating and administrating netfilter rules

In the default settings of the devices, all network computers have access to the
Config Panel web application (open system access).

NOTE: The open system access enables unrestricted connections via the following
ports: 80/TCP (HTTP), 443/TCP (HTTPS) and 161/UDP (SNMP).

If you create a netfilter rule, the open system access is deactivated and all incoming
data packets are compared to the netfilter rules. The list of the netfilter rules is pro-
cessed according to the stored order. As soon as a rule applies, it is carried out and
the following rules are ignored.

Creating new netfilter rules

How to create new netfilter rules:
1. Click the tools symbol in the toolbar.
2. Click the Network > Netfilter tabs.

3. Enter the data described below.

Interface: Use the pull-down menu to select on which network inter-
faces the data packets are to be trapped and manipulated:
= All
= [nterface A
= Interface B
= [Name of a group of network interfaces]
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Option: Use the pull-down menu to select how the rule’s sender
information are to be interpreted:

= Normal: The rule applies for data packets whose sender
information does comply with the indicated IP address or
MAC address.

= Inverted: The rule applies for data packets whose sender

information does not comply with the indicated IP address
or MAC address.

IP address/ Enter the data packet IP address or use the Netmask entry to
Netmask: enter the address space of the IP addresses.
Examples:

= 192.168.150.187: for IP address 192.168.150.187

= 192.168.150.0/24: TP addresses of section 192.168.150.x
= 192.168.0.0/16: IP addresses of section 192.168.x.x

= 192.0.0.0/8: IP addresses of section 192.x.x.x

= 0.0.0.0/0: all IP addresses

NOTE: The IP address and/or a MAC address can be specified within a rule.

MAC address: Enter the MAC address to be considered in this filter rule.
NOTE: The IP address and/or a MAC address can be specified within a rule.

Filter rule: = Drop: Data packets whose sender information comply with
the IP address or MAC address are not processed.
= Accept: Data packets whose sender information comply
with the IP address or MAC address are processed.

Service: Select a specific service for which this rule is used exclusi-
vely, or choose (All)

4. Click Add to save the data in a new filter rule.
The new filter rule is added to the end of the list of the existing filter rules.

5. Click OK to close the window.

NOTE: The new netfilter rule does not apply for active connections. Restart the
device to disconnect any active connections. Afterwards, all rules apply.

Editing existing netfilter rules

How to edit an existing netfilter rule:
1. Click the tools symbol in the toolbar.
2. Click the Network > Neffilter tabs.

3. Mark the rule to be changed in the list of the existing netfilter rules.
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4. The current rule settings are displayed in the upper part of the window. Check

and change the data described on the following page.

Interface: Use the pull-down menu to select on which network inter-
faces the data packets are to be trapped and manipulated:

= All

= |nterface A
= |nterface B

Option: Use the pull-down menu to select how the rule’s sender
information are to be interpreted:

= Normal: The rule applies for data packets whose sender
information does comply with the indicated IP address or
MAC address.

= Inverted: The rule applies for data packets whose sender
information does not comply with the indicated IP address

or MAC address.
IP address/ Enter the data packet IP address or — using the Netmask entry
Netmask: — the address space of the IP addresses.
Examples:

= 192.168.150.187: for the IP address 192.168.150.187
192.168.150.0/24: IP addresses of section 192.168.150.x
192.168.0.0/16: IP addresses of section 192.168.x.x
192.0.0.0/8: TP addresses of section 192.x.x.x

0.0.0.0/0: all IP addresses

The IP address and/or a MAC address can be indicated within a rule.

MAC address: Enter the MAC address to be considered in this filter rule.
NOTE: The IP address and/or a MAC address can be specified within a rule.

Filter rule: = Drop: Data packets whose sender information comply with
the IP address or MAC address are not processed.
= Accept: Data packets whose sender information comply
with the IP address or MAC address are processed.

Service: Select a specific service for which this rule is used exclusi-
vely, or choose (All)

5. Click Change to save the changed data.

6. Click OK to close the window.

NOTE: The changed network rule does not apply for active connections. Restart
the device to disconnect any active connections. Afterwards, all rules apply.
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Deleting existing netfilter rules

How to delete existing netfilter rules:
1. Click the tools symbol in the toolbar.
. Click the Network > Neffilter tabs.

2
3. Mark the rule to be deleted in the list of the existing netfilter rules.
4. Click Remove.

5

. Confirm the confirmation prompt by pressing Yes or cancel the process by
clicking No.

6. Click OK to close the window.

Changing the order/priority of existing netfilter rules

The netfilter rules are processed in the order they are stored. If a rule does apply, the
respective action is carried out and all following rules are ignored.

IMPORTANT: Please mind the order or priority of the single rules, especially when
adding new rules.

How to change the order/priority of existing netfilter rules:
1. Click the tools symbol in the toolbar.
2. Click the Network > Netfilter tabs.

3. Mark the rule whose order/priority is to be changed in the list of the existing
netfilter rules.

4. Click the #| button (arrow up) to increase the priority or the #| button (arrow down)
to decrease the priority.

5. Click OK to close the window.
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Creating an SSL certificate

Use the free implementation of the SSL/TLS protocol OpenSSL to create an SSL
certificate.

The following websites provide detailed information about operating OpenSSL:

= OpenSSL project: hitp://www.openssl.org/
= Win32 OpenSSL: hitp://www.slproweb.com/products/Win320penSSL.html

IMPORTANT: Creating an X509 certificate requires the software OpenSSL. If nec-
essary, follow the instructions on the websites mentioned above to install the soft-
ware.

The following pages give information on creating an X509 certificate.

Special features for complex KVM systems

If you want different devices to communicate within a KVM system, use the identi-
cal Certificate Authority (see page 29) to create certificates for those devices.

The identical PEM file (see page 32) can also be used for all devices. In this case, all
certificate features are identical.

Creating a Certificate Authority

A Certificate Authority enables the owner to create digital certificates (e. g. for the
matrix switch DVICenter).

How to create a key for the Certificate Authority:

IMPORTANT: The following steps describe how to create keys that are not coded.
If necessary, read the OpenSSL manual to learn how to create a coded key.

1. Enter the following command into the command prompt and press Enter:

‘ openssl genrsa -out ca.key 4096

2. OpenSSL creates the key and stores it in a file named ca.key.
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How to create the Certificate Authority:

1. Enter the following command into the command prompt and press Enter:
openssl req -new -x509 -days 3650 -key ca.key -out ca.crt

2. Now, OpenSSL queries the data to be integrated into the certificate.

The following table shows the different fields and an exemplary entry:

Field Example

Country Name (2 letter code) DE ‘
State or Province Name NRW

Locality Name (e.g., city) Siegen ‘
Organization Name (e.g., company) Guntermann & Drunck GmbH

Organizational Unit Name
(e.g., section)

Common Name (e.g., YOUR name) Guntermann & Drunck GmbH
Email Address ‘

IMPORTANT: The device's IP address must not be entered under Common Name. ‘

Enter the data you want to state and confirm each entry by pressing Enter.

3. OpenSSL creates the key and stores it in a file named ca.crr.

IMPORTANT: Distribute the certificate ca.crt to the web browsers using the web
application. The certificate checks the validity and the trust of the certificate
stored in the device.

Creating any certificate

How to create a key for the certificate to be created:

IMPORTANT: The following steps describe how to create keys that are not coded.
If necessary, read the OpenSSL manual to learn how to create a coded key.

1. Enter the following command into the command prompt and press Enter:

‘ openssl genrsa -out server.key 4096 ‘

2. OpenSSL creates the key and stores it in a file named server.key
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How to create the certificate request:

1. Enter the following command into the command prompt and press Enter:

openssl req -new -key server.key -out server.csr

2. Now, OpenSSL queries the data to be integrated into the certificate.

The following table shows the different fields and an exemplary entry:

Field Example

Country Name (2 letter code) DE

State or Province Name NRW

Locality Name (e.g., city) Siegen

Organization Name (e.g., company) Guntermann & Drunck GmbH

Organizational Unit Name
(e.g., section)

Common Name (e.g., YOUR name) 192.168.0.10
Email Address

IMPORTANT: Enter the IP address of the device on which the certificate is to be
installed into the row Common Name.

Enter the data you want to state, and confirm each entry by pressing Enter.

3. If desired, the Challenge Password can be defined. This password is needed if you
have lost the secret key and the certificate needs to be recalled.

4. Now, the certificate is created and stored in a file named server.csr.
Creating and signing the X509 certificate
1. Enter the following command into the command prompt and press Enter:

openssl x509 -req -days 3650 -in server.csr -CA ca.crt -CAkey ca.key -set_serial 01 -out
server.crt

2. OpenSSL creates the certificate and stores it in a file named server.crt.
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Creating a PEM file

NOTE: The .pem file contains the following three components:

= server certificate
= private server key
= certificate of the certification authority

If these three components are available separately, enter them successively to the
Clear text entry before updating the certificate stored in the device.

1. Enter the following command(s) into the prompt and press Enter:

a. Linux

cat server.crt > gdcd.pem
cat server.key >> gdcd.pem
cat ca.crt >> gdcd.pem

b. Windows

copy server.crt + server.key + ca.crt gdcd.pem

2. The gdcd.pem file is created during the copying. It contains the created certificate
and its key as well as the Certificate Authority.

Selecting an SSL certificate

By default, each G&D device with integrated web application stores at least one
SSL certificate. The certificate has two functions:

= The connection between web browser and web application can be established via
an SSL-secured connection. In this case, the SSL certificate allows the user to
authenticate the opposite side.
If the device’s IP address does not match the IP address stored in the certificate,
the web browser sends a warning message.

ADVICE: You can import a user certificate so that the device’s IP address
matches the IP address stored in the certificate.

= The communication between G&D devices within a system is secured via the
devices’ certificates.

IMPORTANT: Communication between devices is possible only if all devices
within a KVM system use certificates of the same Certificate Authority (see

page 29).
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How to select the SSL certificate you want to use:

IMPORTANT: Selecting and activating another certificate terminates all active ses-
sions of the web application.

1. Click the tools symbol in the toolbar.
2. Click the Certificate tab.

3. Select the certificate you want to use:

G&D certificate #1: This certificate is enabled for new devices.

ADVICE: Older devices do not support certificate #1. In this case use
certificate #2 or a user certificate. within the KVM system.

G&D certificate #2: This certificate is supported by all G&D devices with inte-
grated web application.

User certificate: Select this option if you want to use a certificate purchased
from a certificate authority or if you want to use a user cer-
tificate.

Now you can import and upload the certificate:

1. Click Import certificate from file and use the file dialog to
select the .pem file you want to import.

You can also copy the plain text of the server certificate,
the server’s private key and the certificate of the certifi-
cate authority to the text box.

2. Click Upload and activate to store and activate the impor-
ted certificate for the device.

3. Click OK to close the window.

Firmware update

The firmware of each device can be easily updated via the web application.

IMPORTANT: This function only updates the firmware of the device on which the
web application has been started!

How to update the firmware:

1. Open the web application of the device whose firmware you want to update.
2. Click the tools symbol in the toolbar.

3. Click the Tools > Firmware update tabs.
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4. Enter the storage location and the name of the backup file into the Path entry.

IMPORTANT: Use the information provided in the Device and Comment entries to
check if you selected the correct device file.

‘ ADVICE: Use the file dialog to select the location and the name of the update file. ‘

5. Click on Update now.

6. Click OK to leave the interface.

Restoring the default settings

This function enables the user to restore the default settings of the device on which
the web application is operated.

How to restore the default settings:

IMPORTANT: All settings are reset.

1. Click the tools symbol in the toolbar.
2. Click the Tools > System defaults tabs.

IMPORTANT: Use the information provided in the Date and Comment entries to
check if you have selected the correct backup file.

3. Enable the option Reset ports to reset the port configuration.

4. Disable the Reset network config option to maintain the configuration of the net-
work interfaces.

5. Click on System Defaults to reset the current configuration.
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Restarting the matrix switch

This function enables you to restart the matrix switch. Before restarting the device
you are requested to confirm your action to prevent accidental restarts.

How to restart the matrix switch via web application:
1. Use the tree view to click on KVM matrix systems > [name] > Matrix switches.
2. Right-click on the device. Now click on the Restart in the context menu.

3. Confirm the safety request with Yes.

Restarting user modules

ADVICE: You can also restart the device using the tools icon of the web application.
For this, click on Tools > Restart to carry out the restart.

This function enables you to restart the user module. Before restarting the device
you are requested to confirm your action to prevent accidental restarts.

How to restart user modules via web application:
1. In the directory tree, click on KVM Matrix systems > [name] > User modules.
2. Right-click on the device. Now click on Restart in the context menu.

Confirm the safety request with Yes.
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Network functions of the devices

The different devices within the KVM system (e.g. KVM extenders and KVM matrix
switches) provide separate network functions.

The following function can be configured for each device within the KVM system:

= Authentication against directory services (LDAP, Active Directory, RADIUS,
TACACS+)

= Time synchronisation via NTP server
= Forwarding of log messages to syslog servers

= Monitoring and control of computers and network devices via Simple Network Man-
agement Protocol (see page 55 ff.)

NTP server

The device’s time and date settings can either adjust be adjusted manually or auto-
matically by synchronizing the settings with an N'TP server (Network Time Protocol).

Time sync with an NTP server

How to change the NTP time sync settings:
1. Use the tree view to click on KVM matrix systems > [name] > Matrix switches.

2. Right-click the device to be configured. Now click the Configuration entry in the
context menu.

3. Click the Network tab.
4. Click the NTP server tab and enter the following data:

NTP time sync: Select the respective entry from the pull-down menu to
(de)activate the time sync:
= Disabled
= Enabled

NTP server 1: Enter the IP address of a time server.

NTP server 2: Optionally enter the IP address of a second time server.

Time zone: Use the pull-down menu to select the time zone of your
location.

5. Click OK to close the window.
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Setting time and date manually

How to manually set the time and date of the KVM matrix system:
1. Use the tree view to click on KVM matrix systems > [name] > Matrix switches.

2. Right-click the device to be configured. Now click the Configuration entry in the
context menu.

3. Click the Network > NTP server tabs.

4. If necessary, disable the NTP time sync option. Otherwise, you might not be able to
set time and date manually.

5. Use the Time entry to enter the current time (sh:mm:ss).

6. Use the Date entry to enter the current time (DD.MM.YYYY).

ADVICE: Click on Accept local date to accept the current system date of the com-
puter on which the Config Panel web application has been started.

7. Click OK.
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Logging syslog messages

The syslog protocol is used to transmit log messages in networks. The log messages
are transmitted to a syslog server that logs the log messages of many devices in the
computer network.

Among other things, eight different severity codes have been defined to classify the
log messages:

= 0: Emergency = 3: Error = 6: Info
= 1: Alert = 4: Warning = 7: Debug
= 2: Critical = 5: Note

The web application enables you to configure whether the syslog messages are to be
locally logged or sent to up to two syslog servers.

Locally logging the syslog messages
How to locally log the syslog messages:

1. Use the tree view to click on KVM matrix systems > [name] > Matrix switches.

2. Right-click the device to be configured. Now click the Configuration entry in the
context menu.

3. Click the Network tab.

4. Click the Syslog tab and enter the following data in the Syslog local section:

Syslog server: Select the respective entry from the pull-down menu to define
whether syslog messages are to be sent to a server:
= Disabled
= Enabled

Log Level: Use the pull-down menu to select from which severity code

on a log message is to be logged.

The selected severity code and all lower severity codes are
logged.

If you selected the severity code 2 - Critical, messages for this code as well
as for the severity codes I - Alert and 0 - Emergency are logged.

5. Click OK to close the window.
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Sending syslog messages to a server

How to send syslog messages to a server:

1.
2.

Use the tree view to click on KVM matrix systems > [name] > Matrix switches.

Right-click the device to be configured. Now click the Configuration entry in the

context menu.

3. Click the Network tab.

Syslog server 2 section:

Syslog server:

Log Level:

IP address/
DNS name:

Port:

Protocol:

. Click the Syslog tab and enter the following data in the Syslog server 1 or

Select the respective entry from the pull-down menu to
define whether syslog messages are to be sent to a server
or not:

= Disabled

= Enabled

Use the pull-down menu to select from which severity
code on a log message is to be logged.

The selected severity code and all lower severity codes
are logged.

If you select severity code 2 - Critical, messages for this code and for the
severity codes I - Alert and 0 - Emergency are logged.

Enter the IP address or the server name to which the sys-
log messages are to be sent.

Enter the port — usually 514 — on which the server receives
the incoming messages.

Select the protocol — usually UDP — on which the server
receives the incoming messages:

= TCP
= UDP

5. Click OK to close the window.
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Viewing and saving local syslog messages

If the function to log the local syslog messages is activated, these syslog messages
can be viewed and, if necessary, stored in the information window.

How to view and store the local syslog messages:

1.
2.

Click on System > Information in the tree view.

Right-click the device to be configured. Now click the Configuration entry in the
context menu.

. Double-click on Syslog in the main view.

. Click the Fetch syslogs tab.

The matrix switch calls the local syslog messages, which are now displayed in the
text field.

ADVICE: If necessary, click Save to save these messages in a text file. The open-
ing file window enables you to select the location and a file name.

Afterwards, click Save.

. Click OK to close the window.
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User authentication with directory services

In in-house networks, the user accounts of different users are often administrated by
a directory service. The device can access such a directory service and authenticate
users against the directory service.

NOTE: If the Admin user account cannot be authenticated by the directory service,
the user account is authenticated by the device’s data base.

The directory service is exclusively used to authenticate a user. The user rights are
assigned within a database of the KVM system. The following paragraphs describe the
different scenarios:

= The user account exists within the directory service and the KVM system
The user can log in with the password stored in the directory service. After the
login, the user is assigned with the rights of the correspondent account in the
KVM system.

NOTE: The password which the user used to log in, is taken over into the data-
base of the KVM system.

= The user account exists within the directory service, but not within the KVM system
A user that has been successfully authenticated against the directory service, but
does not have an account of the same name within the database of the KVM sys-
tem, is assigned with the rights of the RemoteAuth user.
If required, change the rights of this particular user account to set the rights for
users without a user account.

ADVICE: Deactivate the RemoteAuth user to prevent users without user accounts
to log in to the KVM system.

= The user account exists within the KVM system, but not within the directory service
If the directory service is available, it reports that the user account does not exist.
The access to the KVM system is denied to the user.
If the server is not available, but the fallback system is active (see below), the user
can log in with the password that is stored within the KVM system.

IMPORTANT: Mind the following safety instructions to prevent a locked or deac-
tivated user from logging in to the system in case the connection to the directory
service fails:

= Ifa user account is deactivated or deleted in the directory service, this action
can also be carried out within the user database of the KVM system.

= Only activate the fallback system in reasonable exceptional cases.
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How to configure the user account authentication:

NOTE: If no directory service is applied, the user accounts are administered by the
device.

1. Use the tree view to click on KVM matrix systems > [name] > Matrix switches.

2. Right-click the device to be configured. Now, click the Configuration entry in the
context menu.

3. Click the Network > Authentication tabs and enter the following data:

Auth. Server: Select the Local option if the user administration is to be car-
ried out by the KVM system.

If a particular directory service is to be applied, select the
respective entry from the pull-down menu:

= LDAP

= Active Directory

= Radius

= TACACS +

ADVICE: After the directory service has been selected, collect the settings of
the directory service server in the Server settings.

Fallback: Activate this option if the local user administration of the
KVM system is to be applied in case the directory service is
temporarily not available.

IMPORTANT: Mind the following safety instructions to prevent a locked or
deactivated user from logging in to the system in case the connection to
the directory service fails:

= Ifa user account is disabled or deleted in the directory service, this action
can also be carried out within the user database of the KVM system.

= Only activate the fallback system in reasonable exceptional cases.

4. Click OK to close the window.
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Monitoring functions

The current monitoring values of all devices within the KVM system can be viewed in
the device-specific branches (e.g. KVM matrix systems) as well as in the KVM Combina-
tions and Critical Devices branches of the tree view.

The various information regarding a device can either be displayed in individual val-
ues or in monitoring groups, which are sorted according to topic. The following
exemplary figure shows the Starus values and three different monitoring groups:

MName Status Group #1 Group #2 Group #3
EE! Device #1 Online Mare... [« |More... [=]|Mare... [7]
EE! Device #2 Online Mare... [« |More... [=]|Mare... [7]
EE! Device #3 Online Mare... [« |More... [=]|Mare... [7]
EE! Device #4 Online Mare... [« |More... [=]|Mare... [7]
EE! Device #5 Online Mare... [ |More... [=]|Mare... [7]

Figure 6: Detailed view of an exemplary monitoring table

Individual values (the Status value in the figure above) immediately show if the status is
correct (green) or deviating from the normal operating value (red). The text in the col-
umn also provides information about the current status.

Monitoring groups allow you to group various individual values. The column of a
monitoring group shows if all values are within range (green) or if at least one value is
deviating from the normal operating values (red).

Clicking the arrow in the column opens a separate window, which displays the indi-
vidual values of the group.
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Viewing monitoring values

By applying different monitoring sets, the monitoring values are displayed in the dif-
ferent branches of the tree view.

Several branches (e.g. Critical devices) provide another view to enable the user to
detect critical monitoring values as fast as possible.

Listing values by applying monitoring sets
A monitoring set defines which individual values and groups are to be displayed.

The column, which shows the individual values, enables you to read the status and
check whether it is deviating from the normal operating values.

Monitoring groups allow you to group various individual values. The column of a
monitoring group shows if all values are within range (green) or if at least one value is
deviating from the normal operating values (red).

Clicking the arrow in the column opens a window, which contains detailed informa-
tion regarding the individual values of the group.

ADVICE: The following pages of this chapter provide detailed information regard-
ing monitoring groups and monitoring sets.

Listing individual values of critical devices

If a device shows a value that deviates from the normal operating values, the device
is additionally listed in the Critical devices branch. This branch displays all deviating
(red) values in tabular form. This way, deviating values can be detected as fast as
possible.

NOTE: To be able to find deviant values as fast as possible, monitoring sets are not
applied here.

Disabling monitoring values

Any monitoring value can be disabled. After disabling, the monitoring values are no
longer shown in the web application.

IMPORTANT: The web application does not show any warnings about disabled val-
ues. No SNMP traps are sent regarding these values.

How to enable/disable the monitoring values:
1. Use the tree view to click on KVM matrix systems > [name] > Matrix switches.

2. Right-click the device to be configured. Now, click the Configuration entry in the
context menu.

3. Click the Monitoring tab.
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Two tables list the monitoring values of the KVM system:

Enabled: lists all active monitoring values.
Disabled: lists all inactive monitoring values.
To give you a faster overview, the values are grouped in both columns.
4. Mark the monitoring values to be enabled/disabled.

5. Click the # button (ight arrow key) to disable the monitoring value or «|
(left arrow key) for enabling.

6. Click OK to save your settings.

Advanced function regarding the administration of
critical devices

The Critical Devices branch lists the devices that show at least one value that exceeds
the normal operating values.

NOTE: A sub-branch is displayed for each device class in the KVM system (e. g.
KVM matrix systems).

Messages regarding critical statuses of devices

If one value exceeds the normal operating values, the branch is marked red. A blink-
ing message under the main view points to this condition.

ADVICE: If the blinking message appears on your screen, press Girl+Space to open
the Critical devices branch.

Click on the blinking message to show the list of the deviating values in a separate
window.
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Viewing the list of critical devices
How to view the list of critical devices:
1. Click on the System monitoring > Critical Devices folders in the tree view.

The main view lists all affected devices. The critical values are displayed in the table.

ADVICE: Click a sub-branch of the folder in order to only list the devices of a
particular device class.

Marking messages from critical devices as read

Many messages require immediate actions from the administrator. Other messages
(e.g. the break-down of the redundant power supply), however, point to possibly
uncritical conditions.

In such a case, all peculiar values of a device can be marked as read, which causes
the following:

= A device whose deviating values have been marked as read shows no blinking status
bar.

= The cells, info dialogues and monitoring windows of all “read” devices are high-
lighted in yellow.

= If a monitoring group contains critical values, which have been marked as read,
the column displays Error. In addition, the cell is highlighted in yellow.

NOTE: The system only highlights values that have been deviating from the normal
operating values at the time the function has been executed. The web application
shows if another monitoring value of such a device deviates from the normal operat-
ing values.

How to mark the Monitoring messages of a device as read:
1. Click on the System monitoring > Critical Devices folders in the tree view.

2. Right-click the desired device. Now click the Acknowledge entry of the context menu.

Administrating monitor groups

IMPORTANT: Any recently created monitoring groups are only available in the
branch in which they were created.

If a monitoring group was created in a device-specific branch, it is no longer avail-
able in the KVM combinations branch.

The Config Panel web application already provides several default monitoring
groups. Those groups can neither be edited nor deleted, but they can be duplicated
and individually adjusted to your wishes.
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All groups that were preconfigured or created are shown in the monitoring table as
long as they are contained in the applied monitoring set (see page 51 ff.):

MHame Status Group #1 | Group #2 Group #3
&) Device #1 |Online More... [=] |More... [=]|More... [=]
&) Device #2 |Online More... [=] |More... [=]|More... [=]
&) Device #3 |Online More... [=] |More... [=]|More... [=]
HE) Device #4 |Online More... [=] |More... [=]|More... [=]
!é@ Dewvice #5 Online More... [z More... [=]|More... [=]

Figure 7: Status of different devices in the »Group #1« monitoring group

ADVICE: Due to the high amount of individual values, it is recommended to display
the most important values as individual values and group the rest in groups accord-
ing to topic.

This provides a quick overview and the values are displayed in a space-saving way.
Adding monitoring groups
How to add a new monitoring group:
. Right-click the KVM combinations branch in the tree view.
. Click the Monitoring groups entry in the context menu.

. Click New.

. Enter the name and an optional comment for the new group.

[ N S

. Click OK to create the group.

Changing name and/or comment of monitoring groups

How to change the name and/or comment of a monitoring group:
1. Right-click the KVM combinations branch in the tree view.

. Click the Monitoring groups entry in the context menu.

. Select the group to be edited and click Edit.

. Change the name and/or the optional comment of the group.

v W

. Click OK to save your settings.
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Assigning members to monitoring groups

How to assign members to a monitoring group:

1.

7.

Right-click the KVM combinations branch in the tree view.

2. Click the Monitoring groups entry in the context menu.
3.
4. Click the Member tab.

Select the group to be edited and click Edit.

Now you have the possibility to add members to or delete them from a monitoring
group.

The window consists of two tables, which list the monitoring values of the KVM
system:

Unassigned: lists monitoring values that are #ot assigned to this group

Assigned: lists monitoring values that are assigned to this group

. Mark the monitoring value you want to add to or delete from the group.

. Click #| (right arrow) to add the monitoring value to the group or « (leff arrow) to

delete it from the member list.

Click OK to save your settings.

Duplicating monitoring groups

The KVM combinations branch as well as many other device-specific branches contain
several default groups. These groups are displayed in light grey.

IMPORTANT: It is not possible to edit or delete a default monitoring group.

If you want to create a new group based on an already existing group, simply dupli-
cate the existing group and edit the duplicate.

How to duplicate a monitoring group:

1. Right-click the KVM combinations branch in the tree view.
2. Click the Monitoring groups entry in the context menu.

3. Select the group to be duplicated and click Edit.

4.
5
6

Enter the name and an optional comment for the group.

. Click Duplicate to duplicate the existing group.

. Edit the new group as described on the previous page or click Close to close the

window.
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Deleting monitoring groups

The KVM combinations branch as well as many other device-specific branches contain
several default groups. These groups are displayed in light grey.

IMPORTANT: It is not possible to edit or delete a default monitoring group.

How to delete a monitoring group:

1. Right-click the KVM combinations branch in the tree view.
. Click the Monitoring groups entry in the context menu.

. Select the group to be deleted and click Delete.

. Confirm the confirmation prompt be clicking Yes or cancel the task by clicking No.

v W N

. Click Close to save your settings.

Administrating monitoring sets

A monitoring set defines the individual values and the groups to be displayed in a
subfolder of the KVM combinations branch or a device-specific branch:

MName Status Group #1 Group #2 Group #3
EE! Device #1 Online Mare... [« |More... [=]|Mare... [7]
Id| Device #2 |0Online More... [+] More... [=]|More... [=]
EE! Device #3 Online Mare... [ |More... [=]|Mare.. . EII
Bl Device #4 Online Mare... [~ |More._. [=||Mare... |[7]
EE! Device #5 Online Mare... [ |More... [=]|Mare... [7]

Figure 8: Status of the individual Status value and three groups of a monitoring set

The Config Panel web application already provides several default monitoring
groups. The groups can neither be edited nor deleted, but they can be duplicated and
individually adjusted to your wishes.

It is also possible to create and configure a new group.

IMPORTANT: The created monitoring sets are only displayed in the branch in
which they have been created.

If a monitoring set has been created in a device-specific branch, it is no longer dis-
played in the KVM combinations branch!
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Adding monitoring sets

How to add a monitoring set:

1.

Right-click the KVM combinations branch in the tree view.

2. Click the Monitoring set entry in the context menu.
3.
4
5

Click New.

. Enter the name and an optional comment for the new set.

. Click OK to create the set.

Changing name and/or comment of monitoring sets

How to change the name and/or comment of a monitoring set:

[ T NS S

. Right-click the KVM combinations branch in the tree view.
. Click the Monitoring sets entry in the context menu.

. Select the set to be edited and click Edit.

. Enter the name and an optional comment for the set.

. Click OK to save your settings.

Assigning members to monitoring sets

IMPORTANT: It is important to define your desired monitoring groups (see
page 46 ff.) before creating a monitoring set.

How to assign members to a monitoring set:

1.
2.
3.
4.

Right-click the KVM combinations branch in the tree view.
Click the Monitoring sets entry in the context menu.

Select the set to be edited and click Edit.

Click the Member tab.

Now you have the possibility to add members to or delete them from a monitor-
ing set.

The entry consists of two tables which list the monitoring values of the KVM sys-
tem. The values are the divided into the sub categories
Individual values and Groups (Columns).

NOTE: Click on the [-] in the category header to hide the content of this cate-
gory. Clicking on [+] shows the contents.
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The different values are either listed in the left or the right-hand table:

Unassigned: lists monitoring values that are nor assigned to this set

Assigned: lists monitoring values that are assigned to this set

5. Mark the monitoring value you want to add to or delete from the group.

6. Click #| (right arrow) to add the monitoring value to the set or «/ (leff arrow) to
delete it from the member list.

7. Click OK to save your settings.

Selecting a monitoring set in the folder configuration

After a monitoring set has been created, it can be activated in the configuration of
one (or more) folders of the tree view.

How to activate a monitoring set:

1. Right-click a subfolder of the KVM combinations branch in the tree view.

2. Click the Configuration entry in the context menu.

3. Use the Monitoring set entry to select the desired set.
IMPORTANT: The created monitoring sets are only displayed in the branch in
which they have been created.

If a monitoring set has been created in the KVM extenders branch, it is no longer
displayed in the KVM combinations branch!

4. Click OK to activate the selected set.

Duplicating monitoring sets

The KVM combinations branch as well as many other device-specific branches contain
several default groups. Those groups are displayed in light grey.

IMPORTANT: It is not possible to edit or delete those groups.

If you want to create a new set based on an already existing set, simply duplicate the
existing set and edit the duplicate.

How to duplicate a monitoring set:

1. Right-click the KVM combinations branch in the tree view.
. Click the Monitoring sets entry in the context menu.

. Select the set to be duplicated and click Edit.

. Enter the name and an optional comment for the set.

v W

. Click Duplicate to duplicate the existing set.
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6.

Edit the new set as described on the previous page or click Close to close the window.

Deleting monitoring sets

The KVM combinations branch as well as many other device-specific branches contain
several default groups. These groups are displayed in light grey.

IMPORTANT: These groups cannot be edited or deleted.

How to delete a monitoring set:

1.

Right-click the KVM combinations branch in the tree view.

2. Click the Monitoring sets entry in the context menu.
3. Select the set to be deleted and click Delete.

4.
5

Confirm the confirmation prompt be clicking Yes or cancel the task by clicking No.

. Click Close to save your settings.
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Device monitoring via SNMP

The Simple Network Management Protocol (SNMP) is used to monitor and control com-
puters and network devices.

Practical use of the SNMP protocol

A Network Management System (NMS) is used to monitor and control computers and
network devices. The system queries and collects data from the agents of the moni-
tored devices.

NOTE: An Agent is a program, which runs on the monitored device and detects its sta-
tus. Via SNMP, the detected data are transmitted to the Network Management System.

If an Agenr detects a severe failure within the device, it can send a Trap packet to the
Network Management System. This way, the administrator is directly informed about
such occurrences.

Configuring the SNMP agent

How to configure the SNMP agent:
1. Use the tree view to click on KVM matrix systems > [name] > Matrix switches.

2. Right-click the device to be configured. Now click the Configuration entry in the
context menu.

3. Click the Network> SNMP Agent tabs.
4. Enter the following data in the Global paragraph:

Status: Select the particular entry to either switch the SNMP agent
off (0ff) or on (Enabled).

Protocol: Select the protocol (TCP or UDP) — normally UDP - via which
the SNMP packets are to be transmitted.

Port: Define the port — normally 161 — on which the incoming
SNMP packets are to be accepted.

SysContact: Enter the admin’s contact data (e.g. direct dial or email
address).

SysName: Enter the device name.

SysLocation: Enter the location of the device.
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5. If you want to process the packets of the SNMPv2¢ protocol version, enter the fol-
lowing data in the paragraph of the same name:

54 -

Access:

Source:

Read-only
community:

Activate the View access (View) or deny the access (No) via
SNMPv2c protocol.

Enter the IP address or the address space of the addresses of
incoming SNMP packets.

Examples:

= 192.168.150.187: Only IP address 192.168.150.187

= 192.168.150.0/24: TP addresses of space 192.168.150.x

= 192.168.0.0/16: IP addresses of space 192.168.x.x

= 192.0.0.0/8: IP addresses of space 192.x.x.x

Enter the name of the Community which has also been
selected in the Network Management System.

IMPORTANT: The transfer of the packet password (Community) of the SNMPv2c
protocol version is not encrypted. Therefore, it can be easily tapped!

If required, use the SNMPv3 protocol version (see below) and a high Securitiy
level to ensure a secure data transfer.

. If you want to process the packets of the SNMPv3 protocol version, enter the fol-
lowing data in the respective paragraph:

Access:

User:

Authentication
protocol

Authentication
passphrase

Security level

Privacy protocol:

Privacy
passphrase:

Activate the View access (View) or deny the access (No) via
SNMPv3 protocol.

Enter the username for the communication with the Nezr-
work Management System.

Select the authentication protocol (MD5 or SHA) which has
been activated in the Network Management System.

Enter the authentication passphrase for the communication
with the Network Management System.

Select between one of the following options:
= NoAuthNoPriv: user authentication and Privacy protocol

deactivated

= AuthNoPriv: user authentication activated, Privacy proto-
col deactivated

= AuthPriv: user authentication and Privacy protocol acti-
vated

Select the Privacy protocol (DES or AES) which has been
activated in the Network Management System.

Enter the privacy passphrase for secure communication with
the Network Management System.
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7.

Engine ID method:  Select how the SnmpEnginelD should be assigned:
= Random: The SumpEnginelD is re-assigned with every
restart of the device.
= Fix: The SnmpEnginelD is the same as the MAC address of
the device’s network interface.

= User: The string entered under Engine ID is used as
SnmpEnginelD.

Engine ID: When using the Engine ID method User, enter a string that is
used as Engine ID.

Click OK to save your settings and to leave the window.

Configuring SNMP traps

How to add a new trap or edit an existing trap:

1.
2.

Use the tree view to click on KVM matrix systems > [name] > Matrix switches.

Right-click the device to be configured. Now click the Configuration entry in the
context menu.

3. Click the Network > SNMP trap tabs.

. Click Add or Edit.

. Enter the following data in the Global paragraph:

Server: Enter the IP address of the Network Management Servers.

Protocol: Select the protocol (TCP or UDP) — normally UDP - via which
the SNMP packets are to be transmitted.

Port: Define the port — normally 162 — on which the outgoing
SNMP packets are to be accepted.

Retries: Enter the number of retries to send an SNMP Inform.

NOTE: Inputs are only possible if the Inform option has been selected in the
Notification type entry.

Timeout: Enter the time (in seconds) after which an SNMP Inform is to
be sent again if you have received no confirmation.

NOTE: Inputs are only possible if the Inform option has been selected in the
Notification type entry.
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6.

56 -

Log level: Select from which severity level an SNMP trap is to be sent.

The selected severity level and all lower severity levels are
logged.

NOTE: If you select the 2- Critical, severity level SNMP traps are sent for
occurrences from this level and from the 7 - Alarm and 0 - Emergency severity
levels.

Version: Select if the traps are to be created and sent according to the
SNMPv2c (V2¢) or SNMPv3 (v3) protocol.

Notification type:  Select if the occurrences are sent as Trap or Inform packet.

NOTE: Inform packets require a confirmation of the Network Management Sys-
tem. If this confirmation is not available, the transmission is repeated.

. If you decided to use the SNMPv3 protocol version, use the respective paragraph to

If you use the SNMPv2¢ protocol version, use the respective paragraph to enter the
same Community name as selected in the Network Management System.

IMPORTANT: The transfer of the packet password (Community) of the SNMPv2c
protocol version is not encrypted. Therefore, it can be easily tapped!

If required, use the SNMPv3 protocol version (see below) and a high Security level
to ensure a secure data transfer.

enter the following data:

User: Enter the username for communication with the Network
Management System an.

Authentication pro-  Select the authentication protocol (MD5 or SHA) which has

tocol been activated in the Nerwork Management System.
Authentication Enter the authentication passphrase for the communication
passphrase with the Network Management System.
Security level Select between one of the following options:
= NoAuthNoPriv: deactivated user authentication and Privacy
protocol
= AuthNoPriv: activated user authentication, deactivated Pri-
vacy protocol

= AuthPriv: activated user authentication and Privacy protocol

Privacy protocol: Select the privacy protocol (DES or AES) which has been
activated in the Network Management System.
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Privacy Enter the privacy passphrase for secure communication with
passphrase: the Network Management System.
Engine ID: Enter the Engine ID of the trap receiver.

8. Click OK to save your settings and to leave the window.

How to delete existing traps:
1. Use the tree view to click on KVM matrix systems > [name] > Matrix switches.

2. Right-click the device to be configured. Now click the Configuration entry in the
context menu.

3. Click the Network > SNMP trap tabs.
4. Select the receiver to be deleted and click Delete.

5. Click OK to save your settings and to leave the window.

How to generate a test event:
1. Use the tree view to click on KVM matrix systems > [name] > Matrix switches.

2. Right-click the device to be configured. Now click the Configuration entry in the
context menu.

3. Click the Network > SNMP trap tabs.
4. Click on Generate test event.

5. Click OK to save your settings and to leave the window.

NOTE: If properly configured, the Trap message is displayed within your Network
Management System.
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Logbook

The Logbook of a device of the KVM system allows you to collect any information.

ADVICE: Write down if you plan on changing the configuration of the device and
assign the entry with a status (»Open).

After these changes have been carried out, assign the »Closed« status to the log-
book entry. This way you can refer to the logbook to look up the times at which
the changes have been made.

If you want to save the logbooks or edit them with other programs, the logbooks of
the different devices can be printed, copied to the clipboard, or exported to a file.

The dialogue entries of the logbook

After the logbook has been called up, the »Logbook configuration« dialog shows an
overview of all logbook entries that have been saved so far.

All details regarding the entry are shown by double-clicking.

The »Logbook configuration« window

The Logbook configuration window shows a table with all logbook entries that have
been made until then.

The table displays the Subject and Status (»Open« or »Closed«) and the Date the entry
has been last edited.

NOTE: By default, the table is sorted in descending order according to the contents
of the »Status« column. This order is indicated by a small triangle in the column
header.

If you want to sort the entries according to the contents of another column, click
the header of the desired column. Another click reverses the sort sequence.

The following actions can be carried out in the logbook:

= New: create a new logbook entry

= Edit: update an existing logbook entry

= Delete: delete a logbook entry

= Print: print a logbook entry

= Export: export the data of the logbook entry to csv file

= Copy: copy the details of the logbook entry to the clipboard
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Viewing a logbook entry in detail

Double-click a logbook entry to show its details. The overview provides the follow-
ing information:

Subject: short description (max. 128 characters) that allows a quick
overview in the table and on the print-out

Body: detailed description (max. 1.024 characters)

Status: current status (»Open« or »Closed«)

Creator: user name of the person who created the logbook entry

Created: date and time the entry has been originally created

Last editor: user name of the person who last changed the entry

Last edited: date and time the entry has been last changed

The upper part of the window shows several buttons that provide the following
functions:

= «| (left arrow): shows the previous logbook entry (if available)
= Print: print logbook entry

= Export: export the data of the logbook entry to csv file

= Copy: copy the details of the logbook entry to the clipboard

= | (right arrow): shows the last logbook entry (if available)

NOTE: The functions of the Print, Export and Copy buttons correspond to the entries
of the same name in the context menu of the logbook entries.

These functions are described on the following pages.

Basic logbook functions

The basic logbook functions enable you to create new or edit and delete the existing
logbook entries.

IMPORTANT: Any device within a KVM system provides a separate logbook.

Creating a new logbook entry

How to create a new logbook entry for a device:

1. Click on the folder that contains the device whose logbook you want to open.
2. Right-click on the desired device and click on Loghook in the context menu.

3. Click on New.

G&D DVICenter - 59



Logbook

4. Enter the Status (max. 128 characters) of the logbook entry.

ADVICE: The subject is shown in the overview of the logbook entries and
allows a quick overview of the entries.

5. If necessary, use the Body entry to change the detailed description (max. 1.024
characters) of the logbook entry.

6. Click OK to save the logbook entry.
Changing a logbook entry

How to change the logbook entry of a device:

1. Click on the folder that contains the device whose logbook entry you want to
change.

2. Right-click on the desired device and click on Loghook in the context menu.
3. Click the entry to be edited and click on Edit.
4. If necessary, change the Subject (max. 128 characters) of the logbook entry.

ADVICE: The subject is shown in the overview of the logbook entries and
allows a quick overview of the entries.

5. If necessary, use the Body entry to change the detailed description (max. 1.024
characters) of the logbook entry.

6. Use the Status button to select between the »Open« and »Closed« options.

7. The following information are provided in this dialog:

Creator: user name of the person that created the logbook entry
Created: date and time the entry has been originally created
Last editor: user name of the person that last changed the entry
Last edited: date and time the entry has been last changed

8. Click OK to save the logbook entry.
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Deleting a logbook entry

How to delete the logbook entry of a device:

1. Click on the folder that contains the device whose logbook entry you want to
delete.

2. Right-click on the desired device and click on Loghook in the context menu.

3. Click the entry to be deleted and click on Delete.

4. Confirm the confirmation prompt by clicking Yes or cancel the process by click-
ing No.

Advanced functions

The advanced functions allow you to print or export the logbook entries. The data of a
logbook entry can also be copied to the clipboard.

The advanced functions can either be called up via the buttons in the detail dialog of
the logbook or the context menu of the »Logbook configuration« dialog.

NOTE: The functions of several logbook entries can only be applied if they have
been called up via the context menu.

Printing logbook entries

How to print one or several logbook entries:

1. Click on the folder that contains the device whose logbook entry you want to
change.

2. Right-click on the desired device and click on Loghook in the context menu.

3. Mark one or several existing logbook entries.

NOTE: To select several logbook entries, press the Citl key and select the differ-
ent entries by mouse.

4. Right-click one of the marked entries and click on Print.

w

. Select the Printer on which the document is to be printed.

NOTE: If desired, you can also adjust the headline, the number of copies, the
page layout and the frame settings.

6. Click on Print.
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Exporting logbook entries
Use the export function to export the data of a logbook entry to a CSV file.

This file format is usually used for exchanging data between different programs. A
CSV file that has been created with the Config Panel web application can be read with
all common spreadsheet programs, for example.

NOTE: CSV is short for Comma-Separated Values.

How to export one or several logbook entries:

1. Click on the folder that contains the device whose logbook entry you want to
change.

N

. Right-click on the desired device and click on Loghook in the context menu.

3. Mark one or several existing logbook entries.

NOTE: To select several logbook entries, press the Ctrl key and select the differ-
ent entries by mouse.

1SN

. Right-click one of the marked entries and click on Export.

. Use the File Name section to select the location and the file name of the file to be
created.

W

6. The configuration section offers the following settings:

Column Select if the column headings (Subject, Body, ...) are to be output
headings: in the CSV file.
Options: Yes, No
Delimiter: Select the desired delimiter between the different data fields in
the CSV file.

Options: Tabulator, Semicolon, Comma, Space

7. Click on Export.
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Copying the logbook entries

As an alternative to the export function, which creates a CSV file, the copy function
can be used to copy logbook entries to the clipboard of the operating system.

The copied data can be pasted to any application that has access to the clipboard.

How to copy one or several logbook entries:

1. Click on the folder that contains the device whose logbook entry you want to
change.

2. Right-click on the desired device and click on Loghook in the context menu.

3. Mark one or several existing logbook entries.

NOTE: To select several logbook entries, press the Ctrl key and select the differ-
ent entries by mouse.

4. Right-click one of the marked entries and click on Copy.

5. Open a document in the application to which you want to copy the data and
press Cirl+V.
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Shared editing

The web application enables two users with the respective rights to edit settings at

the same time.

For example, if two users simultaneously change the user account settings, the web
application informs the other user about these changes:

= A message in purple appears in the upper row of the footer and highlights the

other user’s changes.

= The changed setting or the menu item in the submenu, which contains this set-

ting, is displayed in green.

The following options are provided to process the collected data:

Discard data: 1.

Overwrite all data:

Only save own changes:

N = N =

Click on Reload to read the current values of the
dialogue from the database.

. Click on Accept.
. Click on Overwrite all data.
. Click on Accept.

. Click on Only save own changes.
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Users and Groups

Efficient rights administration

The web application administrates up to 256 user accounts as well as the same
amount of user groups. Any user within the system can be a member of up to 20
groups.

The user accounts and the user groups can be provided with different rights to oper-
ate the system.

ADVICE: The rights administration can almost be carried out completely through
user groups. Therefore, the user groups and the assigned rights have to be planned
and implemented beforehand.

This way, the user rights can be quickly and efficiently changed.

The effective right

The effective right determines the right for a particular operation.

IMPORTANT: The effective right is the maximum right, which consists of the user
account’s individual right and the rights of the assigned group(s).

EXAMPLE: The user JDoe is member of the Office and TargetConfig groups.

The following table shows the user account rights, the rights of the assigned groups,
and the resulting effective right:

Right User Group Group Effective
JDoe Office TargetConfig right

Target config No No Yes Yes

Change own No Yes No Yes

password

Target access Full View No Full

The settings of the Target config and Change own password rights result from the rights
assigned to the user groups. The Targer access right which, in this case, enables full
access, was given directly in the user account.

The dialogue windows of the web application additionally display the effective right
for every setting.

ADVICE: Click the Details button to get a list of the groups and rights that are
assigned to the user account.
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Efficient user group administration

User groups enable the creation of a shared right profile for several users with identi-
cal rights. Furthermore, the user accounts that are included in the member list can
be grouped and therefore no longer have to be individually configured. This facili-
tates the rights administration within the matrix system.

If the rights administration takes place within the user groups, the user profile only
stores general data and user-related settings (key combinations, language settings, ...).

‘When initiating the matrix system, it is recommended to create different groups for
users with different rights (e. g., »Office« and »IT«) and assign the respective user
accounts to these groups.

EXAMPLE: Creat more groups if the user rights are to be further divided. If, for exam-

ple, some users of the »Office« group are to be provided with the multi-access right, a

respective user group can be created:

= Create a user group (e. g., »Office_MultiAccess«) with identical settings for the » Office«
group. The multi-access right is set to full. Assign the respective user accounts to this
group.

= Create a user group (e. g., »MultiAccess<) and only set the multi-access right to Yes. In
addition to the »Office« group, also assign the respective user accounts to this

group.
In both cases, the user is provided with the full effective right for multi-access.

ADVICE: The user profile offers the possibility to provide extended rights to a
group member.

Administrating user accounts

User accounts enable you to define individual rights for every user. The personal
profile also provides the possibility to define several user-related settings.

IMPORTANT: The administrator and any user that holds the Superuser right are per-
mitted to create and delete user accounts and edit rights and user-related settings.
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Creating a new user account

The web application administrates up to 256 user accounts. Any user account is pro-
vided with individual login data, rights and user-related settings for the KVM system.

How to create a new user account:
1. Click on User area > User in the tree view.
2. Right-click the display range and afterwards the New entry in the context menu.

3. Enter the following information within the interface:

Name: Enter the desired username.

Password: Enter the user account password.

Repeat password: Repeat the password.

Clear text: If necessary, mark this entry to view and control both

passwords.

Full name: If desired, enter the user’s full name.

Comment: If desired, enter a comment regarding the user account.

Enabled: Click this entry to activate the user account.
If the user account is deactivated, the user is not able to access the KVM
system.

4. Click OK to save the entered data.

IMPORTANT: After the user account has been created, it is assigned with no rights.

Add the user account to an existing user group or provide it with individual rights
(see page 69).
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Renaming the user account

How to rename a user account:

1.
2.

3.
4.
5.

Click on User area > User in the tree view.

Right-click the user account to be edited and click the Configuration entry in the
context menu.

Enter the new username in the Name entry.
Optional: Enter the user’s full name in the Full name entry

Click OK to save your settings.

Changing the user account password

How to change the user account password:

1.
2.

Click on User area > User.

Right-click the user account to be edited and click the Configuration entry in the
context menu.

. Click on Change password.

. Change the following data within the entry mask:

New password: Enter the new password. ‘

Confirm password: Repeat the new password.

Clear text: Mark this entry to view and control both entered pass-
words.

5. Click OK to save the new password.

. Click OK to save your settings.
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Changing the user account rights

Any user account can be assigned with different rights.

The following table lists the different user rights. Further information on the rights
can be found on the indicated pages.

Name Right Page

Change own password Change own password page 74

Mouse reset Reset or reactivate PS/2 mouse page 87

Multi access Access type when a target computer is simulta- page 84
neously accessed

Personal profile Change personal user settings page 165

Push-Get rights Carry out Push-Get function page 167

Superuser right Unrestricted access to the configuration of the page 73
system

Target access rights Access to a target module page 82

Target config Configuration of target modules page 87

Target group Access to a target group page 83

access rights

Target multi access Access if a target computer is accessed by page 84

rights several users

Target USB access Access USB devices for all target computers page 86

Target (group) Access USB devices for a certain target module page 86

USB access I‘ighls or target group

Target power Switch power outlets of a target group page 158

group rights

Target power rights Switch power outlets of a target module page 157

Weblf login Login to the Config Panel web application page 74

Changing a user account’s group membership

NOTE: Any user within the system can be a member of up to 20 user groups.

How to change a user account’s group membership:

1.
2.

text menu.

Click on the User area > User groups entries in the tree view.

. Click the Members tab.

Right-click the user group to be edited and click the Configuration entry in the con-

Now you can easily add members to or delete them from any user group.
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The window consists of two tables. These tables list the user accounts of the
KVM matrix system:

Unassigned: lists all user accounts that are not assigned to this group
Assigned group lists all user accounts that are assigned to this group
members:

4. Mark the user account you want to add to or delete from the group.

5. Click the #| button (right arrow) to add the user account to the group or the «| but-
ton (Jeft arrow) to delete it from the list.

Enabling/Disabling a user account

IMPORTANT: If the user account is disabled, the user has no access to the KVM
system.

How to enable/disable a user account:
1. Click on the User area > User groups entries in the tree view.

2. Right-click the user account you want to enable/disable and click the Configuration
entry in the context menu.

3. Click the Enabled entry to enable the user account.
Disable the entry if you want to lock the access to the system for this user account

4. Click the OK button to save your settings.

Deleting a user account

How to delete a user account:
1. Click on the User area > User groups entries in the tree view.

2. Right-click the user account you want to delete and click the Delete entry in the
context menu.

3. Click OK to confirm the confirmation prompt.

Administrating user groups

User groups enable the user to create a common rights profile for several users with
the same rights and to add user accounts as members of this group.

This way, the rights of these user accounts do not have to be individually config-
ured, which facilitates the rights administration within the KVM system.

NOTE: The administrator and any user with the Superuser right are authorised to
create and delete user groups as well as edit the rights and the member list.

Creating a new user group
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The user can create up to 256 user groups within the system.

How to create a new user group:

1. Click on the User area > User groups entries in the tree view.

2. Right-click the display range and click the New entry in the context menu.
3. Enter the following data in the entry mask:

Name: Enter the name of the user group.

Enabled: Activate this entry to enable the user group.

NOTE: If the user group is disabled, the group rights do not apply to the
assigned members.

Comment: If necessary, enter a comment regarding the user group.

4. Click OK to save your settings.

IMPORTANT: Directly after the new user group has been created, it contains no
rights within the system

Renaming a user group

How to rename a user group:
1. Click on the User area > User groups entries in the tree view.

2. Right-click the user account you want to rename and click the Configuration entry
in the context menu.

3. Use the Name entry to enter the new name of the user group.

4. Click OK to save your settings.

Changing the user group rights
The various user groups can be assigned with different rights.

The following table lists the different user rights. Further information about the
rights is given on the indicated pages

Name Right Page

Change own password Change own password page 74

Mouse reset Reset or reactivate PS/2 mouse page 87

Multi access Access type when a target computer is simulta- page 84
neously accessed

Personal profile Change personal user settings page 165

Push-Get rights Carry out Push-Get function page 167
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Name Right Page

Superuser right Unrestricted access to the configuration of the page 73
system

Target access rights Access to a target module page 82 ‘

Target config Configuration of target modules page 87

Target group Access to a target group page 83

access rights

Target multi access Access if a target computer is accessed by page 84

rights several users

Target USB access Access USB devices for all target computers page 86 ‘

Target (group) Access USB devices for a certain target module page 86

USB access rights or target group

Target power Switch power outlets of a target group page 158

group rights

Target power rights Switch power outlets of a target module page 157

Weblf login Login to the Config Panel web application page 74 ‘

Administrating user group members

How to administrate user group members:

1. Click on the User area > User groups entries in the tree view.

2. Right-click the user group to be edited and click the Configuration entry in the con-

text menu.

3. Click the Members tab.

Members can now easily be added to or deleted from the user groups.

The window consists of two tables. These tables list the user accounts of the

KVM system:

Unassigned:

Assigned group
members:

lists all user accounts that are not assigned to this group

lists all user accounts that are assigned to this group

4. Mark the user account you want to add to or delete from the group.

5. Mark the user account you want to add to or delete from the group. Now click
the =/ button (right arrow) to add the user account to the group or the « button
(left arrow) to delete it from the list.
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(De)activating a user group
How to (de)activate a user group:
1. Click on the User area > User groups entries in the tree view.

2. Right-click the user group you want to (de)activate and click the Configuration
entry in the context menu.

3. Activate the Enabled entry to activate the user group.

If you want to lock the access to the KVM system for members of this user group,
deactivate the entry.

4. Click the OK button to save your settings.
Deleting a user group
How to delete a user group:

1. Click on the User area > User groups entries in the tree view.

2. Right-click the user group you want to delete and click the Delete entry in the con-
text menu.

3. Confirm the confirmation prompt by clicking Yes or cancel the process by
clicking No.

System rights

Rights for full access (Superuser)
The Superuser right enables you to fully access and configure the KVM system.

NOTE: The information about the user rights, which have been assigned before,
are still stored when the Superuser right is activated. After the Superuser right has
been withdrawn, the saved rights do apply again.

How to change the Superuser right:

1. If you want to change this right of a user account, click the User area > Users entries
in the tree view.

For changing the rights for a user group, click the User area > User groups entries.

2. Right-click the user account or the user group you want to configure and click the
Configuration entry in the context menu.

3. Click the System rights tab.
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4. Use the Superuser entry to select between the following options:

Yes:  allows full access to the KVM system and the connected devices

No: denies full access to the KVM system and the connected devices

5. Click OK to save your settings.

Changing the login right to the web application

How to change the login right to the web application:

1. If you want to change this right of a user account, click the User area > Users entries
in the tree view.

For changing the rights for a user group, click the User area > User groups entries.

2. Right-click the user account or the user group you want to configure and click the
Configuration entry in the context menu.

3. Click the System rights tab.

4. Use the Web Interface Login entry to select between the following options:

Yes:  enables access to web application

No: denies access to web application

5. Click OK to save your settings.
Rights to change your own password

How to change the right to change your own password:

1. If you want to change this right of a user account, click the User area > Users entries
in the tree view.

For changing the rights for a user group, click the User area > User groups entries.

2. Right-click the user account or the user group you want to configure and click the
Configuration entry in the context menu.

3. Click the System rights tab.

4. Use the Change own password entry to select between the following options:

Yes: allows the user to change the user account password

No: denies the user to change the user account password

5. Click OK to save your settings.
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The »KVM combinations« folder

The KVM combinations folder enables you to group different devices in any folders.
Especially in larger system, this folder provides better orientation.

The devices can be grouped according to locations (e. g. server room) or other fea-
tures (e. g. the operating system of the connected computer).

ADVICE: The devices of different classes — e.g. the target modules of a matrix system
or an extender — can be grouped within one folder.

Folder administration

The KVM combinations folder provides the following system folders:

[Unassigned]: This folder lists all devices that are not assigned to any KVM
combination.
[All devices]: This folder lists all devices of the KVM system.

NOTE: You cannot delete or rename system folders.

Creating new folders

How to create an empty folder:

1. Right-click on KVM combination in the tree view and click on New folder in the con-
text menu.

ADVICE: If you want to create a subfolder, right-click the main directory and
click on New folder.

2. Use the Name entry to enter the desired name.
3. Optional: Use the Comment entry to enter a comment.
4. Click OK to create the folder.
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Assigning a device to a folder

NOTE: Each device can be listed in any number of subfolders.

How to group the connected devices in a new folder:
1. Click on KVM combinations > [All devices] in the tree view.

2. Right-click a connected device and click on Group connected devices in the context
menu.

3. Use the Name entry to enter the desired name.
4. Optional: Use the Comment entry to enter a comment.

5. Click OK to group the devices in the new folder.

How to assign a device to an existing folder:

1. Click on KVM combinations > [All devices] in the tree view.

2. Right-click the device to be assigned and click on Copy device in the context menu.
3. Open the folder to which the device is to be assigned to.

4. Right-click the main view and click on Paste device in the context menu.

Deleting a device from a folder

A device can be deleted from the folder by moving it to the [Unassigned] group or by
selecting the Remove from folder entry in the context menu.

How to cancel a target module’s assignment to a folder:
1. Click on KVM combinations > [All devices] in the tree view.
2. Open the folder to which the device is assigned to.

Right-click the device whose assignment you want to delete and click on
Remove from folder in the context menu.
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Renaming a folder

How to rename a folder:
1. Click on KVM combinations > [All devices] in the tree view.
2. Right-click the folder to be renamed and click on Rename folder in the context menu.

3. Edit the name and press Enter.

Deleting a folder
Any created folders can be deleted at any time.

If a folder contains devices while it is deleted, these devices are automatically moved
to the [Unassigned] group.

NOTE: The system folders [Unassigned] and [All devices] are administrated by the web
application and cannot be deleted.

How to delete a folder:
1. Click on KVM combinations > [All devices] in the tree view.

2. Right-click the folder to be deleted and click on Delete folder in the context menu.

NOTE: You can select several folders by pressing Shift, Cirl and the left mouse
key at the same time.

3. Confirm the security request by clicking Yes or cancel the task by clicking No.
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Advanced functions of the KVM system

Temporarily (de)activating SNMP traps
(Maintenance mode)

By activating the maintenance mode, the user is enabled to deactivate SNMP traps
(see page 55), e.g. for devices that are occupied for reasons of maintenance.

The status messages are displayed again after the maintenance mode has been deac-
tivated.

(De)activating the maintenance mode

How to (de)activate a device’s maintenance mode:
1. Use the tree view to click on KVM matrix systems > [name] > Matrix switches.

2. Right-click the device and click on
Maintenance > On or Maintenance > Off in the context menu.

Viewing a list of devices in maintenance mode

How to display the list of devices in maintenance mode:
1. Click on the System monitoring > Maintenance folders in the tree view.

The main view lists the respective devices.

‘ ADVICE: The devices in Maintenance mode are always displayed in yellow.

Identifying a device by activating the
Identification LED

Some devices provide an Identification LED on the front panel.

Use the web application to switch the device LEDs on or off in order to identify the
devices in a rack, for example.

How to (de)activate the Identification LED of a device:
1. Use the tree view to click on KVM matrix systems > [name] > Matrix switches.

2. Right-click the device and click on
Identification LED > On or Identification LED > Off in the context menu.

78 - G&D DVICenter



Advanced functions of the KVM system

Saving and restoring the data of the KVM system

The backup function lets you save your configurations. You can reset your configu-
rations with the restore function.

NOTE: To save and restore your configuration, you can go to System > Tools in the
directory tree or use the Tools icon.

How to save the configuration of the KVM system:
1. In the directory tree, click on System > Tools.
2. Click Backup.

3. Enter the location and the name of the backup file under Path.

ADVICE: Use the file button to select the name and the location of the backup
file via the file dialog.

4. Optional: Enter a Password to secure the backup file or a Comment.

5. Select the scope of data you want to back up: You can back up either the network
settings and/or the Application settings.

6. Click Backup.

How to restore the configuration of the KVM system:
1. In the directory tree, click on System > Tools.
2. Click on Restore.

3. Enter the location and the name of the backup file under Path.

ADVICE: Use the file button to select the name and the location of the backup
file via the file window.

4. Use the information given under Creation date and Comment to check if you selected
the right backup file.

5. Select the scope of data you want to restore: You can restore either the network set-
tings and/ or the Application settings.

NOTE: If one of these options cannot be selected, the data for this option was
not stored.

6. Click Restore.
7. Click OK to close the window.
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Administration and use of EDID profiles

The EDID information (Extended Display Identification Data) of a monitor inform the
graphics card of a connected computer about various technical features of the
device.

‘We provide additional profiles for special resolutions.

Importing the EDID profile of a monitor

NOTE: An EDID profile can either be imported from a bin file or directly from a
monitor that is connected to the KVM switch.

How to import the EDID profile of a connected monitor:

1.

(o))

7

. Click Ok.

Click on System > Edid profiles in the tree view.

2. Right-click in the display area and click on New in the context menu.
3.
4

. Mark the user module to which the monitor whose EDID information you want

Click on Learn.

to import is connected.

NOTE: Click the [+] icon to display a list of all user modules that are connected
to the matrix switch.

NOTE: The Name and Comment entries are automatically filled out and the con-
tents of the EDID information is displayed.

If desired, change the information in the Name and/or Comment entries.

Click OK to save your settings.

How to import the EDID profile of a monitor from a file:

1.

(o)

Click on System > Edid profiles in the tree view.

2. Right-click in the display area and click on New in the context menu.
3.
4

. Use the file dialogue to choose the bin file you want to import and click on Open.

Click on Search.

NOTE: The Name and Comment entries are automatically filled out and the con-
tents of the EDID information is displayed.

. If desired, change the information in the Name and/or Comment entries.

Click OK to save your settings.
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Exporting a monitor’s EDID profile

How to export the EDID profile of a monitor:

1. Click on System > Edid profiles in the tree view.

2. In the view area, right-click the EDID profile you want to export.

3. Click on Save as... inthe context menu.

4. In the Save dialog, select the location and file name of the file you want to create.
5. Click on Save.

Overview of the stored EDID profiles

The System > Edid profiles branch of the tree view provides an overview of the EDID
profiles that are stored within the KVM system.

Use the context menu the Add or Delete and Change the profiles added by the user.

‘ NOTE: Add, Delete and Change the profiles as described on the previous pages.

NOTE: Information on choosing and enabling an EDID profile for a particular
video channel is given on page 76.

Activating the premium functions

After a premium function has been purchased, the user receives a feature key. This file
contains a key to activate the purchased function(s).

The premium function(s) is/are activated by importing this key to the web application.

How to import a feature key to activate the purchased function(s):

1. Use the tree view to click on KVM matrix systems > [name] > Matrix switches.
. Right-click the device whose feature key is to be imported.

. Click the Configuration entry in the context menu.

. Click the Features tab.

v W N

. Click on Import feature key from file... and import the feature key (file) via the file
interface.

After the file has been loaded, the clear text of the feature key is displayed in the
text field.

NOTE: The clear text of the feature key can also be copied into the text field.

6. Click OK to close the window.
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You can use the KVM matrix systems in the directory tree of the web application to
configure various settings of the matrix switches and the connected devices.

The following pages provide a detailed description of these settings.

Target modules

Target modules connect target computers to the KVM matrix system and can be
accessed with user modules.

Adjusting access and configuration rights

Accessing a target module

ADVICE: We recommend using target groups to help assign all target access rights
(see page 71).

This way, it is easier to keep an overview of the KVM matrix system. It also benefits
the operating performance within the system’s on-screen display.

In order to execute particular user settings which deviate from existing target groups,
you can assign users with individual access rights in addition to group rights.

How to change target access rights:
1. In the directory tree, click User area > Users.
If you want to change the rights for user groups, click User area > User groups.

2. Right-click the user account or the user group you want to configure and click the
Configuration entry on the context menu.

3. Click the Matrix systems > Individual Device Rights tabs.

4. Choose the desired target module in the list on the left side of the window.

ADVICE: Use the drop-down menu to choose the target module to be displayed
in the selection window.
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You can choose between the following options:

[All targets] Lists all target modules within the system
[Unassigned] Only lists [Unassigned] target modules
Search... After you choose this option, another window opens.

Choose the desired View filter in the tree to display only the
devices which are assigned to this view filter.

5. Use the Access entry on the right-hand side of the window to select between the
following options:

No: Denies access to the computer that is connected to the target
module

View: Allows users to view the screen content of the computer that is
connected to the target module

Full: Allows full access to the computer connected to the target
module

6. Repeat steps 4 and 5 if you want to change the access rights for other target modules.

7. Click OK to save your settings.

Accessing target groups

How to change the target group access right:
1. In the directory tree, click User area > Users.
If you want to change the rights for user groups, click User area > User groups.

2. Right-click the user account or the user group you want to configure and click the
Configuration entry on the context menu.

3. Click the Matrix systems > Device Group Rights tabs.
4. Choose the desired target module in the list on the left side of the window.

5. Use the Access entry on the right-hand side of the window to select between the
following options:

No: Denies access to a target computer which is already accessed by
another user

View: Screen contents of a target computer that is already accessed by
another user can be viewed; inputs are not possible

Full: Allows full access to a target computer that is already accessed
by another user

6. Repeat steps 4 and 5 to change the access rights for further target modules.

7. Click OK to save your settings.
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Access mode if a target computer is accessed by several users

Only one user can access a target computer in the default settings of the KVM
matrix system.

This restriction can be lifted by changing the access rights for a user account or a
user group.

You can either change the global settings to allow several users to access a target
computer at the same time (for all target computers a user or a user group has access
to) or you can change the rights for particular target computers or target groups only.

NOTE: The right for simultaneous access depends on the user’s effective right (see
page 65). The effective right is the highest right that results from the individual
right of the user accounts and the rights of the assigned group(s).

How to change the rights to access g/l target computers at the same time:
1. In the directory tree, click User area > Users.
If you want to change the rights for user groups, click User area > User groups.

2. Right-click the user account or the user group you want to configure and click the
Configuration entry on the context menu.

3. Click the Matrix systems and Global Device Rights tabs.

4. Use the Multi Access entry in the Access Rights column to choose between the fol-
lowing options:

No: Denies access to a target computer which is already accessed by
another user

View: Screen contents of a target computer that is already accessed by
another user can be viewed; inputs are not possible

Full: Allows full access to a target computer that is already accessed by
another user

5. Click OK to save your settings.
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How to change the rights to access a certain target module or group at the same time:

NOTE: Several users are only allowed to access the target at the same time if the
user account or the user group hold the general access rights (see page 82 f.) for the
target computer!

1. In the directory tree, click User area > User.
If you want to change the right for user groups, click User area > User groups.

2. Right-click the user account or user group you want to configure and click Configu-
ration on the context menu.

3. Click the Matrix systems tab.

4. If you want to change the access rigths for a certain target module, click on
Individual Group Rights.
If the rights should apply for a target group, click on Device Group Rights.

5. Choose your desired target module or target group from the list on the left side.

ADVICE: Use the drop-down menu to choose the target modules to be dis-
played in the selection screen:

= [All targets]: Lists all target modules within the system

= [Unassigned]: Only lists /Unassigned] target modules

= Search... After you have chosen this option, a new window opens. Choose

the desired View filter in the tree to display only the devices which are assigned
to this view filter.

6. Use the Multi access rights entry on the right-hand side of the window to choose
between the following options:

No: Denies access to a target computer (of a group) which is already
accessed by another user

View: Screen contents of a target computer (of a group) that is already
accessed by another user can be viewed; inputs are 7ot possible

Full: Allows full access to a target computer (of a group) that is
already accessed by another user

7. Click Ok to save you settings.
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Access to USB devices

In the defaults of the matrix system, users have access to USB devices of a channel
group.

This right can be denied by changing the right »Access to USB devices« of a user
account Or a user group.

The right to access USB devices of a certain target computer can be denied either
globally (for all target computers a user or a user group can access) or for certain tar-
get computers or groups.

NOTE: The access right depends on the user’s effective right (see page 65). The
effective right is the highest right that results from the individual right of user
accounts and the rights of assigned group(s).

How to change the right to access USB devices for a/l target computers:
1. In the directory tree, click User area > User.
If you want to change the right for user groups, click User area > User groups.

2. Right-click the user account or user group you want to configure and click Configu-
ration on the context menu.

3. Click the tabs Matrix systems and Global device rights.

4. Under Access rights > Access to USB devices, choose between the following options:
Yes: Allow access to USB devices of the channel group.
No: Deny access to USB devices of the channel group.

5. Click Ok to save you settings.

How to change the right to access USB devices for a certain target module or tar-
get group:

NOTE: You can configure and apply access to USB devices if the user account or
the user group are assigned with general access rights (see page 82 f.) for the target
computer.

1. In the directory tree, click User area > User.
If you want to change the right for user groups, click User area > User groups.

2. Right-click the user account or user group you want to configure and click
Configuration on the context menu.

3. Click the Matrix systems tab.

4. If you want to change the access rights for a certain target module, click on
Individual Group Rights. If the rights should apply for a target group, click on Device
Group Rights.
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5. Choose the target module or the target group in from the list on the left-hand side.

IMPORTANT: The right to access USB devices is configured for the target module,
which provides the main KVM channel of the channel group. The USB channel is
assigned to the same channel group.

ADVICE: Use the drop-down menu to choose the target modules to be dis-
played in the selection screen:

= [All targets]: Lists all target modules of the system

= [Unassigned]: Only lists /Unassigned] target modules

= Search... Choosing this option opens a new window. Choose the desired View

filter in the directory tree to display only the devices which are assigned to
this view filter.

6. Under USB access during grouping on the right-hand side, you can choose between
the following options:

Yes: Allow access to USB devices of the channel group.

No: Deny access to USB devices of the channel group.

7. Click Ok to save you settings.
Changing the rights to configure the target modules

How to change the rights to view and edit the configuration of the target modules:
1. In the directory tree, click User area > User.
If you want to change the rights for user groups, click User area > User groups.
2. Double-click the user account or the user group you want to configure.
3. Click the Matrix systems > Global Device Rights tabs.

4. Use the Target config entry to choose between the following options:

Yes: Allows the user to view and edit the target module config

No: Denies the user to view and edit the target module config

5. Click OK to save your settings.

Changing the rights to reset or reactivate a PS/2 mouse

Compared to USB mouses, PS/2 mouses do not support hot plug technology. You
can therefore insert the PS/2 plug during operation, but it may be possible that the
computer does not detect the input device.

In order to activate or reset the PS/2 mouse, the matrix system can be used to send
a special command to the computer connected to the target module.
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How to change the rights to reset or reactivate the PS/2 mouse:
1. In the directory tree, click User area > User.
If you want to change the rights for user groups, click User area > User groups.

2. Right-click the user account or the user group you want to configure and click
Configuration on the context menu.

3. Click Matrix systems > Global Device Rights.

4. Use the Mouse reset entry to choose between the following options:
Yes: Allows the user to reset or reactivate the PS/2 mouse interface of a
target computer

No: Denies the user to reset or reactivate the PS/2 mouse interface of a
target computer

5. Press OK to save your settings.

Basic configuration of target modules

Renaming target modules

During the start-up of the KVM matrix system, target modules are automatically
named.

How to rename target modules:

1. In the directory tree, click KVM matrix systems > [Name] > Target modules.
2. Right-click the target module and click Configuration on the context menu.
3. Enter the name of the target module into the Name entry.

4. Press OK to save your settings.

Changing comments of target modules

In addition to the target module name, the list field of the web application also dis-
plays a comment regarding this target module.

ADVICE: Use the comment to write down the location of the target module down,
for example.

How to change comments of target modules:

1. In the directory tree, click KVM matrix systems > [Name] > Target modules.

2. Right-click the target module and click Configuration on the context menu.
3. Enter any comment into the Comment entry.

4. Press OK to save your settings.
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Deleting target modules from the KVM matrix system

If the KVM matrix system is not able to detect a target module, which already had been
connected to the system, the device is considered inactive. Delete the list entry of the tar-
get module manually if you want the device to be permanently remove from the system.

NOTE: Only switched-off target modules can be deleted.

How to delete target modules that are switched off or disconnected from the system:
1. In the directory tree, click KUM matrix systems > [Name] > Target modules.

2. Right-click the target module you want to delete and click Delete on the context
menu.

3. Confirm the confirmation prompt by clicking Yes or cancel the process by
clicking No.
Copying the target module config settings

If a target module of the KVM matrix system is replaced by another device, the pre-
vious config settings can be copied to the new device. After the config settings have
been copied to the new device, it can be operated immediately.

IMPORTANT: After this task is carried out, the target module whose settings you
want to copy is deleted from the KVM matrix system.
How to copy target module config settings:
1. In the directory tree, click KVM matrix systems > [Name] > Target modules.
2. Right-click the new target module and click the Move to... entry on the context menu.
A new window shows a list of all inactive or deleted target modules.
3. Choose the target module whose configuration settings you want to copy.

4. Click OK to copy the configuration settings.

Settings for special hardware
Selecting the USB keyboard mode

NOTE: This setting can only be edited with USB versions of the target modules.

USB target modules support different USB input devices. You can use the special fea-
tures of a USB input device after selecting the specific USB keyboard mode (see
page 91).
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As an alternative to the specific USB keyboard modes, you can use the Generic HID
mode. In this mode, the data from the USB devices connected to the top Keyh./Mouse
interface is transmitted to the active target module.

IMPORTANT: The Generic HID mode supports many common HID devices. How-
ever, the operation of any particular HID devices in Generic HID mode cannot be
guaranteed.

IMPORTANT: When connecting a USB hub or a USB composite device containing
multiple USB devices, only the first of the connected HID devices can be used in
the Generic HID mode (see page 104).

= USB keyboards: In addition to the keys of standard keyboard layouts, the default
USB keymode PC Multimedia supports several multimedia keys like Loud and Quiet.

With Apple or Sun Keyboards, you can apply special keymodes to use the special keys
of these keyboards.

The following table lists the supported USB keyboards:

INPUT DEVICE SETTING,

PC keyboard with additional multimedia keys » PC Multimedia
PC keyboard with standard keyboard layout » PC Standard
Apple Keyboard with numeric keypad (A1243) » Apple A1243
Sun Keyboard (German keyboard layout) » SUN German
Sun Keyboard (American keyboard layout) » SUN US

= Displays and tablets: You can operate computers connected to the target module with
one of the supported displays or tablets:

INPUT DEVICE SETTING,

HP 2310t » HP 2310t

ilyama 71931 » iiyama T1931
NOTTROT N170 KGE » NOTTROT N170 KGE
Wacom Cintiq 21UX » Wacom Cintiq 21UX

Wacom Intuos3

Wacom Intuos4 S
Wacom Intuos4 M
Wacom Intuos4 L

» Wacom Intuos3

» Wacom Intuos4 L
» Wacom Intuos4 M
» Wacom Intuos4 S

Wacom Intuos4 XL

» Wacom Intuos4 XL

Wacom Intuos5 S

» Wacom Intuos5 S

Wacom Intuos5 M
Wacom Intuos5 L
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= Generic HID mode: =In this mode, the data from the USB devices connected to the
top Keyb./Mouse interface is transmitted to the active target module.

INPUT DEVICE SETTING
Any USB device » Generic HID

IMPORTANT: The Generic HID mode supports many common HID devices. How-
ever, the operation of any particular HID devices in Generic HID mode cannot be
guaranteed.

IMPORTANT: To use a generic HID device, you need to activate the Generic HID sup-
port of the user module to which the USB device is connected to (see page 104).

= Controller: With ShuttlePRO v2 multimedia controllers, you can operate audio and
video programs. You can use a special USB keymode to operate computers con-
nected to the target module using the controller:

INPUT DEVICE SETTING
Contour ShuttlePRO v2 » Contour SP2

= LK463 compatible keyboard: You can connect an LK463 compatible keyboard to the
user modules of the KVM matrix system. The order of the 108 keys of these keyboards
is the same as the OpenVMS keyboard layout.

A special USB keyboard mode guarantees that the keypress of a special key on this
keyboard is forwarded to the target computer:

INPUT DEVICE SETTING
LK463 compatible keyboard » LK463

How to select a USB keyboard mode:
1. In the directory tree, click KVM matrix systems > [Name] > Target modules.

2. Right-click the target module you want to configure and click on CGonfiguration on
the context menu.

3. Select a setting under USB HID Mode (see table on page 90):

NOTE: Update the firmware of both the matrix switch and the user module if the
web application does not show all keyboard modes.

4. Click OK to save your settings.

IMPORTANT: After changing the keyboard layout of Sun Keyboards, Sun computers
require a reboot.
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How to use the special function of Sun keyboards on a standard keyboard:

IMPORTANT: You can use the emulation of »Solaris Shortcut Keys« in the SUN German
and SUN US keyboard mode only.

If the target module is provided with a Sun Keyboard, you can use Solaris Shortcut Keys
after enabling their support.

When using a standard keyboard, you can perform these functions by using the key
combinations listed below:

KEY COMBINATIONS, »SOLARIS SHORTCUT KEY« OF SUN KEYBOARDS
Ctrl+Alt+F2 Again
Ctrl+Alt+F3 Props
Ctrl+Alt+F4 Undo
Ctrl+Alt+F5 Front
Ctrl+Alt+F6 Copy
Ctrl+AIlt+F7 Open
Ctrl+AIt+F8 Paste
Ctrl+Alt+F9 Find
Ctrl+Alt+F10 Cur
Ctrl+Alt+F11 Help
Ctrl+Alt+F12 Mute
Ctrl+Alt+NUM+ Loud
Ctrl+Alt+NUM- Quiet
Ctrl+Alt+NUM* Compose
Ctrl+Alt+Pause Shutdown
Pause+A Stop

Support for servers of IBM’s RS/6000 series

NOTE: This setting can only be edited with PS/2 versions of the target modules.

Enable the support for UNIX servers of IBM’s RS/6000 series if the target computer
is such a server.

How to (de)activate the special support for servers of IBM’s RS/6000 series:
1. In the directory tree, click KM matrix systems > [Name] > DVI-CPUs.

2. Right-click the target module you want to configure and click the Configuration
entry on the context menu.
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3. Use the IBM RS/6000 support entry to choose between the following options:

yes: Support for servers of IBM’s RS/6000 series is activated
no: Support for servers of IBM’s RS/6000 series is deactivated

4. Click OK to save your settings.

Defining the EDID profile to be used

The EDID information (Extended Display Identification Data) of a monitor inform the
graphics card of a connected computer about various technical features of the device.

The EDID profile of the monitor, which is connected to the user module, is not
available at the target module. Therefore, the target module transmits a standard
profile to the computer. The EDID information of this profile are optimised for the
majority of available graphics cards.

We provide additional profiles for special resolutions.

ADVICE: In some cases it is recommended to read out the EDID profile of the console
monitor (see page 80) and activate the configuration of the target module afterwards.

How to choose the EDID profile to be transmitted to the computer:
1. In the directory tree, click KUM Matrixsystems > [Name] > Target modules.

2. Right-click the target module you want to configure and click on Configuration on
the context menu.

3. Use the EDID entry to select between the standard profile (Device specific default pro-
file) or another profile from the list.

NOTE: The names of the special G&D profiles provide information on the reso-
lution and refresh rate for the profile.

For example, the GUD DVI1024D4 060 1280x1024/60 profile is provided for a reso-
lution of 1280%1024 pixels at 60 Hz refresh rate.

4. Click OK to save your settings.

Reducing the colour depth of the image data to be transmitted

In the default settings of a target module, the central module transmits the image
information with a maximum colour depth of 24 bit to the user module.

Using a high resolution and displaying moving images can result in the user module
“skipping” several images.

In such cases, reduce the colour depth if the image data to 18 bits, which reduces the
data volume to be transmitted.

NOTE: Depending on the image contents, reducing the colour depth may result in
slight colour grades.
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How to change the colour depth of the image data you want to transmit:
1. In the directory tree, click KVM Matrixsystems > [Name] > Target modules.

2. Right-click the target module you want to configure and click on Configuration on
the context menu.

3. Use the Colour depth entry of the Target module configuration paragraph to choose
between the following options:

24 Bit: transmits the image data with a maximum colour depth of 24 bits

18 Bit: reduces the colour depth of image data to 18 bits

4. Click OK to save your settings.

Enhanced functions
Enabling/disabling the keyboard signal

By default, the signals of mouse and keyboard connected to the user module are
transmitted to the target module.

The settings of the target module let you enable or disable the transmisison of the
keyboard signal.

How to enable/disable the transmission of the keyboard signal:
1. In the directory tree, click KVM matrix systems > [Name] > Target modules.

2. Right-click the target module you want to configure and click on Configuration on
the context menu.

3. Under Keyboard support, select one of the following options:

Enabled: Keyboard signals are transmitted to the target module (defaulf)
Disabled: Keyboard signals are not transmitted to the target module.

4. Click OK to save your changes.

Configuring default actions after a user logon

After the user has logged on to a user module, the OSD usually opens on the screen
of said user module.

The configuration setting Default execution allows you to define a target module that
is automatically accessed after the user logs on, or a script that runs automatically.

How to select a default target that is automatically accessed after a user logon:
1. In the dircetory tree, click on User area > User.

2. Right-click on the user account you want to edit and click on Configuration in the
context menu.
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. Click on Matrixsystems > Personal Profile > Matrix switch.
. Under Default execution, select the option Default target.
. Click on the tab Default target.

. In the column Default target, check the box of the target to be auto-accessed.

N O Wb W

. Click on OK to save your settings.

How to select a default script or a script group that is automatically executed
after a user logon:

1. In the dircetory tree, click on User area > User.

2. Right-click on the user account you want to edit and click on Configuration in the
context menu.

. Click on Matrixsystems > Personal Profile > Matrix switch.
. Under Default execution, select the option Default script/Script group.
. Click on the tab Default script.

. In the column Default script check the box of the script to be auto-executed.

N O b W

. Click on OK to save your settings.

How to disable the configured default action:
1. In the dircetory tree, click on User area > User.

2. Right-click on the user account you want to edit and click on Configuration in the
context menu.

3. Click on Matrixsystems > Personal Profile > Matrix switch.
4. Under Default execution, select the option None.

5. Click on OK to save your settings.

Remembering the last target module

Enable the Remember last target function in your personal profile to remember the tar-
get module the user last accessed even after the logout. After the next login, the user
automatically accesses the last target module.

NOTE: Turning off the user module on which the user is logged in is treated like a
logout.

IMPORTANT: When enabling the Remember last target function, the user’s config-
ured standard targer is ignored.
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How to enable/disable automatic access to the last accessed target module:

1.
2.

5.

In the dircetory tree, click on User area > User.

Right-click on the user account you want to edit and click on Configuration in the
context menu.

. Click on Matrixsystems > Personal Profile > Matrixswitch.

. Under Remember last target you can select between the following options:

On: After the login, you access the remembered target module.
0oft: After the login, you access the configured default target.
If you did not configure a default target, the Select menu opens (default).

Click on OK to save your settings.

»Multiuser« display

If several users are accessing a target computer (Multiuser mode), the »Multiuser«
information can be activated. This way, all accessing users are provided with the
information that at least one other user is currently accessing the target computer.

NOTE: The setting to display this information is usually configured for the entire
system and individually for each user account.

Both options are described on this page.

How to enable or disable the »Multiuser« information for the entire system:

1.
2.

4.

In the directory tree, click KVM matrix systems > [Name] > Matrix switches.

Right-click the master matrix switch and click the Configuration entry on the con-
text menu.

. Use the Multiuser display entry in the Configuration column to choose between the

following options:

Yes: Enables the »Multiuser« display
No: Disables the »Multiuser« display

Click OK to save your settings.

How to (de)activate the »Multiuser« information for a particular user account:

1.
2.

In the directory tree, click User area > User.

Right-click the user account you want to configure and click the Configuration
entry on the context menu.
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3. Click the Matrix system > Personal Profile > Matrix switch tabs and use the
Multiuser display entry to choose between the following options:

system: global system settings do apply (see above)
on: displays »Multiuser« information
off: does not display »Multiuser« information

4. Click OK to save your settings.

Showing the status information of a target module

With the context menu of a target module you can call an interface with various sta-
tus information of the target module. In addition to the name and the storage loca-
tion, information regarding the firmware version is displayed.

How to show the status information of a target module:
1. In the directory tree, click KUM Matrix systems > [Name] > Target modules.

2. Right-click the target module whose status information you want to view and
click the Information entry on the context menu.

3. This interface provides the following information:

Name: target module name

Device ID: physical ID of the target module

Status: current status (on or off) of the target modules

Class: Device class

Comment: user comment regarding the target module
Matrixswitch: Name of the matrix switch the module is connected to
Port: Port of the matrix switch the module is connected to
Firmware name: firmware name

Firmware revision:  firmware version

Serial number: Serial number of the module

4. Click Close to close the window.

Showing information about the connection

The connection information is the active connection between a user and a target
module. The different cable lengths between two modules of the KVM matrixswitch
are listed separately. This list does not only display the ports used for the cable con-
nection but also the medium and the transmittable signals.

G&D DVICenter - 97



Target modules

How to view the information regarding the connection:
1. In the directory tree, click KVM Matrix systems > [Name] > Target modules.
2. Right-click the target module and click on Active connection on the context menu.

3. The list displays the following information about the different cable lines
between two modules of the KVM matrix switches:

= Name and ports of two connected modules ‘

= Medium of the cable connection

[K]eyboard, [V]ideo, [M]ouse, and [A]udio

= Information regarding the transmittable signals:

4. Click Close to close the window.

Viewing the cascade information

The cascade information provides you with an overview of the physical connections
of the KVM matrix system. In addition to the master device, the connected slave
devices as well as the user modules and target modules are displayed.

The cascade information also displays the physical device ID, the connection port at
the KVM matrix system and the status.

How to view the cascade information:
1. In the directory tree, click KVM Matrix systems > Name > Target modules.

2. Right-click the target module and click the Cascade info entry on the context menu
to view the cascade tree directory:

NOTE: The context menu of the matrix switch with which you call the cascade
information is highlighted in red.

3. The cascade information provides the following information:

= Name, port and status of the connected user modules ‘

= Name, port and status of the connected target modules

= Name and ports of slave devices ‘

4. Click Close to close the cascade view.

Rebooting a target module

This function reboots a target module. Before rebooting, you will be prompted for
confirmation to prevent an accidental reboot.
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How to reboot a target module using the web application:

1.
2.

3.

In the directory tree, click on KVUM Matrix systems > [Name] > Target modules.

Right-click on the desired device and select the option Reboot from the conext
menu.

Confirm the confirmation prompt with Yes.

Updating the firmware of target modules

You can use the web application to update the firmware of target modules.

How to update the firmware of target modules:

1.

In the directory tree, click KVM matrix systems > [name] > Target modules.

ADVICE: Right-click the table and select Column view > Information to show the
module’s firmware version.

. Mark the user modules you want to update in the main view.

IMPORTANT: Only mark target modules for which the update file to be selected
in the following has been designed for!

ADVICE: Keep the Cirl key pressed to select several devices from the list.

3. Right-click one of the marked devices and select Update on the context menu.

. Use the Update type entry to define whether the selected devices are to be updated

one after the other (sequential) or at the same time (parallel).

. Click Search and use the file dialog to select the location and the name of the

update file.

. Click Start update.

NOTE: The System monitoring > Update failed directory provides the protocols of
failed updates.

G&D DVICenter - 99



User consoles

User consoles

The target computers connected to the system are operated at the user consoles of
the KVM matrix system.

Operating modes of user consoles

Depending on the intended use of the user console, the console’s operating mode
can be selected from the following options:

Standard operating mode

NOTE: This operating mode is preset in the default.

The standard operating mode only permits the access to the KVM matrix system
after you have entered your username and your password.

The user rights can be individually adjusted in the settings of the user accounts.

Open Access operating mode

The access to the KVM matrix system is not password-protected.

For this user console, you can configure the same access rights as for a user account.

IMPORTANT: The configured access rights do apply for a// users at this user console.

Video operating mode

A video console (only possible when combined with the optional Push-Get function) is
especially suited when used with a projector since mouse and keyboard do not have to
be connected.

If the video console is provided with mouse and keyboard, you can only make
entries at the on-screen display.

For this user console, you can configure the same access rights as for a user account.

IMPORTANT: The configured access rights apply for all users at this user console.

NOTE: A video console is not displayed.

As a result, an accessing video console is not highlighted to other accessing users.
A user without Multiuser rights can therefore access the user console simultane-
ously to the video console.
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Selecting the user console’s operating mode

How to select the user console’s operating mode:

1.
2.

In the directory tree, click KM matrix systems > [Name] > User modules.

Right-click the user console you want to configure and click the Configuration entry
on the context menu.

3. Click on the General tab.

5.

. Use the Operating mode entry to select between the following options:

Standard: Standard operating mode
Open Access: Open access operating mode
Video: Video operating mode

NOTE: Selecting the Open Access or Video options activates further submenus to
configure the access rights.

These settings are explained in the chapter Changing the user account rights on
page 69 ff.

Press F2 to save your settings.

Basic configuration of user consoles

Changing names or comments of user consoles

How to change names or comments of user console:

1.
2.

N U A W

In the directory tree, click KVM matrix systems > [Name] > User modules.

Right-click the console you want to configure and click Configuration on the con-
text menu.

. Click on the General tab.
. Use the Name entry to rename the user console.
. Use the Comment entry to change or collect comments about the user console.

. Click OK to save your settings.
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Enabling or disabling user consoles
If you want to deny a user console access to the KVM matrix system, the user con-
sole can be deactivated.

NOTE: If the user console is disabled, the monitor displays the message
» This console has been disabled«. 1t is therefore not possible to call the on-screen dis-
play or the login box.

If a user is accessing this user console, access is immediately withdrawn.

How to enable or disable user console:
1. In the directory tree, click KVM matrix systems > [Name] > User modules.

2. Right-click the user console you want to configure and click Configuration on the
context menu.

3. Click on the General tab

4. Use the Enabled entry to select between the following options:

Enabled: User console is enabled
Disabled:  User console is disabled

5. Click OK to save your settings.

Enabling or disabling startup while missing keyboard

By default, user modules start without a keyboard. After the startup, the console
monitor shows the OSD of the matrix switch. Ooperating the OSD, however, requi-
res a keyboard.

As an alternative, the user module can inerrupt startup by showing a message regar-
ding the missing keyboard. Once you connect a keyboard to the user module, the
startup process continues.

How to enable/disable the startup of a user module without a keyboard:

1. In the directory tree, click KVM matrix systems > [Name] > User modules.

2. Right-click the user module you want to configure and click Configuration on the
context menu.

3. Click the General tab

4. Under Keyboard required, you can choose between the following options:

Yes: User module can be started only when a keyboard is connected.

No: User module can be started without a keyboard (default).

5. Click OK to save your settings.
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Copying console config settings

If a user console of the KVM matrix system is replaced by another device, the previ-
ous config settings can be copied to the new device.

Afterwards the new device can be immediately operated.

IMPORTANT: After the settings of a user console have been copied, the use console
is deleted from the KVM matrix system.

How to copy user console config settings:

1. In the directory tree, click KUM Matrix systems > [Name] > User modules.

2. Right-click the new console and click on Move to... on the context menu.
A new window provides a list with all inactive or deleted user consoles.

3. Select the user console whose configuration settings you want to copy.

4. Click OK to copy the configuration settings.

Deleting user consoles from the KVM matrix system

If the KVM matrix system is not able to detect a user console that already has been
connected to the system, the console is considered inactive.

Delete the list entry of the console that is to be permanently removed from the system.

NOTE: Only administrators and users with the Superuser right can delete inactive
user consoles.

How to delete user consoles that are switched off or disconnected from the system:
1. Click on KVM Matrix systems > [Name] > User modules in the tree view.

2. Right-click the user console you want to delete and click Delete on the context menu.
3. Confirm the confirmation prompt by clicking Yes or cancel the process by

clicking No.

Settings for special hardware

Adjusting the scancode set of a PS/2 keyboard

If a key is pressed on the PS/2 keyboard, the keyboard processor sends a data packet
that is called scan code. The two common scan code sets (sets 2 and 3) contain dif-
ferent scan codes.

The KVM switch interprets all inputs of the PS/2 keyboard with scan code set 2.

If the pipe (“|”) cannot be entered or if the arrow keys of the keyboard do not work
as expected, it is recommended to switch to scan code set 3.
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How to select the scancode set of the PS/2 keyboard:
1. In the directory tree, click KVM matrix systems > [Name] > User modules.

2. Right-click the user console you want to configure. Now click on Configuration on
the context menu.

3. Click on the General tab

4. Use the Scancode Set entry to select between the following options:

Set 2; Enables scancode set 2

Set 3: Enables scancode set 3

5. Click OK to save your settings.

6. Restart the user console to apply your changes.
Enabling the support for special PS/2 keyboards
How to enable the support for a special PS/2 keyboard:

1. In the directory tree, click KVM Matrix systems > [Name] > User modules .

2. Right-click the user console you want to configure. Now click on Configuration on
the context menu.

3. Click the General tab
4. Use the Enh. Keyboard entry to select between the following options:

Default: Standard keyboard |
PixelPower Clarity (blue): Special » PixelPower Clarity (blue)« keyboard

PixelPower Rapid Action: Special »PixelPower Rapid Action« keyboard ‘
SKIDATA1: Special »SKIDATAI«keyboard

5. Click OK to save your settings.

Support of any USB device

In the Generic-HID mode, the data from the USB devices connected to the top Keyb./
Mouse interface is transmitted to the active target module.

IMPORTANT: The Generic HID mode supports many common HID devices. How-
ever, the operation of any particular HID devices in Generic HID mode cannot be
guaranteed.

NOTE: When the Generic-HID mode is enabled, it is nof possible to operate the OSD
with a keyboard connected to the top Keyh./Mouse interface.

In the Generic-HID mode, you can connect USB hubs or USB composite devices to the
top Keyb./Mouse interface of the user module.
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USB composite devies are USB devices that are connected to a computer via one USB
cable, but consist of separate HID devices (e.g. keyboard/mouse or touchpad/
mouse).

When connecting a USB hub or a USB composite device containing multiple USB
devices, only the first of the connected HID devices can be used in the Generic HID
mode. The OSD informs you if other HID devices of the composite device or the
hub are detected.

NOTE: In the Multi User mode, the generic HID device is available at the first active
user module. Once this user module logs off and another user module logs in, the
generic HID device of the other user module is available.

How to enable/disable the generic HID mode of the user module:

1. In the directory tree, click KVM matrix systems > [Name] > User modules .

2. Right-click the user module you want to configure. Now click on Configuration on
the context menu.

3. Click on the General tab.

4. Under Generic HID, you can choose between the following options:

Disabled: You can connect either a USB keyboard or a USB mouse
to the top Keyh./Mouse interfaceof the user module.

Enabled: The data from any USB device connected to the top
Keyb./Mouse interface is transmitted to the active target
module.

IMPORTANT: To use the generic HID device, enable the USB HID mode
Generic HID of the target modules you want to access (see page 89).

5. Click OK to save your settings.

Reinitialising USB input devices

After connecting a USB keyboard or mouse to the KVM extender, the input devices
are initialised and can be used immediately.

Some USB input devices require a reinitialisation of the USB connection. Enable
the automatic reinitialisation of USB devices if a USB keyboard or mouse does not
respond to your inputs during operation.

How to enable/disable the reinitialisation of USB devices:
1. In the directory tree, click KVM matrix systems > [Name] > User modules.

2. Right-click the user module you want to configure. Now click on Configuration on
the context menu.

3. Click on the General tab.
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4. Under USB Auto Refresh, you can choose between the following options:

0Oft: The connected USB input devices do not need to be reini-
tialised (recommended setting).

All devices: All USB devices are regularly reinitialised.

Only faulty devices: The status of USB devices is monitored. If the communica-
tion with a USB devices is interrupted, the device is reini-
tialised.

5. Click OK to save your changes.

Advanced functions

Setting the automatic user logout

A user console can be configured so that the access to the target module is automati-
cally disconnected after a user has been inactive for a certain amount of time. This
way, the inactive user is automatically logged out of the KVM matrix system.

How to set the automatic user logout:
1. In the directory tree, click KVM matrix systems > [Name] > User modules .

2. Right-click the user console you want to configure. Now, click on Configuration on
the context menu.

3. Click on the General tab.

4. Use the Auto logout (minutes) entry to set the time (1 to 99 minutes) for the auto-
matic logout.

NOTE: The value »0« disables the automatic user logout.
5. Click OK to save your settings.

Automatically disconnecting the access to target modules

User consoles can be configured in a way that the active access to a target module is
automatically disconnected after the user has been inactive for a certain amount of
time.

If the OSD is opened at the moment of disconnection, it remains on the screen even
after it has been automatically disconnected.

If the OSD is closed at the moment of disconnection, the [CON-Admin
message, which is displayed on the right-hand side, is [Not connected
shown on the screen of the user console.
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How to automatically disconnect the access to a target module:
1. In the directory tree, click KUM Matrix systems > [Name] > User modules.

2. Right-click the user console you want to configure. Now click on Configuration on
the context menu.

3. Click on the General tab.

4. Use the Auto disconnect (min) entry to set the time (1 to 99 minutes) for automati-
cally disconnecting the access to a target module.

NOTE: The value »0« disables the automatic disconnection when a target mod-
ule is accessed.

5. Click OK to save your settings.

Adjusting the logoff procedure of user modules of the »DVI-
CON-2« series

You can connect user modules of the DVI-CON-2 series to up to two digital matrix
switches of the ControlCenter-Digital or the DVICenter series.

The button on the front panel of the user module or configured key combinations
(select keys) let you switch between the connected matrix switches.

In the defaults of the matrix switches, the existing connection between the first and
the second matrix switch is disconnected via logout during a switching operation
while the connection to the second matrix switch is established. Due to the logout
users are required to logon again after each switching operation.

In the settings of the matrix switches connected to the user module you can adjust
that the connection is not disconnected via logout when switching but that it should
be held. If you switch back to the matrix switch at a later point, you can continue
work without having to log on again.

IMPORTANT: Activating this option can pose a security risk since other users can
switch your session at this user module without having to log on again!

How to adjust the logoff procedure of user modules of the »DVI-CON-2« series:

IMPORTANT: Adjust this setting separately for both matrix switches connected to
the user module.

1. In the directory tree, click KVM matrix systems > [Name] > User modules.

2. Right-click the user module you want to configure. Now click on Configuration on
the context menu.

3. Click on the General tab.
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4. Under Stay connected to the matrix you can choose between the following options:

No: ‘When switching to the second channel of the user module, the existing
connection is disconnected via logout (default).

Yes:  When switching to the second channel of the user module, the existing
connection is held. If you switch back to the matrix switch at a later
point, you can continue work without having to log on again

5. Click OK to save your settings.

Channel auto-switching for user modules of the »DVI-CON-2«
series

You can connect user modules of the DVI-CON-2 series to up to two digital matrix
switches of the ControlCenter-Digital, the ControlCenter-Compact or the DVICenter series.

The buttons on the front panel of the user module or configured key combinations
(select keys) let you switch between the connected matrix switches.

You can configure the matrix switch to automatically switch to the other channel
when a connection is lost on the channel selected by the user.

ADVICE: For example, you can use this function to automatically switch to a
redundant matrix switch when a connection is terminated.

How to configure the channel auto-switching for user modules of the
»DVI-CON-2« series:

IMPORTANT: Change this setting separately for both matrix switches connected to
the user module.

1. In the directory tree, click on KVM matrix systems > [Name] > User modules.

2. Right-click on the user module you want to configure. Now click on Configuration
in the context menu.

3. Click on the General tab.

4. Under Channel auto-switching you can choose between the following options:

Never: The channel accessed by the user is maintained in case of
a disconnection (default).

On error if device If a connection is terminated, the device auto-switches to

available: the other channel if this channel has an active connec-
tion.

Always on error: If a connection is terminated, the device auto-switches to

the other channel regardless of the conenction status of
the other channel.

5. Click on OK to save your settings.
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Viewing the status information of user modules

On the context menu of user modules you can call an interface with various status
information of the user module. This interface displays the name and also informa-
tion regarding the firmware version.

How to view the status information of user modules:
1. In the directory tree, click KVM Matrix systems > [Name] > User modules.
2. Right-click the user console and click on Information on the context menu.

3. The interface, which now opens, provides the following information:

Name: User module name

Device ID: Physical ID of the user module

Status: Current status (on or off) of the user module
Comment: User comment about the target module
Firmware name: Firmware name

Firmware revision: Firmware version

4. Click Clese to close this interface.

Remembering the username in the login box

If the same user often works at a certain user console, his login can be used as
default in the login box of the KVM matrix system.

After a user has logged out of the system, the login mask automatically remembers
the username of the last active user.

How to remember the username in the login mask:
1. In the directory tree, click KUM matrix systems > [Name] > User modules .

2. Right-click the user console you want to configure. Now, click Configuration on the
context menu.

3. Click on the General tab.

4. Use the Remember last user entry to select between the following options:

yes: the system remembers the last user

no: the system does not remember the last user

5. Click OK to save your settings.
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Setting the hold time for the screensaver

The screensaver deactivates the screen display at the user console after the user has
been inactive for an amount of time you can adjust.

NOTE: This setting operates independently from the screensaver settings of the tar-
get computer.

How to set the hold time of the screensaver:
1. In the directory tree, click KVM matrix systems > [Name] > User modules .

2. Right-click the user console you want to configure. Now click on Configuration on
the context menu.

3. Click on the General tab.

4. Use the Screensaver (min) entry to set the holding time (1 to 99 minutes) for activat-
ing the screensaver.

NOTE: The value »0« deactivates the screensaver of the user console.

5. Click OK to save your settings.

Enabling or disabling DDC/CI support

Most of the target and user modules supported by the DVICenter system are ready to
support monitors with DDC/CI functionality.

After the function has been activated, the DDC/CI information is transparently for-
warded to the monitor in order to support as many monitors as possible. However,
we cannot guarantee the support for all monitors.

NOTE: The paragraph Technical data of the manuals of the target and user modules
shows which modules (after an update to the latest firmware) support DDC/CI.

You can set the DDC/CI support for the entire system. The system-wide setting is used
by all user modules. In addition, you can define these settings for each user module
individually.

How to configure the sytem-wide setting of the DDC/CI support:

1. In the directory tree, click on KVM matrix systems > [Name] > Matrix switches.

2. In the view area, right-click on the master matrix switch. Now click on Configura-
tion in the context menu.
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3. Under DDC/CI support you can choose between the following options:

Disabled: The transmission of DDC/CI signals is disabled (default).

Target > monitor: The transmission of DDC/CI signals is carried out exclusi-
vely from the target to the monitor.

Bidirectional: The transmission of DDC/CI signals is carried out by bidi-
rectionally.

4. Click on OK to save your settings.

How to configure the individual settings of the DDC/CI support of a user
module:

1. In the directory tree, click on KVM matrix systems > [Name] > User modules.

2. Right-click on the user module you want to configure. Now click on Configuration
in the context menu.

3. Under DDC/CI support you can choose between the following options:

System: Use system-wide setting (see above).
Disabled: The transmission of DDC/CI signals is disabled (default).

Target > monitor: The transmission of DDC/CI signals is carried out exclusi-
vely from the target to the monitor

Bidirectional: The transmission of DDC/CI signals is carried out by bidi-
rectionally.

4. Click on 0K to save your settings.

Viewing the cascade information

The cascade information provides you with an overview of the physical connections
of the KVM matrix system. In addition to the master device, the connected slave
devices, user consoles, and target modules.

The cascade information also displays the physical device ID, the connection port at
the KVM matrix system, and the status.
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How to view the cascade information:
1. In the directory tree, click KUM Matrix systems > [Name] > User modules.

2. Right-click on the desired user console. Now click on the Cascade information entry
on the context menu to view the cascade tree directory:

NOTE: The user console, via whose context menu the cascade information has
been called, is highlighted in red.

3. The cascade information provides the following information:

= Name, port and status of the connected user consoles ‘

= Name, port and status of the connected target modules

= Name and ports of slave devices ‘

4. Click Close to close the cascade view.

Restarting user modules

This function enables you to restart the user module. Before restarting the device
you are requested to confirm your action to prevent accidental restarts.

How to restart user modules via web application:
1. In the directory tree, click KVM Matrix systems > [Name] > User modules.
2. Right-click the device. Now click Restart on the context menu.

3. Confirm the safety request with Yes.
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Updating the firmware of user consoles

You can use the web application to update the firmware of user consoles.

How to update the firmware of user consoles:

1. In the directory tree, click KVM matrix systems > [Name] > User modules.

ADVICE: Right-click the table and select Column view > Information to show the
module’s firmware version.

2. Mark the user modules to be updated in the main view.

IMPORTANT: Only mark user consoles for which the update file to be selected
in the following has been designed for!

ADVICE: Keep the Cirl key pressed to select several devices from the list.

3. Right-click one of the marked devices and select Update on the context menu.

4. Use the Update type entry to define whether the selected devices are to be updated
one after the other (sequential) or at the same time (parallel).

5. Click Search and use the file dialog to select the location and the name of the
update file.

6. Click Start update.

NOTE: The System monitoring > Update failed directory provides the protocols of
failed updates.
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Target groups and view filters

Difference between target groups and view filters

The target modules of the KVM matrix system can be arranged in target groups and
view filters.

Intended use of target groups

The creation of target groups enables the administrator to quickly assign the rights
of a user or a user group for all target modules within a group.

NOTE: The different target modules can be members of several target groups.

Intended use of view filters

View filters enable the users of a KVM matrix system to organise the different target
modules into views. Especially in large KVM matrix systems, the creation of view
filters provides better orientation.

You can group the target modules according to their location (e.g. the server room)
or to other features (e.g. to the operating system of the connected computer).

Administrating target groups

The »New Targets« target group

By default, the New digital Targets target group is created in the KVM matrix system.
This group automatically contains all target modules as soon as they are first con-
nected to the KVM matrix system. For this, the computer connected to the module
has to be switched on.

If you want to provide a user or a user group with particular rights to all recently
connected target modules, change the device group rights (see page 82) of either the
user account or the user group.
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Creating a new target group

How to create a new target group:

1.
2.

Click on KVM Matrix systems > Target groups in the tree view.

Right-click the display range. Now click on New > Digital target group or Analog target
group on the context menu.

3. Use the Name entry to name the target group.

5.

. Optional: Use the Comment entry to change or enter any comment regarding the

matrix switch.

Click OK to save your settings.

NOTE: The rights for this target group can be assigned when the device group rights
(see page 71) of either the user account or the user group are changed.

Changing the name or comment of a target group

How to change the name or comment of a target group:

1.
2.

Click on KVM Matrix systems > Target groups in the tree view.

Right-click the target group to be edited. Now click on the Configuration entry in
the context menu.

3. Use the Name entry to name the target group.

5.

. Optional: Use the Comment entry to change or enter a comment regarding the

matrix switch.

Click OK to save your settings.

Administrating target group members

NOTE: Up to 20 target modules can be assigned to each target group of the KVM
matrix system.

How to administrate the members of a target group:

1.
2.

Click on KVM Matrix systems > Target groups in the tree view.

Right-click the target group to be configured. Now click on the Configuration entry
in the context menu.

. Click the Members tab to add members to or delete them from the target group.
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The dialog consists of two tables that list the target modules of the KVM matrix
system:

Unassigned: lists the target modules that are not assigned to this group
t)\ssigned group mem- lists the target modules that are assigned to this group
ers:

4. Use the drop-down menu to select the type of target modules to be displayed.
You can select between the following options:

[All targets] lists all target modules of the system.
[Unassigned] only lists the target modules of the [Unassigned] view.
Search... After this option has been selected, another window

opens. Select the desired View filter in the tree view to dis-
play only the therein contained devices.

5. Mark the target module you want to add to or delete from the group.

6. Now, click the =| button (right arrow) to add the target module to the group or the
« button (leff arrow) to delete it.

7. Click OK to save your changes.

Deleting a target group

How to delete a target group:
1. Click on KVM Matrix systems > Target groups in the tree view.

2. Right-click the target group to be deleted. Now, click on the Delete entry in the
context menu.

3. Confirm the confirmation prompt by clicking Yes or cancel the process by
clicking No.
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Administrating view filters
Creating a new view filter

How to create a new view filter:

1. Click on KVM Matrix systems > View filter in the tree view. Now click on New folder
entry in the context menu.

2. Use the Name entry to enter a name.
3. Optional: Use the Comment entry to enter a comment.

4. Click OK to save your inputs.

NOTE: The folders can be interlaced in any way.

Assigning a target module to a view filter

Directly after a new target module is connected to the KVM matrix system, it is
assigned to the [Unassigned] group. By assigning the target module to another group,
the existing assignment is cancelled.

How to assign a view filter to a target module:

1. Click the KVM Matrix systems > View filter entries in the tree view.

2. Click the folder of the view filter to which the target module is assigned to.

NOTE: The [All targets] folder lists all target modules within the system.

3. Right-click the target module to be assigned and click on Copy device.
4. Open the folder to which the target module is to be assigned to.

5. Right-click the main view and click Paste device in the context menu.

Cancelling a target module’s assignment to a view filter

The assignment can be cancelled by moving the target module to the [Unassigned]
folder or by selecting the Remove from folder entry in the context menu.

How to cancel a target module’s assignment to a view filter:

1. Click the KVM Matrix systems > View filter entries in the tree view.

2. Click the folder of the view filter to which the target module is currently assigned to.

NOTE: The /Al targets] folder lists all target modules within the system.

3. Right-click the target module whose assignment you want to delete. Now click
on Remove from folder in the context menu.

The target computer is now moved to the [Unassigned] group.
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Renaming a view filter

How to rename a view filter:
1. Click the KVM Matrix systems > View filter entries in the tree view.

2. Right-click the view filter you want to rename and click Rename folder in the con-
text menu.

3. Edit the name and press Enter.

Deleting a view filter

The created view filter can be deleted at any time. The target modules assigned to
this view filter are automatically moved to the /[Unassigned] folder.

NOTE: The [Unassigned] and [All targets] view filters are administrated by the web
application and therefore cannot be deleted.

How to delete a view filter:

1. Click the KVM Matrix systems > View filter entries in the tree view.

2. Right-click the view filter you want to delete. Now click Delete folder in the context
menu.

3. Confirm the confirmation prompt by clicking Yes or cancel the process by
clicking No.
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Accessing the target modules via
select keys

After the select key modifier(s) and a select key set have been adjusted and a select
key set has been activated in the user account, the target module can be accessed
with key combinations.

Changing the select key modifier or the valid keys

The select keys enable you to quickly access a particular target computer with a key
combination. For this, select key sets can be created in the KVM matrix system.

In combination with the select key modifier, a select key set defines the key combi-
nation to be pressed to access a particular target computer.

In addition to the select key modifier, you are also enabled to define the valid keys
for the select keys.

How to change the select key modifier or the valid keys:
1. Click on the KVM Matrix systems > [Name] > Matrix switches entries in the tree view.

2. Right-click the master matrix switch and click the Configuration entry in the con-
text menu.

3. Select at least one of the listed modifiers in the Select key modifier entry by marking
the respective entry:

= Ctrl = Win
= Alt = Shift
= Alt Gr

4. Use the Valid keys entry to select one of the following options:

Only numbers: only numerical keys are interpreted as select keys when
pressed in combination with the select key modifier

Only characters: only alphabetic keys are interpreted as select keys when
pressed in combination with the select key modifier

Numbers and alphabetical and numerical keys are interpreted as select keys

characters: when pressed in combination with the select key modi-
fier

IMPORTANT: The selected valid keys and the select key modifier are no longer
provided as key combinations to the operating system and the applications on
the target computer.

5. Click OK to save your settings.
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Administrating select key sets

The KVM matrix system allows you to create 20 global select key sets or ten individ-
ual select key sets for each user.

A select key set can be used to define the select key sets for the target modules you
would like to access.

NOTE: Global select key sets are displayed in the personal profile of all users of the
KVM matrix system.

Creating a select key set
How to create a select key set:
1. Click on the KVM Matrix systems > [Name] > Matrix switches entries in the tree view.

2. Right-click on the user account to be configured and click Configuration in the con-
text menu.

3. Click the Matrix systems > Personal Profile > Matrix switch tabs.

4. Click on the [+] button in the Select key set entry and enter the following data:

Name: Enter the name of the select key set.
Comment: Enter a comment regarding the select key set.
Global: Mark this entry if you want the select key set in the personal pro-

file to be available for all users of the KVM matrix system.

5. Click OK to save your settings.

Changing name, comment or global allocation of a
select key set

How to change the name, comment and/or Global setting of a select key set:
1. Click on the User area > User entries in the tree view.

2. Right-click on the user account to be configured and click Configuration in the con-
text menu.

3. Click the Matrix systems > Personal Profile > Matrix switch tabs.

4. Use the Select key set entry to select the select key set to be activated and click Change.
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5. Change the desired data of the select key set:

Name: Enter the name of the select key set.
Comment: Enter any comment regarding the select key set.
Global: Mark this entry if you want the select key set in the personal pro-

file to be available for all users of the KVM matrix system.
6. Click OK to save your settings.
Defining select keys for the target modules

NOTE: Global select key sets can only be edited by users with activated Superuser
right (see page 73).

Without this right, only the select keys, which are assigned to the target modules,
can be viewed.

How to define the select keys for target modules:
1. Click on the User area > User entries in the tree view.

2. Right-click on the user account to be configured and click Configuration in the con-
text menu.

3. Click the Matrix systems > Personal Profile > Matrix switch tabs.
4. Use the Select key set entry to choose the select key set to be edited and click Edit.
5. Click the Assigned targets tab.

6. Use the drop down menu to select the type of target modules to be displayed in
the select window. The following options are available:

[All targets] displays all target modules within the KVM matrix system

[Not assigned] only displays the target modules that are [Not assigned] to
the view filter

Search... This option opens another window. Select the desired
view filter in the tree view to display only the herein con-
tained devices in the select window.

7. Use the Keys column to select the device whose select key you want to change
and then enter the desired character(s).

8. Click OK to save your changes.
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Assigning a select key set to a user account

By assigning a select key set to a user account, the select keys defined in a set are
interpreted and the particular target module is accessed.

How to assign a select key set to a user account or cancel the existing assignment:
1. Click on the User area > User entries in the tree view.

2. Right-click on the user account to be configured and click Configuration in the con-
text menu.

3. Click the Matrix systems > Personal Profile > Matrix switch tabs.
4. Use the Select key set entry to choose the select key set to be activated.

5. Click OK to save your settings.
Deleting a select key set

NOTE: Only users with the Superuser right (see page 73) are allowed to delete a global
select key set.

How to delete a select key set:
1. Click on the User area > User entries in the tree view.

2. Right-click on the user account to be configured and click Configuration in the con-
text menu.

3. Click the Matrix systems > Personal Profile > Matrix switch tabs.
4. Use the Select key set entry to choose the select key set to be deleted and click Delete.

5. Confirm the confirmation prompt by clicking Yes or cancel the process by
clicking No.
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Automatically or manually switching
the target modules

Auto scanning all target modules (Autoscan)

The Autoscan function successively accesses all target modules that are mentioned in
the active scancode set and available to the user.

The Scantime setting (see page 123) enables you to define how long a target module
is to be accessed.

When accessing the target modules, the workplace name, the name of the currently
accessed target module, and a note regarding the Autoscan function are displayed.

NOTE: If the Autoscan function is active, the keyboard and mouse inputs are trans-
mitted to the currently accessed target module.

During your inputs, the Autoscan function stops and continues after you finished
your inputs.

Applying the Autoscan function

Requirements for using this function:

= Creating a scanmode set (see page 126)
= Assigning a scanmode set to a user account (see page 128)

Configuring the scantime of the Autoscan function

By default, a target module is accessed for five seconds. After that, the target module
is disconnected and the next target module is accessed.

Select a time span between 1 and 99 seconds to define how long the target module is
to be accessed.

How to change the scantime:
1. Click on the User area > User entries in the tree view.

2. Right-click on the user account to be configured and click Configuration in the con-
text menu.

3. Click the Matrix systems > Personal Profile > Matrix switch tabs.
4. Use the Scantime entry to enter a time span between 1 and 99 seconds.

5. Click OK to save your settings.
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Auto scanning all active target modules (Autoskip)

The Autoskip function successively accesses any target module that is included into
the active scancode set and available to the user.

The connected computer must be active to carry out this function.

The Scantime setting (see page 123) enables you to define how long each target mod-
ule is to be accessed.

When accessing the target modules, the workplace name, the name of the currently
accessed target module, and a note regarding the Autoscan function are displayed.

NOTE: If the Autoskip function is activated, all keyboard and mouse inputs are
transmitted to the currently accessed target module.

The Autoskip function stops during the user’s imputs and continues after all inputs
are finished.

Applying the Autoskip function

Requirements for using this function:

= Creating a scanmode set (see page 126)
= Assigning a scanmode set to a user account (see page 128)

Configuring the scantime of the Autoskip function

By default, each target module is accessed for five seconds. After that, the target
module gets disconnected and the next target module is accessed.

Select a time span between 1 and 99 seconds in order to define how long the target
module is to be accessed.

How to change the scantime:
1. Click on the User area > User entries in the tree view.

2. Right-click on the user account to be configured and click Configuration in the con-
text menu.

3. Click the Matrix systems > Personal Profile > Matrix switch tabs.
4. Use the Scantime entry to enter a duration between 1 and 99 seconds.

5. Click OK to save your settings.
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Scanning the target modules manually (Stepscan)

By pressing a key, the Stepscan function successively accesses all target modules that
are indicated in the scanmode set and approved for the user.

When accessing the target modules, the workplace name, the name of the currently
accessed target module, and a note regarding the Stepscan function are displayed.

Starting and stopping the Stepscan function

Requirements for using this function:
= Creating a scanmode set (see page 126)

= Assigning a scanmode set to a user account (see page 128)
= Configuring keys to scan the targets manually (see page 125)
Configuring keys to scan the targets manually

By pressing a key, the Stepscan function successively switches to all target modules
that are available to the user.

You can select different keys to access the next (default Up) or the previous (default
Down) target module.

How to select the keys for using the Stepscan function:
1. Click on the User area > User entries in the tree view.

2. Right-click on the user account to be configured and click Configuration in the con-
text menu.

3. Click the Matrix systems > Personal Profile > Matrix switch tabs.

4. Use the Stepkeys entry to select between the following options:

Up/Down: arrow keys Up and Down
PgUp/PgDn: page ! and page/ keys
Num Up/Down: arrow keys Up and Down of the numeric keypad

Num PgUp/PgDn: page t and page/ keys of the numeric keypad

Num +/- plus and minus keys of the numeric keypad

5. Click OK to save your changes.
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Administrating scanmode sets

The matrix system enables you to create 20 global select key sets or ten individual
scanmode sets for each user.

The select key sets allow you to define the computers to be accessed when perform-
ing the Autoscan, Autoskip or Stepscan function.

NOTE: The global scanmode sets are displayed in the Personal Profile menu of all
users of the matrix system.

Creating a scanmode set

How to create a scanmode set:
1. Click on the User area > User entries in the tree view.

2. Right-click on the user account to be configured and click Configuration in the con-
text menu.

3. Click the Matrix systems > Personal Profile > Matrix switch tabs.

4. Use the [+] button in the Scanmode set row to collect the following data:

Name: Enter the name of the scanmode set. ‘
Comment: Enter a comment regarding the sscanmode set.
Global: Mark this entry if you want the scanmode set in the Personal Pro-

file to be available for all users of the KVM matrix system.

5. Click OK to save your settings.
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Changing a scanmode set’s name, comment or
global assignment

How to change a scamode set’s name, comment and/or Global setting:
1. Click on the User area > User entries in the tree view.

2. Right-click on the user account to be configured and click Configuration in the con-
text menu.

3. Click the Matrix systems > Personal Profile > Matrix switch tabs.
4. Select the scanmode set to be edited in the Scanmode set row and click Change.

5. If required, change the following data:

Name: Enter the name of the scanmode set.
Comment: Enter any comment regarding the scanmode set.
Global: Mark this entry if you want the scanmode set in the Personal Pro-

file to be available for all users of the KVM matrix system.

6. Click OK to save your settings.

Assigning the target modules to a scanmode set

NOTE: Global scanmode sets can only be edited by users with activated Superuser
right (see page 73).

Without this right, only the assigned target modules can be viewed.

How to define the select keys for target modules:
1. Click on the User area > User entries in the tree view.

2. Right-click on the user account to be configured and click Configuration in the con-
text menu.

3. Click the Matrix systems > Personal Profile > Matrix switch tabs.
4. Select the scanmode set to be edited in the Scanmode set row and click Edit.

5. Click the Member tab.

G&D DVICenter - 127



Automatically or manually switching the target modules

6. Use the drop down menu to select the type of target modules to be displayed in
the select window. The following options are available:

[All targets] Displays all target modules within the system.
[Not assigned] Only displays the target module that are [Not assigned] to
the view filter.

Search... This option opens another window. Select the desired View
filter in the tree view to only display the herein contained
devices in the select window.

7. The interface consists of two tables that list the user accounts of the KVM matrix
system:

Not assigned Lists the target modules that are not assigned to the scan-
mode set

Assigned targets Lists the target modules that are assigned to the scanmode
set

8. Mark the target module you want to add to or delete from the scanmode set.

9. Click the #| button (vight arrow) to add the target module to the scanmode set or
the « button (Jeff arrow) to delete it from the scanmode set.

10.Click OK to save your changes.

Assigning a scanmode set to a user account

By assigning a scanmode set to a user account, the target modules selected in the set
are accessed when performing the Autoscan, Autoskip or Stepscan function.

How to assign a scanmode set to the user account or cancel the existing assignment:
1. Click on the User area > User entries in the tree view.

2. Right-click on the user account to be configured and click Configuration in the con-
text menu.

3. Click the Matrix systems > Personal Profile > Matrix switch tabs.
4. Select the scanmode set to be activated in the Scanmode set entry.

5. Click OK to save your settings.
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Deleting a scanmode set

NOTE: Only users with activated Superuser right (see page 73) can delete a global scan-
mode set.

How to delete a scanmode set:
1. Click on the User area > User entries in the tree view.

2. Right-click on the user account to be configured and click Configuration in the con-
text menu.

3. Click the Matrix systems > Personal Profile > Matrix switch tabs.

4. Use the Scanmode Set entry in the Matrix switch user configuration to select the scan-
mode set to be deleted and click the Delete.

5. Confirm the confirmation prompt by clicking Yes or cancel this process by
clicking No.
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Configuring the On-Screen Display
(OSD)

The on-screen display of the KVM matrix system enables the user to operate and con-
figure the system. By default, the on-screen display is provided at all user consoles.

Configuration

Many of the on-screen display’s basic functions can be adjusted to your demands.
You can define the hotkey as well as the position and font size of the on-screen display.
Any settings that can be adjusted to your needs are described on the following
pages.

Changing the hotkey to call the OSD

The hotkey to call the on-screen display (OSD) is used at all consoles within the
KVM matrix system. This hotkey enables you to open the OSD in order to operate
and configure the system.

NOTE: In the default, the hotkey Ctrl is preset.

The hotkey consists of at least one hotkey modifier key and an additional hotkey,
which you can freely select.

Both the Cirl hotkey modifier key and the Num hotkey can be configured by the user.

How to change the hotkey to call the on-screen display:
1. Click on KVM Matrix systems > [Name] > Matrix switches in the tree view.

2. Right-click the display range of the master matrix switch and click the Configura-
tion entry in the context menu.

3. Select at least one of the listed modifiers in the Hotkey modifier entry by marking
the entry:

= Cirl

= Alt

= Alt Gr

= Win

= Shift
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4. Use the Hotkey scancode entry to select one of the following options:

Num Num key
Pause Pause key
Insert Insert key
Delete Delete key
Home Home key

End Endkey

PgUp Page Up key
PgDn Page Down key
Space Space key

5. Click OK to save your settings.

Opening the on-screen display via double keypress

In addition to opening the on-screen display (OSD) via hotkey (see above), you can
open the OSD by pressing a previously selected key twice (Ctrl, Alt, Alt Gr, Win, Shift
or Print).

How to enable/disable opening the on-screen display via double keypress:
1. In the directory tree, click on KVM matrix systems > [Name] > Matrix switches.
2. Right-click the master matrix switch and click Configuration on the context menu.

3. Under 08D via double keypress, select one of the following options:

Off The OSD can be opened only by pressing the hotkey.

Ctrl, Alt, Alt Gr, The OSD can also be opened by pressing the selected key
Win, Shift or Print twice.

4. Click OK to save your settings.
Automatic closing of the OSD after inactivity

If desired, you can set the OSD to close automatically after a period of inactivity.

The period of inactivity can be defined by entering a value between 5 and 99 seconds.
NOTE: To disable the function, enter the value 0.
How to change the period of inactivity after which the OSD closes:

1. In the tree directory, click on User area > User.

2. Right-click on the user account you want to edit. Now click on Configuration in the
context menu.
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3. Click on the tabs Matrix systems > Personal Profile > Matrix switch.

4. Under Close 0SD when inactive for [s] you can define a time span between 5 and 99
sekonds.

5. Click on OK to save your settings.

Adjusting the transparency of the OSD

In the default settings, the screen content under the OSD is semi-visible. The screen
content shines through the part that is covered by the OSD.

You can either adjust or turn off the OSD’s transparency in the personal profile of a
user.

How to adjust the on-screen display’s transperency:
1. In the tree directory, click on User area > User.

2. Right-click on the user account you want to edit. Now click on Configuration in the
context menu.

3. Click on the Matrix systems > Personal Profile > Matrix switch tabs.

4. Under 0SD Transparency,you can select between the following options:

High: Screen content almost completely visible ‘
Average: Screen content semi-visible (default)
Low: Screen content slightly visible |

0Off: Screen content is covered
5. Click on OK to save your settings.

Adjusting the information display

When switching to a target module, a temporary information display (5 seconds)
opens. The display informs you about the console name, the name of the currently
accessed target module and provides further information.

The information display can also be permanently displayed or deactivated. The selected
setting is assigned to your user account and stored in your Personal Profile.

ADVICE: When active, the temporary information can be recalled by pressing
Ctrl+Caps Lock.

How to change the settings of the information display:

1. In the directory tree, click on User area > User.

2. Right-click the user account you want to edit. Now click on Configuration on the
context menu.

3. Click on Matrix systems > Personal Profile > Matrix switch.
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4. Under Display mode, select between the following options:

Temp: Show temporary information display (5 seconds)
Perm: Permanent information display
Off: Disable information display

5. Click OK to save your settings.

Changing the colour of the information display

By default, information displays (like when accessing a target module) are shownin
light green. In their peronal profiles, users can change the colour of the information
display.

How to change the colour of the information display:

1. In the directory tree, click on User area > User.

2. Right-click the user account to be edited. Now click on Configuration on the con-
text menu.

3. Click on Matrix systems > Personal profile > Matrix switch.

4. Under Display color, you can choose between the following options:

Light green: Show information display in light greendefault)

Black, dark red, dark yellow, Show information display in the selected colour
dark blue, purple dark tur-

quoise, silver, yellow, blue,

fuchsia, light turquoise or

white

5. Click OK to save your settings.

Defining a standard view filter

After the user login, the Select menu is displayed. The default setting of the Select
menu displays all target modules. By applying the view filter, the display of the tar-
get modules can be filtered.

If you want to activate a certain view filter directly after accessing the Select menu,
you can configure the user account accordingly.

NOTE: The preset view filter is applied directly after your login at the matrix system.

By applying the view filter, you can change the default and therefore activate
another filter.
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How to select a standard view filter for the Select menu:
1. In the directory tree, click on User area > User.

2. Right-click the user account you want to edit and click on Configuration in the con-
text menu.

3. Click on Matrix systems > Personal Profile > Matrix switch.

4. Under Def. view filter, you can select between the following options:

ALL: Displays all target modules

LAST: The view filter that was used by the last user is applied when
the Select menu is called in the OSD.

View filter The selected view filter is applied if the Select menu is called in

name: the OSD.

5. Click OK to save your settings.

IMPORTANT: When the LAST option has been selected and the user account is
shared by two persons at the same time, the view filter of the last active person is
stored.

Selecting the mode for OSD synchronisation

If both the synchronisation signal and the colour information are transmitted through
one cable, the on-screen display is displayed in a slightly deviating, palish colour.

In this case you can select several synchronisation modes for the graphics signal of
the target computer.

How to select a mode for the OSD synchronisation:
1. Click on KVM Matrix systems > [Name] > Target modules.
2. Right-click the target module and click Configuration on the context menu.

3. Under RGB synchronisation for 0SD in the Target module configuration paragraph, you
can select one of the following options:

Standard:  RGB mode for OSD sync is active |
Green: RGsB mode for OSD sync is active
All: RsGsBs mode for OSD sync is active ‘

4. Click OK to save your settings.
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Selecting a keyboard layout for OSD entries

If the characters entered at the console keyboard deviate from the characters dis-
played on the on-screen display, the selected keyboard layout does not fit the key-
board.

In this case, please ascertain which keyboard layout does apply to the connected
keyboard and select the layout in the console settings.

How to select the keyboard layout for the user console keyboard:

1. Click on KVM Matrix systems > [Name] > User modules.

2. Right-click the console to be configured and click Configuration on the context
menu.

3. Usq the Keyboard layout entry under User console config to select one of the following
options:

= German

= English (US)

= English (UK)

= French

= Spanish

= Lat. American

= Portuguese

4. Click OK to save your settings.

Operating the on-screen display by mouse

In the default settings of the KVM matrix system, the on-screen display (OSD) can
only be called with a configured key combination.

If a Microsoft »IntelliMouse Explorer« or another compatible mouse with five keys is
connected to the user console, you can call the on-screen display through the mouse
keys four and five at the side of the mouse

How to enable/disablethe mouse support to operate the on-screen display:
1. Click on KVM Matrix systems > [Name] > User modules.

2. Right-click the console to be configured. Now, click the Configuration button on
the context menu.
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3. Use the 08D by Mouse entry under User console config to select one of the following
options:

Yes: Opens the OSD via mouse key 4 and 5 of a compatible mouse

No: Disables the possibility to call the OSD by mouse

4. Click OK to save your settings.

Enabling/disabling the on-screen display

This function defines if the users at the user module are enabled to activate the on-
screen display or if they are only allowed use select keys for the switching.

How to enable/disable the on-screen display:
1. Click on KVM Matrix systems > [Name] > User modules.

2. Right-click the console to be configured. Now, click the Configuration button on
the context menu.

3. Use the 08D blocked entry under User console config to select one of the following
options:
Yes: On-screen display blocked

No: On-screen display available

4. Click OK to save your settings.

Adjusting the OSD resolution

In the defaults of the matrix switch the OSD is displayed on the console monitor in
a resolution of 1024 X 768 pixels if the monitor does support this resolution. If the
monitor does not support this resolution, a resolution of 640 x 480 pixels is used.

You can also set the OSD resolution for the entire system (see table below). Adju-
sting the resolution for the entire system includes all user modules. However, you
can also individually set the OSD resolution for each user module.

How to adjust the OSD resolution of the entire system:
1. Click on KVM Matrix systems > [Name] > User modules.

2. Right-click the console you want to configure. Now click the Configuration button
on the context menu.
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3. Under 08D resolution, select one of the following options:

Auto:

640x480:
720x400:
1024 x768:

If supported by the monitor, the OSD is displayed in a resolu-
tion of 1024 x 768 pixels.

If the monitor does not support this resolution, a resolution of
640 x 480 pixels is used. (defaulf).

OSD is displayed in a resolution of 640 X 480 pixels
OSD is displayed in a resolution of 720 x 400 pixels
OSD is displayed in a resolution of 1024 X 768 pixels

4. Click OK to save your settings.

How to adjust the OSD resolution of a particular user module:

1. Click on KVM Matrix systems > [Name] > User modules.

2. Right-click the console you want to configure. Now click the Configuration button
on the context menu.

3. Under 08D resolution, select one of the following options:

System:
Auto:

640x480:
720x400:
1024 x768:

Use systemwide (see above) setting (defaulf).

If supported by the monitor, the OSD is displayed in a resolu-
tion of 1024 X 768 pixels.

If the monitor does not support this resolution, a resolution of
640 x 480 pixels is used. (defaulf).

OSD is displayed in a resolution of 640 x 480 pixels
OSD is displayed in a resolution of 720 X 400 pixels
OSD is displayed in a resolution of 1024 X 768 pixels

4. Click OK to save your settings.
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Video tuning

When a user console accesses an analogue target module for the first time via bridg-
ing, a video profile is automatically created for this connection.

This video profile stores information about the different cable parameters. This
information ensures that the video image is displayed perfectly at the user console.

The video profile can be recalculated at any time or manually adjusted by the user.

NOTE: Changing the cable length between a console and the matrix switch or between
the target module and the matrix switch has an influence on the image quality.

When the cabling has been changed, it is recommended to carry out the automatic
video tuning (see below).

Deleting the existing video profile has the effect that the video tuning is automati-
cally performed when a user console accesses a target module for the first time
(after the profile has been deleted).

Rights administration
Changing the right to configure video profiles

How to change the right to configure the video profiles:

1. If you want to change this right of a user account, click the User area > Users entry
in the tree view.

In case of a user group, click the entries User area > User groups.

2. Right-click the user account or the user group you want to configure. Now, click
the Configuration entry in the context menu.

3. Click the Matrix systems > Global device rights tab.

4. Use the Video Configuration entry to select one of the following options:

yes: allows configuration of video profiles.

no: denies configuration of video profiles.

5. Click OK to save your settings.
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Special functions for cascaded KVM
matrix systems

Cascading increases the number of target computers that can be connected to the
KVM matrix system. For this, several matrix switches are integrated into the system.

The configuration settings for a KVM matrix switch are described in this chapter.

Basic functions
Changing names or comments of matrix switches

How to change names or comments of matrix switches:
1. In the directory tree, click KUM Matrix systems > [Name] > Matrix switches.

2. Right-click the matrix switch you want to configure. Now click Configuration on
the context menu.

3. Rename the matrix switch under Name.

4. Optional: Use the Comment entry to change or enter a comment regarding the
matrix switch.

5. Click OK to save your settings.

Deleting slave matrix switches from the system

If the KVM matrix system is not able to detect a matrix switch, which was already
connected to the system, the device is considered inactive.

Delete the list entry of matrix switches you want to permanently remove from the
system.

NOTE: Only administrators and users with the Superuser right can delete inactive
matrix switches.

How to delete inactive or disconnected matrix switches:

1. In the directory tree, click KVM Matrix systems > [Name] > Matrix switches.

2. Right-click the matrix switch you want to delete and click Delete on the context
menu.

3. Confirm the confirmation prompt by pressing Yes or cancel the process by
pressing No.
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Configuration settings

Defining the cascade mode of a matrix switch
In a cascaded KVM matrix system, the single matrix switches auto detect if they
have been installed as master or as slave device within the cascaded system.
NOTE: Applying the Auto setting in the cascade mode may change the matrix switch’s
operating mode if the devices’ cabling has been accidentally changed.

To avoid this, the operating mode of each matrix switch can be separately
adjusted.

IMPORTANT: The settings regarding the cascade mode are to be carried out in the
web application of the matrix switch whose setting you want to change.

How to change the cascade mode of matrix switches:
1. In the directory tree, click KVM Matrix systems > Name > Matrix switches.

2. Right-click the matrix switch you want to configure. Now click Configuration on
the context menu.

3. Click the General tab.

4. Use the Cascade mode entry to select between the following options:

Auto: The matrix switch decides whether it is operating in the master
or slave mode.

Master: In this operating mode, only user consoles can be connected to
the Console ports. The names of the connected target modules can
be edited. The edited names are automatically updated at the
slave devices within the cascade.

Slave: In this operating mode, the connected target modules cannot be
renamed. The target modules are automatically named by the
master device.

5. Click OK to save your settings.

Forwarding target names to slave matrix switches

Within a cascaded KVM matrix system, the target module names from the superior
matrix switch are forwarded to the connected matrix switch(es). This way, the target
modules named identically within the system.
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If you want to define different target module names within the different matrix switches
of the cascaded system, deactivate the Forward target names function.

IMPORTANT: Deactivating the function to forward target names in the first level of the
matrix switch only affects the directly connected matrix switches of the second level.

If the third level also includes slave matrix switches, this function has to be deacti-
vated in the matrix switches of the second level!

How to enable or disable forwarding target names to slave matrix switches:

1. In the directory tree, click KVM Matrix systems > [Name] > Matrix switches.

2. Right-click the user module you want to configure. Now click Configuration on the
context menu.

3. Click the General tab.

4. Use the Forward target names entry to select between the following options:

On: The target module names are forwarded from the superior matrix
switch to the connected matrix switch(es).

Off: The target module names are not forwarded from the superior
matrix switch to the connected matrix switch(es).

5. Click OK to save your settings.

Viewing the status information of matrix switches

The context menu of matrix switches enables you to call an interface, which pro-
vides various status information of the device. Besides technical data, the name, the
status and the MAC address are displayed.

How to view the status information of matrix switches:
1. In the directory tree, click KVM Matrix systems > [Name] > Matrix switches.

2. Right-click the desired matrix switch. Now click Information on the context menu.
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3. The display lists the following information:

Name: Matrix switch name ‘
Device ID: Physical ID of the matrix switch

Status: Current status (0n or 0ff) of the matrix switch ‘
Comment: User comments about the matrix switch

CPU hardware revision: = Hardware revision of the matrix switch ‘

Console ports: Number of console ports at the matrix switch

FPGA revision: Revision of the FPGA module ‘
Firmware name: Firmware name

Firmware revision: Firmware version ‘
MAC address A: MAC address of network interface A

MAC address B: MAC address of network interface B |
Serial number: Serial number of the matrix switch

Target ports: Number of target ports at the matrix switch ‘

4. Click OK to leave the interface.

Viewing cascade information

The cascade information provides you with an overview of the physical connections
of the KVM matrix system. In addition to the master device, the connected slave
devices as well as the user modules and target modules are displayed.

The cascade information also displays the physical device ID, the connection port at
the KVM matrix system and the status.

How to view the cascade information:
1. In the directory tree, click KVM Matrix systems > Name > Matrix switches.

2. Right-click the desired matrix switch. Now, click on Cascade information to view
the cascade tree directory.

NOTE: The user console, via whose context menu the cascade information has
been called, is highlighted in red.

3. The cascade information (see figure above) provides the following information:

= Name, port and status of the connected user modules ‘

= Name, port and status of the connected target modules

= Name and ports of slave devices ‘

4. Click Close to close the window.
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Copying config settings of matrix switches

If a matrix switch of the KVM matrix system is replaced by another device, the settings
of the old device can be copied to the new one.

After the config settings have been copied, the new device is immediately ready for
operation.

IMPORTANT: The matrix switch whose settings are copied is afterwards deleted
from the KVM matrix system.
How to copy configuration settings of matrix switches:
1. In the directory tree, click KVM Matrix systems > [Name] > Matrix switches.
2. Right-click the new matrix switch. Now click Move to... on the context menu.
A new window now lists all inactive matrix switches.
3. Select the matrix switch whose configuration settings you want to copy.

4. Click OK to copy the config settings.
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Expanding switchable signals

You can expand a computer’s or a console’s switchable signals either through chan-
nel grouping or stacking.

EXAMPLE: To transmit a second video signal and a USB 2.0 signal of the same
computer, in addition to the DVI-CPU computer module, connect a second DVI-CPU
module (second video channel) and a U2-CPU module (USB2.0/RS232) to the
computer.

In addition to the DVI-CON user module, connect the DVI-CON-Video (second video
channel) and a U2-CPU module (USB2.0/RS232) to the console, the aforemen-
tioned computer is accessing.

With the DVICenter, you can switch various computer modules of one computer or
various user modules of one console at the same time.

To expand the switchable signals, you can use two different ways of connection:

= Channel grouping: In the Config Panel web application, you can assign the KVM
channel of a computer or console with up to seven additional video channels and a
USB or RS232 channel.

NOTE: Only in this mode, you can hold the USB signal using the OSD’s Operation
menu at the currently accessed computer. If you switch to another computer after
pressing the hold function, the USB signal remains on the computer that you
accessed first.

After disabling the hold function on the Operation menu, the USB signal switches to
the currently accessed computer.

= Stacking: In Stacking mode, you can switch multiple matrix switches at the same
time. Connect multiple matrix switches to the Bus ports. Connect an additional satel-
lite matrix switch for each additional user module of one console.

Expanding the system through channel grouping

The web application lets you assign up to seven additional video channels and one
USB 2.0 or RS 232 channel to the KVM channel of the console.

You can assign up to seven additional video channels to the KVM channel of the com-
puter, too. In addition, you can create a pool of four devices for the USB 2.0/RS 232
channel.

NOTE: Within the channel groups of the console a USB 2.0/RS 232 channel or a
multi-channel represent one single device. For computers such a channel repre-
sents a group of up to four devices.

By using pools, you can grant up to four users the right to access the USB 2.0/

RS 232 channel at the same time. For this, the matrix switch selects an available device
from the pool after switching.
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Assigning multiple channels to a console or computer creates a channel group.

NOTE: The OSD does not show any user or computer modules that you added as
additional channels to the channel group.

Creating a new channel group

How to create a new channel group:

1.

In the directory tree, click KUM matrix systems > [Name] > User modules
or Target modules.

. Right-click a user or computer module that is not assigned to a channel group.

. On the context menu, click Channel grouping.

The chosen module is assigned to the first KVM channel and is shown in the Assi-
gned column. The left column (Unassigned) lists the matrix switch modules you
can add to the new channel group.

NOTE: You can assign up to seven additional video channels, one USB or
RS232 channel to a console’s KVM channel.

You can assign up to seven additional video channels to the KVM channel of the
computer, too. In addition, you can create a pool of four devices for the USB 2.0/
RS 232 channel.

‘ NOTE: All channels of a channel group are switched at the same time.

. In the left column (Unassigned), click on the module you want to add. In the right

column (Assigned), click on the channel you want to add the module to.

NOTE: To change the order of already added channels, mark a channel and
click # (arrow down) or #| (arrow up). The chosen channel is moved up or down.

. Click #| (arrow right) to assign the module to the chosen channel.
. Repeat steps 4 and 5 to add another module to the channel group.

. Click OK to save the new channel group.

NOTE: The user module and the computer modules of the channel group are
marked with a plus sign in the list of modules.

Click the plus sign to view the list of modules.
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Adding or deleting modules from a channel group

How to add modules to or delete them from a channel group:

1. In the directory tree, click KVM matrix systems > [Name] > User modules
or Target modules.

2. Right-click a user module or a computer module that is already assigned to the
channel group to which you want to add another module to orfrom which you
want to delete a module.

3. On the context menu, click Channel grouping.

The display shows the current configuration. The left column (Not assigned) lists
the matrix switch modules you can add to the channel group.

NOTE: You can assign up to seven additional video channels and a USB or
RS232 channel to a console’s KVM channel.

You can assign up to seven additional video channels to the KVM channel of the
computer, too. In addition, you can create a pool of four devices for the USB 2.0/
RS 232 channel.

4. Add more modules to or delete them from the channel group:

Adding modules: = In the left column (Unassigned), click the module you
want to add. In the right column (Assigned) click the
channel to which you want to add the module to.

= Click =/ (arrow right) to assign the module to the
chosen channel.

Deleting modules: = In the right column (Assigned), click the module you
want to delete from the channel group.

= Click « (arrow leff) to delete the module’s assign-
ment.

5. Click OK to save the new channel group.

marked with a plus sign in the list of modules.
Click the plus sign to view the list of modules.

NOTE: The user and computer modules included in the channel group are

Deleting a channel group

How to delete a multichannel configuration:

1. In the directory tree, click KVM matrix systems > [Name] > User modules
or Target modules.

2. Right-click a user or computer module you want to delete from a channel group.
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. On the context menu, click Channel group.

The current configuration is shown.

NOTE: The web application deletes a channel group if it does not contain any
other channels than KVM channel 1.

. In the right column (Assigned), click a module that is assigned to one of the 2 to 8

channels or to the USB/RS232 channel.

Click «| (arrow leff) to delete the module’s assignment.

. Repeat step 4 to delete the assignment of other modules.

. Click OK if only one module is left assigned to KVM channel 1.

The channel group is deleted.

Displaying an overview of channel groups

The overview of channel groups lists all grouped modules within the KVM system.

How to display an overview of all channel groups:

1.

In the directory tree, click KM matrix systems > [Name] > User modules
or Target modules.

. Right-click a module and click Channel grouping overview on the context menu.

. Now the overview of channel groups is displayed.

The overview lists the names of modules which are the leading KVM channels of
the groups. Click the Plus icon next to such a module to view the modules belon-
ging to the group.

NOTE: The module that is highlighted in red is the module on which you
opened the overview.

In addition to module names, name and port of the connected matrix switch, the
channel number within the group and the module ID are displayed.

Click Close to close the window.

Expanding the system through stacking

In Stacking mode, you can switch multiple matrix switches at the same time.

For this, connect the matrix switches via Bus ports and assign them with continuous
bus addresses.
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Each stacking matrix switch consists of a matrix switch that provides the KVM Main
Channel. You can add up to 9 satellite matrix switches to the matrix switch. The sat-
ellites can be used either as Video Follower Channel or as USB/RS232 Main Channel.

IMPORTANT: Within a channel, you can only use compatible target and user
modules:

Video Follower Channel: User and target modules of the DVI-CON or DVI-CPU series

USB/RS232 Main Channel: User and target modules of the U2-CON or
U2-CPU series

NOTE: Connect the user modules of one console to the same port numbers of the
different channels.

The same applies for the different target modules of one computer.

‘When using three matrix switches, for example, you can transmit a second video
signal and USB 2.0 signals in addition to the standard signals of a user module
(video signal and keyboard and mouse signals):

Matrix switch User module Signals

Matrix switch 1 (Primary) DVI-CON DVI, PS/2, USB ‘
Matrix switch 2 (Satellite 1) DVI-CON-Video DVI

Matrix switch 3 (Satellite2)  U2-R-CON USB 2.0, RS232 ‘

Adjusting the bus address of matrix switches

The primary matrix switch automatically makes the stack matrix switches access the
same port that the user accesses at the primary matrix switch.

This requires the correct setting of the bus address in the individual matrix switches.

How to change the bus address of a matrix switch:
1. Click on KVM Matrix systems > [Name] > Matrix switches in the tree view.

2. Right-click the matrix switch and click the Configuration entry on the context
menu.

3. Choose System and press Enter.

4. Choose Bus address and select one of the following options:

primary: The central module is operated by the user.
It switches the satellite matrix switches automatically.

satellite 1...9:  Assign the addresses continuously to the individual stacking
matrix switches.

5. Press OK to close the window.
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Replicating the database of a KVM matrix
switch

Certain target modules can be connected to two separate KVM matrix switches.

In such cases it is useful to replicate the database of a matrix switch (Master) to the
other matrix switch (Destination). The following paragraphs list the configuration set-
tings of the master matrix switch that can be replicated to one or several destinations.

Overview of the data to be replicated

The web application defines the scope of data to be replicated. In the following, the
data to be replicated are listed according to topic.

Matrix switch

The following configuration settings are copied from the master device to a destination:

= Hotkey modifier = Hotkey

= Select key modifier = Permitted select keys

= Multiuser display = Forwarding of target names
= RS232 mode = RS232 bit rate

Tradeswitch function

The following configuration settings are copied if the tradeswitch function is enabled
on both the master device and the destination:

= Tradeswitch key modifier = Permitted tradeswitch keys
= Settings for CrossDisplay Switching

Target modules

The following data and settings of target modules are transmitted for all target mod-
ules that are connected to both master device and destination:

= Name = Comment
= Configuration settings

NOTE: If the destination already contains a local target with the same name, it is
renamed to »Name (local)«.
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Target groups

The following data and settings of the target groups are copied from the master
device to a destination:

= Name = Comment

NOTE: Only target modules that are connected to the destination are listed as
members in the target group of the destination.
Global scan sets

The following data and settings of the global scan sets are copied from the master
device to a destination:

= Name = Comment

NOTE: Only target modules that are connected to the destination are listed as
members in the scan set of the destination.

IMPORTANT: If the destination already contains a local scan set with the same
name, it is renamed to »Name (<user name>)«.

Global select key sets

The following data and settings of the global select key sets are copied from the master
device to a destination:

= Name = Comment

NOTE: Only target modules that are connected to the destination are listed as
members in the select key set of the destination.

IMPORTANT: If the destination already contains a local select key set with the
same name, it is renamed to »Name (<user name>)«.
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Replicating the database

IMPORTANT: The user account from which you accessed the web application of
the master matrix switch is automatically used to log in to the destinations.

Please make sure that the user account exists on all destinations and holds the
superuser right!

How to replicate the database:

1. Click System > Tools in the tree view.
2. Double-click Replicate data.

The Replicate database window lists the installed destinations to which the data-
base of the master matrix switch is replicated.

NOTE: When establishing the connection to the devices, a symbol with a red
dot is displayed next to the destinations.

If the connection has been established, the device symbol and device name are
shown in brackets.

. Under Port configuration, you can define if you want to replicate the port configura-
tion on the source devices.

NOTE: If the number of ports differs between source device and target device,
the corresponding settings are not replicated.

. Optional: Add or delete a destination or change its address settings if
required (see page 152).

. Click Continue.

The configuration settings are subsequently copied to the different devices. All
status information are displayed and updated during the replication.

IMPORTANT: A message alerts you about any problems that might occur during
the replication of target groups, global scan sets and/or global select key sets.

Please choose between the following options:
= All on this matrix switch: overwrite all existing target data of this type (target
groups, global scan sets or global select key sets) on this device

= All on all matrix switches: overwrite all existing target data of this type on all
devices

= Yes: overwrite target data
= No: skip target data

6. Click Close.
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Adding a destination

How to add a new destination:

1. Click System in the tree.

2. Right-click System and click Replicate database in the context menu.
3. Click Add.

4. Enter the desired IP address or DNS name.

5. Add more destinations (steps 2 through 5) if necessary.

6. Click Ok.

Changing the address settings of a destination

How to change the IP address or DNS name of a destination:
1. Click System in the tree.

2. Right-click System and click Replicate database in the context menu.
3. Mark the device whose address settings you want to change.

4. Click Change.

5. Enter the desired IP address or DNS name.

6. Click Ok.

Deleting a destination

How to delete a destination:
1. Click System in the tree.

. Right-click System and click Replicate database in the context menu.

2
3. Mark the device to be deleted.
4. Click Delete.

5

. Confirm the confirmation prompt by clicking Yes or cancel the process
by clicking No.
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Power switches

By integrating an RS232 power switch G&D Hardhoot CCX or a compatible IP power
switch remote power switch (ePowerSwitch 1G R2, 4M+ R2 and 8M+ R2) into the KVM
matrix system, you can use the system to enable or disable the power supply of
devices.

For this, one or several power outlets are assigned to a target module. Afterwards,
the outlets can be switched via the Operation menu of the console OSD.

Basic configuration of RS232 power switches

After installing the RS232 power switch G&D Hardboot CCX as described in the sepa-
rate manual, the KVM matrix system auto-detects the latest connected RS232
power switch.

Changing name and comment of an RS232 power switch

How to change name and comment of an RS232 power switch:
1. In the tree directory, click on KVM matrix systems > [Name] > RS232 power switches.

2. Right-click on the RS232 power switch you want to configure and
click on Configuration in the context menu.

. Click on the tab General.
. If desired, change the name of the RS232 power switch under Name.

. Change or enter any comment about the power switch under Comment.

SN U W

. Click on OK to save your settings.

Deleting an RS232 power switch from the KVM matrix system

If the KVM matrix system is not able to detect an RS232 power switch that has
already been connected to the system, the system assumes that the device is pow-
ered off.

If you want to permanently delete an RS232 power switch from the system, delete
the device manually from the list of RS232 power switches.

NOTE: Only powered off RS232 power switches can be deleted.
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How to delete a powered off RS232 power switches:
1. In the tree directory, click on KVM matrix systems > [Name] > RS232 power switches.

2. Right-click on the RS232 power switch you want to configure and click on Delete
in the context menu.

3. Confirm the security prompt by clicking on Yes or cancel the process by clicking
on No.

Viewing the status information of RS232 power switches

The context menu of an RS232 power switch lets you open a window showing vari-
ous status information.

How to view the status information of RS232 power switches:
1. In the tree directory, click on KVM matrix systems > [Name] > RS232 power switches.

2. Right-click on the RS232 power switch you want to configure and click on
Information in the context menu.

3. A window showing the following information opens:

Name: Name of the RS232 power switch ‘
Status: Current status (online or offline) of the RS232 power switch
Comment: User comment about the RS232 power switch ‘
Name: Name of the matrix switch to which the RS232 power switch

is connected

Device ID: Device ID of the matrix switch to which the RS232
power switch is connected

Class: Device class of the matrix switch to which the RS232
power switch is connected

NOTE: The paragraph Power outlets shows a list of all channels of the RS232
power switch. The table also shows, among other things, which target module
is assigned to a channel.

4. Click on Close to close the window.
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Basic configuration of IP power switches

Adding an IP power switch to a KVM system

How to add a KVM power switch to a KVM system:

1.
2.
3.

4.
5.
6.

In the tree directory, click on IP power switches.
Right-click on in the display window.

Select New from the contect menu and click on the name of the IP power switch
you want to add.

Enter the name of the IP power switch under Name.
Enter any comment about the IP power switch under Comment.

Click on OK to save your settings.

Changing name and comment of an IP power switch

How to change name and comment of an IP power switch:

1.
2.

In the tree directory, click on IP power switches.

Right-click on the IP power switch you want to configure and
click on Configuration in the context menu.

3. If desired, change the name of the IP power switch under Name.

4.
5.

Change or enter any comment about the IP power switch under Comment.

Click on OK to save your settings.

Configuring an IP power switch

Controlling the IP power switch via the matrix switch requires you to enter the IP
address and the access data of the Hidden Page Account (see installation guide of the
power switch) of the IP power switch.

How to configure an IP power switch:

1.
2.

In the tree directory, click on IP Power switches.

Right-click on the IP power switch you want to configure and
click on Configuration in the context menu.

3. Fill in all boxes under Configuration of the power switch.

. Click on OK to save your settings.

G&D DVICenter - 155



Power switches

Deleting an IP power switch

If the KVM system is not able to detect an IP power switch that has already been
connected to the system, the system assumes that the device is powered off.

If you want to permanently delete an IP power switch from the system, delete the
device manually from the list of IP power switches.

NOTE: Only powered off TP power switches can be deleted.

How to delete a powered off IP power switch:
1. In the tree directory, click on IP Power switches.

2. Right-click on the IP power switch you want to delete and click on Delete device in
the context menu.

3. Confirm the security prompt by clicking on Yes or cancel the process by clicking
on No.

Viewing the status information of an IP power switch

The context menu of an IP power switch lets you open a window showing various
status information.

How to view the status information of an IP power switch:
1. In the tree directory, click on IP Power switches.

2. Right-click on the desired IP power switch and click on Information in the context
menu.

3. A window opens and shows you the following information:

Name: Name of the IP power switch ‘
Status: Current status (online or offline) of the IP power switch
Comment: User comment about the IP power switch

NOTE: The paragraph Power outlets shows a list of all channels of the IP power
switch. The table also shows, among other things, which target module is
assigned to a channel.

4. Click on Close to close the window.

156 - G&D DVICenter



Power switches

Assigning a power switch power outlet to a target
module

If the system is equipped with at least on power switch, you can assign one or sev-
eral power outlets to a target module.

The assigned power outlets can be switched via the Operation menu of the console
OSD.

How to change the assignment of power switch outlets of target modules:
1. In the tree directory, click on KVM Matrix systems > [Name] > Target modules.

2. Right-click on the target module and click on Assign power outlet... in the context
menu.

A new window provides a list of all available and already assigned power switch
power outlets. Here, you can assign power outlets to the target module or delete
existing assignments.

The dialogue consists of two tables, which list the power switch power outlets of
the KVM matrix system:

Available power Lists the power outlets that are nor assigned to this target
outlet(s): module

AssI igl(le)d power Lists the power outlets that are assigned to this target module
outlet(s):

3. Mark the outlet you want to assign to the target module or whose assignment
you want to delete.

4. Click on the =| button (right arrow) to assign this outlet or the «| button (Jeff arrow)
to delete the assignment.

Rights administration
Rights to switch the power outlets of a target module

How to change the rights to switch the power outlets assigned to a target mod-
ule:

1. To change this right, click on User area > Users in the tree directory.
If you want to change this right for a user group, click on User area > User groups.

2. Right-click on the user account or the user group you want to configure and select
Configuration from the context menu.

3. Now click on Matrix systems > Individual device rights.
4. Select the desired target module in the list field on the left-hand side.

Use the drop-down menu to select the target module to be displayed in the selection
window.
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6.

Select between the following options:

[All targets] Lists all target modules of the system.
[Unassigned] Only lists [Unassigned] target modules
Search... After this option has been selected, another window

opens. Select the desired View filter in the tree directory to
display only the devices this list contains.

. Under Target Power you can select between the following options:

yes: Allow the switching of the power outlets that are assigned to the selected
target module.

no: Deny the switching of the power outlets that are assigned to the selected
target module.

Click on OK to save your settings.

Rights to switch the power outlets of a target group

How to change the right to switch the power outlet(s) assigned to the target mod-
ules of the group:

1.

To change this right, click on User area > Users in the tree directory.

If you want to change this right for a user group, click on User area > User groups.

. Right-click on the user account or the user group you want to configure and select

Configuration from the context menu.

. Now click on Matrix system > Device group rights.
. Select the desired target module in the list field on the left-hand side.

. Under Target Power, you can select between the following options:

yes: Allow the switching of the power outlets that are assigned to the tar-
get modules of the selected group.

no: Deny the switching of the power outlets that are assigned to the target
modules of the selected group.

. Click on 0K to save your settings.
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Advanced functions of the KVM matrix
switch

Use of the GPIO function

NOTE: The GPIO function can be used with compatible user modules from firm-
ware version 1.6.002 or higher or with compatible target modules from firmware
version 1.6.001 or higher.

The GPIO function (general purpose input/output) provides you with program-
mable inputs and outputs for general purposes.

After activating the GPIO function in the configuration of a compatible user or tar-
get module, two lines of the PS/2 keyboard and the PS/2 mouse interface can be
used to receive signals (Input) or to give them out (Output).

NOTE: The PS/2 interfaces can be operated in either standard (keyboard/mouse)
or GPIO mode.

For user modules, the TS-LED (if available) can be configured to visualize the status
of one GPIO line.

Configuring the GPIO function of a user module

How to configure the GPIO function of a user module:
1. In the directory tree, click on KVM matrix system > [Name] > User modules.

2. Righ-click the user module you want to configure and click on Configuration in the
context menu.

3. Click on the tab GPIO.

4. If you want to use the GPIO lines of the PS/2 keyboard connector, adjust the follo-
wing settings under GPIO on Keyboard connector.

‘ IMPORTANT: Lines K1 and K2 are connected via the PS/2 keyboard connector.

If you want to use the GPIO lines of the PS/2 mouse connector, adjust the follo-
wing settings also under GPIO on Mouse Connector.

‘ IMPORTANT: Lines M3 and M4 are connected via the PS/2 mouse connector.

5. In the field Enabled select either No or Yes.
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6. Enter the following data under K1, K2, M3 and/or M4:

Operational mode:

Polarity:

Display:

Active display text:

Active display color:

Inactive display text:

Inactive display color:

By selecting the corresponding entry in the pull-down
menu, you determine whether the line receives (Input) or
outputs (Output) signals.

Select the polarity of the line:
= Negative
= Positive

Define whether texts (see below) about the status of the
line are to be displayed as information display (Enabled)
or not (Disabled).

Define the text to be displayed as information overlay
when the line is active.

Define the text color of the information overlay when the
line is active.

Define the text to be displayed as an information overlay
when the line is inactive.

Define the text color of the information overlay when the
line is inactive.

7. Click on OK to close the window.

Configuring the GPIO function of a target module

How to configure the GPIO function of a target module:

1. In the directory tree, click on KVM matrix system > [Name] > User modules.

2. Righ-click the target module you want to configure and click on Configuration in

the context menu.

3. Click on the tab GPIO.

4. If you want to use the GPIO lines of the PS/2 keyboard connector, adjust the follo-
wing settings under GPIO on Keyboard connector.

‘ IMPORTANT: Lines K1 and K2 are connected via the PS/2 keyboard connector.

If you want to use the GPIO lines of the PS/2 mouse connector, adjust the follo-
wing settings also under GPIO on Mouse Connector.

‘ IMPORTANT: Lines M3 and M4 are connected via the PS/2 mouse connector.

5. In the field Enabled select either No or Yes.
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6. Enter the following data under K1, K2, M3 and/or M4:

Operational mode: By selecting the corresponding entry in the pull-down
menu, you determine whether the line receives (Input) or
outputs (Output) signals.

Polarity: Select the polarity of the line:
= Negative
= Positive
Display: Define whether texts (see below) about the status of the

line are to be displayed as information display (Enabled)
or not (Disabled).

Active display text: Define the text to be displayed as information overlay
when the line is active.

Active display color:  Define the text color of the information overlay when the
line is active.

Inactive display text:  Define the text to be displayed as an information overlay
when the line is inactive.

Inactive display color: Define the text color of the information overlay when the
line is inactive.

7. Click on OK to close the window.

Restarting the matrix switch

This function enables you to restart the matrix switch. Before restarting the device
you are requested to confirm your action to prevent accidental restarts.

How to restart the matrix switch via web application:
1. In the directory tree, click KVM Matrix systems > [name] > Matrix switches.
2. Right-click the device. Now click the Restart on the context menu.

Confirm the safety request with Yes.

NOTE: You can also restart the device using the tools icon of the web application.
For this, click Tools > Restart to carry out the restart.

Adjusting the RS232 mode and the baud rate of the
service port

The RS232 interface of the matrix switch can be used for different applications. In
addition to controlling a powerswitch, the interface can be used by the customer
support team for service diagnoses.

Depending on the interface application, the interface mode and, if necessary, the
baud rate have to be selected.
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How to change the mode and/or the baud rate of the RS232 interface:

1.
2.

5.

Click on the KVM Matrix systems > [Name] > Matrix switches entries in the tree view.

Right-click the master matrix switch. Now click the Configuration entry in the con-
text menu.

. Use the RS$232 mode entry to select between the following options:

G&D Hardboot:  control of the Powerswitch (G&D Hardboot). ‘
Debug: diagnose mode (for support team)

. Use the R8232 baud rate entry to select between the following options:

9600 |
19200
38400
57600
115200

NOTE: Depending on the interface operating mode, the baud rate is possibly preset. ‘

Click OK to close the window.

Copying config settings of matrix switches

If a matrix switch of the KVM matrix system is replaced by another device, the settings
of the old device can be copied to the new one.

After the config settings have been copied, the new device is immediately ready for
operation.

IMPORTANT: The matrix switch whose settings are copied is afterwards deleted
from the KVM matrix system.

How to copy configuration settings of matrix switches:

1.
2.

3.

In the directory tree, click on KVM Matrix systems > [Name] > Matrix switches.

Right-click on the new matrix switch. Now click on Get config from ... in the con-
text menu.

A new window now lists all inactive matrix switches.

Select the matrix switch whose configuration settings you want to copy.

Click on OK to copy the config settings.
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Freeze mode

When the cable conenction between the target module and the user module is lost
during operation, the console monitor no longer shows an image in the default set-
tings of the KVM matrix system.

Enable the freeze mode if you want to display the last image received at the user
module before the loss of connection. This image is displayed until the connection is
reestablished.

ADVICE: To emphasize the lost connection, the image last received is either high-
lighted by a coloured frame and/or the note Frozen and the time past since the loss
of connection.

You can set the freeze mode for the entire system, too. The setting for the entire sys-
tem applies to all user modules. In addition, you can set the freeze mode individu-
ally for each user module.

How to configure the freeze mode for the entire system:

1. In the directory tree, click KVM Matrix systems > [Name] > Matrix switches.

2. Right-click the master matrix switch and click Configuration on the context menu.
3. Select one of the options under Freeze mode:

Disabled: Shows no image when connection is lost (default).

Enabled: Shows last image when connection is lost.

4. If the freeze mode is enabled, enable one or both options under Freeze visualization:

Frame: Shows a coloured frame when connectionis lost.
0SD: Shows the note Frozen and the time past since the loss of con-
nection.

5. Click OK to save your settings.

How to configure the freeze mode individually for a user module:
1. In the directory tree, click KVM Matrix systems > [Name] > Matrix switches.
2. Right-click the master matrix switch and click Configuration on the context menu.

3. Select one of the options under Freeze mode:

System: Apply setting to the entire system (see above).
Disabled: Shows no image when connection is lost (default).
Enabled: Shows last image when connection is lost.
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4. When the freeze mode is explicitly enabled for this user module, enable one or
both options under Freeze visualization:

Frame: Shows a coloured frame when connectionis lost.
0SD: Shows the note Frozen and the time past since the loss of con-
nection.

5. Click OK to save your settings.

Changing push event key modifiers and valid key-
modes

NOTE: This function is available only after activating the additional IP-Control-API
function.

Push event keys let users at consoles trigger push events via XML control.
The triggered push event contains the following information:

= the string entered by the suer,
= the console’s name and device 1D,
= name and device ID of the target switched to the console.

You can trigger a push event by pushing and holding the push event key modifier and
entering a valid string (see entry Valid push event keys).

How to change push event key modifiers or valid keymodes:
1. In the directory tree, click KVM Matrix systems > [Name] > Matrix switches.
2. Right-click the master matrix switch and click Configuration on the context menu.

3. Under Configuration, go to Push event key modifier and select af /east one modifier key
by ticking the control box:

= Cirl = Win \
= Alt = Shift
= Alt Gr \
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4. Under Valid push event keys, select one of the following options:

Only numbers: only numerical keys are forwarded as part of a push event
when pressing the push event key modifier

Only characters: only alphabetic keys are forwarded as part of a push event
when pressing the push event key modifier

Numbers and Numerical and alphabetical keys are forwarded as part of a

characters: push event when pressing the push event key modifier

IMPORTANT: The target computer’s operating system and its application pro-
grams are not able to use the selected keymode as hotkey when it is combined
with the selected select key modifier(s),.

5. Click OK to save your settings.

Rights administration
Right to change the personal profile
How to change the right to change the personal profile:
1. Click on the User area > Users entries in the tree view to change this right.
If you want to change this right for a user group, click on User area > User groups.

2. Right-click the user account or the user group you want to configure and click the
Configuration entry in the context menu.

3. Click the Matrix systems > Global device rights tabs.

4. Use the Edit personal profile entry in the Access rights paragraph to select between the
following options:

Yes: allows to view and edit own user profile

No: denies to view and edit own user profile

5. Click OK to save your settings.
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Optional functions
The functional range of the KVM system can be expanded by purchasing additional

functions.
Name Function Description
Push-Get func-  The Push-Get function enables you to push the page 102
tion image to or get the image from any computer
connected to the KVM matrix system to the dis-
play of another user console.
IP-Control-API  Use the C++ class library supplied with this page 105
function to access the KVM matrix system over a
TCP/IP connection.
Tradeswitch The Tradeswitch function optimises the opera- page 108
function tion of user modules that monitor several com-

puters over several monitors.

Instead of connecting keyboard and mouse to
each monitor, the Tradeswitch function pro-
vides a central keyboard/mouse for all operat-
ing tasks of the user console.
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Push-Get function (option)

NOTE: The functions and settings described in this chapter are only available if the
Push-Get function has been purchased.

The Push-Get function enables you to push the image to or get the image from any
computer connected to the KVM matrix system to the display of another user con-
sole.

This way, you can exchange and edit display contents.

The addressed user console can be a standard console or a large screen projection,
for example.

Changing the right for carrying out the Push-Get function

IMPORTANT: This setting is only available if the additional Push-Get function has
been activated.

How to change the right for using the Push-Get function:
1. Click the User area > Users entries to change this right for a user account.
If you want to change this right for a user group, click on User area > User groups.

2. Right-click the user account or the user group you want to configure. Now, click
on Configuration.

. Click the Matrix systems > Individual device rights tabs.
. Select the Consoles option in the drop-down menu.

. Choose the desired user module in the list field.

N v W

. Use the Push-Get entry to select one of the following options:

yes: enables the usage of the Push-Get function
no: denies the usage of the Push-Get function

7. Click OK to save your settings.

Setting push get keys

After you adjust the push-get key modifier(s) and a push/get key set and activate the
push-get key set in the user account, you can use key combinations on the console key-
board to move screen contents.

Changing push-get key modifiers and valid keys

Push-get keys let you move screen contents from or to a console by using key combi-
nations. For this, you can create Push-get key sets in the matrix system.
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In combination with a defined push-get key modifier a push-get key set defines the key
combination to be pressed for moving screen contents.

In addition to the push-get key modifier you can also define valid keys to be used as
push-get keys.

How to change push-get key modifiers or valid keys:
1. In the directory tree, click KVM Matrix systems > [Name] > Matrix switches.
2. Right-click the master matrix switch and click Configuration on the context menu.

3. Select at least one of the listed modifiers under Push get key modifier by marking the
respective entry:

= Cirl = Win \
= Alt = Shift
= Alt Gr \

4. Under Valid push-get keys, you can select one of the following options:

Only numbers: Only numerical keys are interpreted as push-get keys when
pressed in combination with the push get key modifier
Only characters: Only alphabetic keys are interpreted as push-get keys when
pressed in combination with the push get key modifier
Numbers and alphabetical and numerical keys are interpreted as push-get
characters: keys when pressed in combination with the push get

key modifier

IMPORTANT: The selected valid keys and the push get key modifier are o longer
provided as key combinations to the operating system and the applications on
the target computer.

5. Click OK to save your settings.

Administrating push get key sets

The KVM matrix system allows you to create 20 global push get key sets or ten indi-
vidual push get sets for each user.

Within push get key sets you can define push get keys for selected user modules to
move the screen content of a console.

NOTE: Global push get key sets are displayed in the personal profile of all users of
the KVM matrix system.
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Creating push get key sets

How to create push get key sets:
1. In the directory tree, click KVM Matrix systems > [Name] > Matrix switches.

2. Right-click the user account you want to configure and click Configuration on the
context menu.

3. Click the tabs Matrix systems > Personal Profile > Matrix switch.

4. Under Push get key set in the paragraph Matrix switch user configuration, click the [+]
button and enter the following data:

Name: Enter the name of the push get key set.
Comment: If desired, enter a comment about the push get key set.
Global: Mark this entry if you want the push get key set to be available in

the personal profile of all users of the KVM matrix system.

5. Click OK to save your settings.
Changing name, comment or global allocation

How to change the name, comment and/or the Global setting of push get key sets:
1. In the directory tree, click KVM Matrix systems > [Name] > Matrix switches.

2. Right-click the user account you want to configure and click Configuration on the
context menu.

3. Click the tabs Matrix systems > Personal Profile > Matrix switch.

4. Under Push get key set in the paragraph Matrix switch user configuration, select the
push get key set you want to edit and click Edit.

5. Edit the desired data of the push get key set:

Name: Enter the name of the push get key set.
Comment: If desired, enter a comment about the push get key set.
Global: Mark this entry if you want the push get key set to be available in

the personal profile of all users of the KVM matrix system.

6. Click OK to save your settings.

G&D DVICenter - 169



Push-Get function (option)

Defining push get keys for user modules

NOTE: Global push get key sets can only be edited by users with activated Superuser
rights (see page 73).

Without this right, only push get keys assigned to the user modules can be viewed.

How to define push get keys for user modules:
1. In the directory tree, click on User area > User.

2. Right-click the user account you want to configure and click Configuration on the
context menu.

3. Click the tabs Matrix systems > Personal Profile > Matrix switch.

4. Under Push get key set in the paragraph Matrix switch user configuration, select the
push-get key set you want to edit and click Edit.

5. Click the tab Assigned consoles.

6. Click the column Key combinations of the device whose push-get key you want to
change and enter the desired character(s).

7. Click OK to save your settings.

Assigning push get key sets to user accounts

By assigning a push get key set to a user account, the push get keys of the set are
evaluated for entries at the console and the screen content of the console can be
moved between monitors.

How to assign a push get key set to a user account or cancel an existing assignment:
1. In the directory tree, click on User area > User.

2. Right-click the user account you want to configure and click Configuration on the
context menu.

3. Click the tabs Matrix systems > Personal Profile > Matrix switch.

4. Under Push get key set in the paragraph Matrix switch user configuration, select the
push-get key set you want to activate.

5. Click OK to save your settings.
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Deleting push get key sets

NOTE: Global push get key sets can only be deleted by users with activated Supe-
ruser rights (see page 73).

How to delete a push get key set:
1. In the directory tree, click on User area > User.

2. Right-click the user account you want to configure and click Configuration on the
context menu.

3. Click the tabs Matrix systems > Personal Profile > Matrix switch.

4. Under Push get key set in the paragraph Matrix switch user configuration, select the
push-get key set you want to delete and click Delete.

5. Confirm the confirmation prompt by clicking Yes or cancel the process by
clicking No.

G&D DVICenter - 171



Scripting function

Scripting function

IMPORTANT: Using the scripting function requires the purchase and activation of
the premium function IP-Control-API.

The scripting function lets you create, manage and execute scripts.

A script is an XML document that contains one or more commands carried out by
the matrix switch.

EXEMPLARY SCRIPT TO ESTABLISH A CONNECTION

<?xml version="1.0" encoding="utf-8"?>

<root>
<connect>
<DviConsole>0x22222222</DviConsole> <!--ID of the user module -->
<DviCpu>0x33333333</DviCpu> <!--1D of the target module -->
<CloseDialogs/> <!-- Close 0SD after connect
</connect>
</root>

The structure of a valid XML document and any possible commands as well as their
syntax are described in the chapter XML control of the matrix switch of the separate Con-
figuration and Operation manual.

ADVICE: Use the OSD of the matrix system to save the switching condition of a
user console/multiple user consoles or of the entire system in a script (see chapter
Scripting function of the separate Configuration and Operation manual).

The scripts stored in the matrix system can be executed via the on-screen display of the
KVM matrix system.

Creating, editing and deleting scripts

IMPORTANT: Only users with assigned Superuser rights are able to create, edit and
delete scripts in the web application.

Creating a new script

How to create a new script:
1. In the directory tree, click on KVM matrix system > [Name] > Scripts.

2. Right-click on the display window and select New from the context menu.
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3.

4.

Enter the following data into the dialogue box:

Name: Enter the script name.
Matrix switch: Select the matrix switch for which you want to create the
script.

This setting is available only within a matrix grid.

Comment: If desired, enter any comment about the script.

Click on OK to save your settings.

Changing the script name

How to change the script name:

1.
2.

3.
4.

In the directory tree, click on KVM matrix system > [Name] > Scripts.

Right-click on the script you want to edit and select Configuration from the
context menu.

Enter the script name under Name.

Click on OK to save your settings.

Enabling or disabling a script

IMPORTANT: Disabled scripts cannot be executed and are not shown in the script
menu.

How to enable or disable a script:

1.
2.

In the directory tree, click on KVUM matrix system > [Name] > Scripts.

Right-click on the script you want to edit and select Configuration from the
context menu.

. Mark the check box Enabled to activate the script.

Uncheck the check box to deactivate the script.

. Click on OK to save your settings.
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Changing the comment of a script

How to change the comment of a script:
1. In the directory tree, click on KVM matrix system > [Name] > Scripts.

2. Right-click on the script you want to edit and select Configuration from the
context menu.

3. Enter a comment under Comment.

4. Click on OK to save your settings.

Changing the XML document of a script

The script commands are stored in an XML document. Each XML document can
contain one or several commands.

The structure of a valid XML document and any possible commands as well as their
syntax are described in the chapter XML control of the matrix switch of the separate Con-
figuration and Operation manual.

ADVICE: Use the OSD of the matrix system to save the switching condition of a
user console/multiple user consoles or of the entire system in a script (see chapter
Scripting function of the separate Configuration and Operation manual).

How to change the XML document of a script:

1. In the directory tree, click on KVM matrix system > [Name] > Scripts.

2. Right-click on the script you want to edit and select Configuration from the
context menu.

3. Enter the contents of the XML document under Text or edit the XML document
that you have already saved.

4. Click on OK to save your settings.

Changing the owner of a script

A script can be executed by users who are the owner of the script or if they are
assigned with rights to execute the script.

NOTE: Only scripts without owners can be added to script groups.
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How to change the owner of a script:
1. In the directory tree, click on KVM matrix system > [Name] > Scripts.

2. Right-click on the script you want to edit and select Configuration from the
context menu.

3. Click on the tab Owner.
4. Mark the Owner check box of the user account that owns the script.

Uncheck the Owner check box if only users assigned with the required rights to
execute scripts should be able to execute the script.

5. Click on OK to save your settings.

Changing the availability of a script

If a script is not assigned to any user module, the script is shown in all user module
whose users are assigned with the right to execute the script.

If the script is assigned to one or several user modules, the script is shown only at the
assigned user module(s) if their users are assigned with the right to execute the
script.

How to change the availability of a script:
1. In the directory tree, click on KVM matrix system > [Name] > Scripts.

2. Right-click on the script you want to edit and select Configuration from the
context menu.

3. Click on the tab Availability.

4. Mark the Availability check box(es) of the user modules that have access to the
script.

Uncheck the active Availability check box(es) to show the script on all user modules.

5. Click on OK to save your settings.

Executing a script on another matrix switch

When you created a script you defined on which matrix switch the script is to be
executed.

The script configuration lets you define that the script is to be executed on one or
two other matrix switch(es). This requires that the premium function IP-Control-API is
also activated on the target matrix switch(es).

How to define an alternative target matrix switch:
1. In the directory tree, click on KVM matrix system > [Name] > Scripts.

2. Right-click on the script you want to edit and select Configuration from the context
menu.
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3. Click on the tab Target matrix.

4. Enter the following data:

IP address/ Enter the IP address or the DNS name of the
DNS name 1:  fr5 target matrix switch.

IP address/ Optionally, Enter the IP address or the DNS name of the
DNS name 2 second target matrix switch.

Port: Enter the port of the configured accesses for the text-based con-
trol of both target matrix switches.

NOTE: Click on Delete if you want to execute the script exclusively on the matrix
switch you selected while creating the script.

5. Click on OK to save your settings.

Joining or grouping scripts

Existing scripts can be either joined or grouped. these two options differentiate as
follows:

= Join: The XML documents of the scripts selected are copied a new script in the
order in which they were selected. You can edit the XML document in the new
script.

= Group: After you created a group, add the already existing scripts of the group.
When executing a script group the individual scripts belonging to this group are
executed subsequently.

Individual scripts can still be executed separately. Changes within these scripts
have an effect when executing the script group.

Joining scripts
How to join existing scripts to a new script:

1. In the directory tree, click on KVM matrix system > [Name] > Scripts.

2. Inthe display window, mark the existing script you want to join.

ADVICE: Press the Cirl key to select several scripts from the list.
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3. Right-click on one of the marked scripts and select Join from the context menu.

4. Enter the following data:

Name: Enter the script name.
Matrix switch: Select the matrix switch for which you want to create the
script.

This setting is available only within a matrix grid.

Comment: If desired, enter any comment about the script.

5. If desired, you can change the order of the scripts you want to join. Mark a script
and click on #| (arrow up) or * (arrow down). The selected script is moved either
up or down.

6. Click on OK to save your settings.

Grouping scripts

How to create a new script group:

1. In the directory tree, click on KVM matrix system > [Name] > Scripts.

2. Right-click on the display window and select New from the context menu.

3. Enter the following data:

Name: Enter the name of the script group.
Matrix switch: Select the matrix switch for which you want to create the
script group.

This setting is available only within a matrix grid.

Comment: If desired, enter any comment about the script group.

4. Click on OK to create the script group.

How to manage the members of a user group:
1. In the directory tree, click on KVM matrix system > [Name] > Script groups.

2. Right-click on the script group you want to edit and select Configuration from the
context menu.
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3.

7.

Click on the tab Members.
Here, you can add scripts to or delete them from the script group.

The dialogue consists of two tables which list the scripts of the KVM system:

Not assigned: Shows scripts that are not assigned to this group.

Assigned Shows scripts that are assigned to this group.
group members:

. Mark the script you want to add to or delete from the group.

. Click on #| (arrow right) to add the script to the group or on <« (arrow leff) to delete

the script from the member list.

. If desired, you can change the order of the scripts within the group. Mark a script

and click on #/| (arrow up) or #| (arrow down). The selected script is moved either
up or down.

Click on 0K to save the settings of the script group.

Changing the availability of a script group

If a script group is not assigned to any user module, the script group is shown in all
user module whose users are assigned with the right to execute the script group.

If the script group is assigned to one or several user modules, the script group is
shown only at the assigned user module(s) if their users are assigned with the right
to execute the script group.

How to change the owner of a script group:

1.
2.

In the directory tree, click on KVM matrix system > [Name] > Script groups.

Right-click on the script group you want to edit and select Configuration from the
context menu.

. Click on the tab Availability.

. Mark the Availability check box(es) of the user modules that have access to the

script group.

Uncheck the active Availability check box(es) to show the script group on all user
modules.

. Click on 0K to save your settings.
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Assigning rights to execute scripts and script
groups

NOTE: Users always have the right to execute and delete their own scripts (Owner).
This option does not require any additional rights.

Executing a script that is not assigned to your own user account requires the right to
execute this script. The same applies for script groups.

The right to execute scripts can be assigned in the settings of a user account. You can
also manage this right via user groups (see Efficient rights administration on page 65).

Defining the right to execute a script

How to change the right to execute a particular script:
1. In the directory tree, click on User area > User.
In case of a user group, click on User area > User groups.

2. Right-click on the user account or the user group you want to configure and select
Configuration from the context menu.

. Click on the tab Matrix systems.
. Click on the tab Scripting rights.

. Select the desired script from the list on the left-hand side.

N U o W

. Under Execution, select one of the following options:

Yes: Allows the execution of the script group.

No: Denies the execution of the script group.

7. Click on OK to save your settings.
Defining the right to execute a script group

How to change the right to execute a particular script group:
1. In the directory tree, click on User area > User.
In case of a user group, click on User area > User groups.

2. Right-click on the user account or the user group you want to configure and select
Configuration from the context menu.

3. Click on the tab Matrix systems.
4. Click on the tab Scripting group rights.
5. Select the desired script group from the list on the left-hand side.
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6. Under Execution, select one of the following options:

Yes: Allows the execution of the script group.

No: Denies the execution of the script group.

7. Click on OK to save your settings.

Assigning and configuring script keys

After the script key modifier(s) and a script key set have been adjusted and a script
key set has been activated in the user account, a script can be executed by pressing
key combinations on the console keyboard.

Using script keys at user modules

Opening the on-screen display is not necessary for using script keys to execute
scripts. Hence, scripts can be executed much faster if you know the script keys
required for the execution.

How to use script keys to execute a script via OSD:

1. Press the script key modifier key(s) defined in the matrix system and the script
key assigned to the script.

EXAMPLE:
= Script key modifier keys:Win+ Shift
= Script key for script: 1

Press and hold the keys Win+Shift while pressing script key 1. The scrip is exe-
cuted when releasing the keys.

More information:

= Changing the script key modifier and the valid keys on page 180
= Defining script keys for certain scripts on page 183

= Assigning a script key set to a user account on page 183

Changing the script key modifier and the valid keys

Script keys let you execute scripts quickly with the help of hotkeys. For this, you can
create script key sets in the matrix system.

Together with a defined script key modifier, a script key set defines the hotkey to be
pressed to execute a script.

In addition to defining the script key modifier, you can also define keys to be used as
script keys.
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How to change the script key modifier or the valid keys:
1. In the directory tree, click on KVM Matrix systems > [Name] > Matrix switches.

2. Right-click on the master matrix switch and select Configuration from the context
menu.

3. Select at least one of the modifiers listed under Script key modifier by marking the
respective entry:

= Ctrl = Win
= Alt = Shift
= Alt Gr

4. Under Valid keys, select one of the following options:

Only numbers: only numerical keys are interpreted as script keys when
pressed in combination with the script key modifier

Only characters: only alphabetic keys are interpreted as script keys when
pressed in combination with the script key modifier

Numbers and alphabetical and numerical keys are interpreted as script keys

characters: when pressed in combination with the script key modi-
fier

IMPORTANT: The selected valid keys and the script key modifier(s) are no longer
provided as key combinations to the operating system and the applications
installed on the target computer.

5. Click on OK to save your settings.

Administrating script key sets

The KVM matrix system lets you create 20 global script key sets or ten additional,
individual script key sets for each user.

Within script key sets you can define individual script keys to execute individual
scrips.

NOTE: Global script key sets are displayed in the personal profile of all users of the
KVM matrix system.

How to create a script key set:

1. In the directory tree, click on User area > User.

2. In the display window, right-click on the user account you want to configure and
select Configuration from the context menu.

3. Click on the tabs Matrix systems > Personal profile > Matrix switch.
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4. Under Script key set, click on the [+] button and enter the following data:

Name: Enter the name of the script key set. ‘
Comment: Enter a comment regarding the script key set.
Global: Mark this entry if you want the script key set in the personal pro-

file to be available for all users of the KVM matrix system.

5. Click on OK to save your settings.

How to change the name, comment and/or Global setting of a script key set:
1. In the directory tree, click on User area > User.

2. In the display window, right-click on the user account you want to configure and
select Configuration from the context menu.

3. Click on the tabs Matrix systems > Personal profile > Matrix switch.

4. Go to Script key set under Matrix switch user config to select the script key set you
want to edit and click on Edit.

5. Change the desired data of the script key set:

Name: Enter the name of the script key set. ‘

Comment: Enter any comment regarding the script key set.

Global: Mark this entry if you want the script key set in the personal
profile to be available for all users of the KVM matrix system.

6. Click on OK to save your settings.

How to delete a script key set:

NOTE: Global script key sets can only be deleted by users with activated Superuser
rights (see page 73).

1. In the directory tree, click on User area > User.

2. In the display window, right-click on the user account you want to configure and
select Configuration from the context menu.

3. Click on the tabs Matrix systems > Personal profile > Matrix switch.

4. Go to Script key set under Matrix switch user config to select the script key set you
want to delete and click on Delete.

5. Confirm the security prompt by clicking on Yes or cancel the process
by clicking on No.
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Defining script keys for certain scripts

NOTE: Global script key sets can only be edited by users with activated Superuser
rights (see page 73).

Without this right, you can view only the script keys assigned to the script.

How to define the script keys of the script:
1. In the directory tree, click on User area > User.

2. In the display window, right-click on the user account you want to configure and
select Configuration from the context menu.

3. Click on the tabs Matrix systems > Personal profile > Matrix switch.

4. Go to Script key set under Matrix switch user config to select the script key set you
want to edit and click on Edit.

5. Click on the tab Assigned scripts.

6. Click on the column Keys of the script whose script keys you want to change and
enter the desired character(s).

7. Click on OK to save your settings.

Assigning a script key set to a user account

By assigning a script key set to a user account, the script keys defined in the set are
evaluated and the script is executed.

How to assign a script key set to a user account or cancel the existing assignment:
1. In the directory tree, click on User area > User.

2. In the display window, right-click on the user account you want to configure and
select Configuration from the context menu.

3. Click on the tabs Matrix systems > Personal profile > Matrix switch.

4. Go to Script key set under Matrix switch user config and select the script key set you
want to activate.

5. Click on OK to save your settings.
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OSD settings of the Scripting function

Editing the default menu mode

In the defaults, after accessing the OSD at a user module, you can select a computer
via the Select menu. If desired, you can use your personal profile to define that the
Script menu is shown directly after you open the OSD.

ADVICE: Independent of the default setting, you can always use the hotkey Ctrl+X
to switch between Select menu and Script menu.

How to edit the default menu mode:

1. In the directory tree, click on User area > User.

2. In the display window, right-click on the user account you want to configure and
select Configuration from the context menu.

3. Click on the tabs Matrix systems > Personal profile > Matrix switch.

4. Select one of the following options under Default Selection Dialog:

Select: The Select menu is shown after you open the OSD.
Scripting:  The Script menu is shown after you open the OSD.

5. Click on OK to save your settings.
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Switching threshold to switch the menu mode by mouse

In addition to switching the menu mode via the hotkey Cirl+X you can also use the
mouse to switch between menu modes.

ADVICE: After the activation of the switching of the menu mode by mouse, you
can move the mouse to the left or to the right to switch between the two modes in
the Select menu and in the Script menu.

IMPORTANT: Switching the menu mode by mouse is 7ot possible if the entry is not
available in the Select menu or in the Script menu!

How to activate/deactivate the switching threshold and/or adjust its sensitivity:
1. In the directory tree, click on User area > User.

2. In the display window, right-click on the user account you want to configure and
select Configuration from the context menu.

3. Click on the tabs Matrix systems > Personal profile > Matrix switch.

4. Under Select Dialog Replace Sensitivity, adjust the sensitivity of the switching thresh-
old by entering a value between 1 and 10.

NOTE: To deactivate the switching between menus by mouse, enter 0.

5. Click on OK to save your settings.

G&D DVICenter - 185



IP-Control-API (option)

IP-Control-API (option)

After the »IP-Control-API« function has been activated, the supplied C++ class library
can be used to control the KVM matrix system over a TCP/IP connection.

A touchscreen or a custom software can be integrated into the KVM matrix system.
Use the self-developed touchscreen software or the custom software to access the
Application Programming Interface of the class library.

The Application Programming Interface (API) enables you to execute the functions of the
KVM matrix system that are listed at the bottom of this page.

ADVICE: As an alternative to programming own software solutions, the provided
command line tool can be called out of script files, for example.

C+ +class library functions

The C++ class library provides the following functions:
= Logon User: user logon at user module

= Logout User: user logout at user module

= Connect CPU: accesses target module with user module

NOTE: This function can only be carried out if a user with ViewOnly or FullAccess
rights is logged in at the user module, or the console is an OpenAccess console
that provides those rights.

= Disconnect CPU: disconnects active access

= Get Connections: queries connection data of »occupied« user modules
= Get DVICenter: queries known matrix switches

= Get CPUs: queries known target modules

= Get Consoles: queries known user modules

= Redirection: redirects keyboard and mouse data

NOTE: Only after you have purchased the additional »Tradeswitching« func-
tion, you are enabled to forward keyboard and mouse data to another user
module or target module.
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Configuring accesses for text-based control

Use the web application Config Panel to configure the service for text-based control.
In the web application, you can define »remote control« accesses and their settings.

IMPORTANT: Text-based control is only possible with these accesses.

How to create a new access or edit existing accesses:
1. In the directory tree, click KVM Matrix systems > [Name] > Matrix switches.

2. Right-click the device you want to configure and click Configuration on the context
menu.

3. Click on Network> Remote Control.

4. To create a new access, click Add.
To adit an existing access, click Edit.

5. Enter or edit the following data:

Access: Select the protocol (TCP) or (UPD) you want to use for text-
based communication.

Port: Enter the port you want to use for text-based communica-
tion.

Status: Select if the access is enabled or disabled.

Encryption: The following types of encryption are supported:

= unencrypted: Select None to transmit the data without
encryption (default).

= partly encrypted: Select Password: CBC-3DES,
to transmit only login passwords with encryption.

= encrypted: Select CBC-3DES to transmit date entirely
encrypted.

Key: After enabling an encryption method, enter the key.

Some encryption modes require an additional initialisation
vector. If necessary, enter the key followed by a colon () and
the initialisation vector.

6. Click OK to save your settings and to close the window.
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Tradeswitch function (option)

NOTE: The functions and settings described in this chapter are only available, if
the purchased Tradeswitch function has been activated.

The Tradeswitch function optimises the operation of user modules that monitor sev-
eral computers over several monitors.

Instead of connecting keyboard and mouse to each monitor, the Tradeswitch func-
tion provides a central keyboard/mouse for all operating tasks of the user module.

In order to enable this, up to eight user modules of a KVM matrix system are
arranged into groups, which form the multi-monitor console.

Each user module within a group is provided with a monitor, but only one of the
group’s user modules is provided with keyboard and mouse. By using a hotkey, the
user is now able to switch these two input devices to each monitor. Now, each com-
puter of the group can be operated.

Further information:

= Creating Tradeswitch workplaces on page 188

= Assigning devices to Tradeswitch workplaces on page 191

= Defining the master workplace of Tradeswitch workplaces on page 192
= Changing Tradeswitch keys and valid keys on page 189

= Enabling or disabling startup while missing keyboard on page 102

Basic configuration
Creating Tradeswitch workplaces

How to create new Tradeswitch workplaces:
1. In the directory tree, click KVM Matrix systems > [Name] > Matrix switches.

2. Right-click the matrix switch you want to configure. Now click Configuration on
the context menu.

3. Click the Workplaces tab.

IMPORTANT: The Workplaces tab only becomes active after the Tradeswitch keys
and the valid keys (see page 164) are defined.

. Click Add.
. Use the Name entry to enter the workplace name.

. Optional: Use the Comment entry to enter a comment about the workplace.

N O U

. Click OK to leave the interface.
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Changing names and comments of Tradeswitch workplaces

How to change names and comments of Tradeswitch workplaces:
1. In the directory tree, click KVM Matrix systems > [Name] > Matrix switches.

2. Right-click the matrix switch you want to configure. Now click Configuration on
the context menu.

. Click the Workplaces tab.
. Select the Tradeswitch workplace you want to edit and click Change.
. Use the Name entry to enter the workplace name.

. Optional: Use the Comment entry to enter a comment regarding the workplace.

N O o W

. Click OK to leave the interface.
Deleting Tradeswitch workplaces

How to delete Tradeswitch workplaces:
1. In the directory tree, click KVM Matrix systems > [Name] > Matrix switches.

2. Right-click the matrix switch you want to configure. Now click Configuration on
the context menu.

3. Click the Workplaces tab.
4. Select the Tradeswitch workplace you want to delete and click Delete.

5. Confirm the confirmation prompt by clicking Yes or cancel the process by
clicking No.

Changing Tradeswitch keys and valid keys

The Tradeswitch keys enable you to switch the keyboard and mouse signals from one
user module to another one or to a target computer by pressing a key combination.

In the Tradeswitch function section of the Configuration menu, several user modules
and/or target computers can be grouped into a workplace. You can define the keys
to be pressed in order to switch the keyboard and mouse signals to a particular user
module or target computer.

In addition to defining the Tradeswitch key modifier, you can also define the valid
keys for the Tradeswitch keys.
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How to change Tradeswitch key modifiers or valid keys:

1.
2.
3.

5.

In the directory tree, click KVM Matrix systems > [Name] > Matrix switches.
Right-click the master matrix switch. Now click Configuration on the context menu.
Select at least one of the listed select key modifiers in the Tradeswitch key modifier
row by marking the entry.

« Cirl |
= Alt

» Alt Gr |
= Win

= Shift |

. Use the Valid keys row to select one of the following options:

Only numbers: only numerical keys are interpreted as select keys when pressed
in combination with the select key modifier

Only characters:  only alphabetic keys are interpreted as select keys when pressed
in combination with the select key modifier

Numbers and alphabetical and numerical keys are interpreted as select keys
characters: when pressed in combination with the select key modifier

IMPORTANT: The selected keymode and tradeswitch key modifier(s) are #no
longer provided as key combinations to the operating system and the applica-
tions on the target computer.

Click OK to save your settings.
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Detailed configuration of Tradeswitch workplaces

Assigning devices to Tradeswitch workplaces

ADVICE: Giving the targets self-explanatory names that refer to the function or the
location of the device simplifies the configuration of the Tradeswitch workplace.

Detailed information on how to rename the target modules can be found on page 88.

How to assign target or user modules to the Tradeswitch workplace:

IMPORTANT: Any computers that are locally connected to the DVI-CON-s or
UCON-Audio-s user modules cannot be operated through the Tradeswitch function
if these user modules are added as slave devices to the Tradeswitch workplace.

If these workplaces are master workplaces (see page 192), the local devices can be
operated without any restrictions.

1. In the directory tree, click KVM Matrix systems > [Name] > Targets.

NS}

. Right-click the matrix switch you want to configure. Now click Configuration on
the context menu.

. Click the Workplaces tab.
. Select the Tradeswitch workplace you want to edit and click Change.

. Click the Assigned workplace members tab.

N v A W

. Use the drop down menu to select the type of devices to be displayed in the select
window.

Choose between the following options:

[All targets] Displays all target modules within the system

[Unassigned] Displays the target module that are [Notassigned] to the
view filter

Workplaces Displays all user modules within the system

Search... Selecting this option opens another window. Select the

desired View filter in the tree view.

7. Use the Key combination column to select the device whose Tradeswitch key you
want to change and enter the desired character(s).

8. Repeat step 7 if you want to change the Tradeswitch key of another device.

9. Click OK to save your changes.
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Defining the master workplace of Tradeswitch workplaces

ADVICE: By giving the targets self-explanatory names that connect to the function
or the location of the device, the configuration of the Tradeswitch workplace is
highly simplified.

Detailed information on how to rename the target modules can is given on page 88.

Within a Tradeswitch workplace a workplace has to be defined to which keyboard
and mouse are connected. This master workplace also provides information on
accessing users.

How to define a master workplace of Tradeswitch workplaces:
1. In the directory tree, click KUM Matrix systems > [Name] > Matrix switches.

2. Right-click the matrix switch you want to configure. Now click Configuration on
the context menu.

. Click the Workplaces tab.
. Select the Tradeswitch workplace you want to edit and click Change.

. Click the Assigned workplace members tab.

N v A W

. Use the drop down menu to select the type of devices to be displayed in the selec-
tion window.

Choose between the following options:

[All targets] All target modules within the system ‘

[Unassigned] Target modules that are [Not assigned] to the view filter

Workplaces All user modules within the system ‘

Search... This option opens another window. Select the desired View
filter in the tree view to only display the herein contained
devices in the select window.

7. Select the entry in the Master column of the device that is to serve as master work-
place.

8. Click OK to save your changes.
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Enhanced functions

Enabling or disabling the Tradeswitching information display

If you purchased the Tradeswitch function, the messages »Forwarding to...« (at the master
workplace) or » Forwarded« (at the target workplace) can be displayed at the monitor.

How to enable or disable the Tradeswitching information display:
1. In the directory tree, click KUM Matrix systems > [Name] > Consoles.

2. Right-click the user module you want to configure. Now click the Configuration
entry on the context menu.

3. Click the General tab.

4. Use the Display Tradeswitching entry to select between the following options:

Yes: Enables information display

No: Disables information display

5. Click OK to save your changes.
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CrossDisplay Switching

‘With CrossDisplay Switching (CDS), you can use the mouse to switch between the mod-
ules of a Tradeswitch configuration (see page 188 ff.).

IMPORTANT: Depending on operating system and mouse driver, there might be
some restrictions:
= Under Mac OS, the mouse might jitter at the edge of the screen.

= Under Linux there might be some problems when placing and moving the
mouse.

NOTE: It is possible that mouse gestures used by some programs (like Firefox) to
run functions cannot be applied.

Using »CrossDisplay Switching«

1 2 3
< N >
J I

Figure 1: Exemplary order of three monitors
How to use CrossDisplay Switching to switch to another module:

Move the cursor to the edge of an active monitor placed next to another monitor.

The matrix switch switches to the module of the next monitor and positions the cur-
sor. You will barely realize the switching between computers.

EXAMPLE: If you move the cursor to the right edge of Monitor 2, the matrix switch
switches to the module connected to Monitor 3.

If you move the cursor to the left edge of Monitor 2, the matrix switch switches to
the module connected to Monitor 1.

If you reach the outer edges (left edge of Monitor 1 or right edge of Monitor 3) CrossDis-
play Switching does not take place.

If you hold a mouse key while moving the mouse, switching cannot be carried out.
However, you can still drag and drop objects.

ADVICE: When using multi head groups, you can enable specific mouse modes
that allow drag and drop operations when working with Windows and Linux
operating systems (see page 215).
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NOTE: You can define the monitor order in the web application (see page 200).

Requirements for »CrossDisplay Switching«
Using CrossDisplay Switching requires the following:

= Enabled premium Tradeswitch function (see page 188).

= Established and configured Tradeswitch configuration (Workplace) (see page 188).
= Enabled CrossDisplay Switching (see page 199).

= Order of console monitors saved in the web application (see page 200).

IMPORTANT: Only USB target modules connected to the target computer by USB
cables support CrossDisplay Switching.

Order and proportions of monitors
Figure 1 shows three monitors placed in a row.

In addition to monitors placed next to each other, any combinations are supported.
Even the monitors’ proportions can vary. The following table shows some examples
and describes special features.

NOTE: In the web application you can save the order and proportions of your
monitors according to how they are placed on the desk.

r Y \ In addition to switching to a monitor
placed on the left or the right side of
the active monitor, you can also switch
to monitors placed above or below the
active monitor:

\, 2\ <

( Y ) Move the cursor to one of the edges
between monitors 1 and 3 or 2 and 4 to
switch from an upper monitor to a
lower monitor (or vice versa).

. V. J

s \  If the monitors are placed as shown on

the left, it is important to mind the exact
vertical cursor position when reaching

1 the lower edge of Monitor 1:
= In the first third you can switch to
monitor 2.
s 4 = Inthe second third you can switch to

3 4 monitor 3.
2 = In the last third you can switch to

. J monitor 4.
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If the monitors are placed as shown on

1 the left, it is important to mind the exact
horizontal cursor position when reaching
3 the left or right edge of Monitor 3:
2 5 = In the upper half you can switch to
monitors 1 or 4.

= In the lower half you can switch to
monitors 2 or 5.

Including multi-head monitors

NOTE: A description on how to create CDS multihead groups is given on
page 206. For CDS with multihead groups, the individual channels are not managed,
configured and switched as group, but individually in the KVM matrix system.

Matrix systems support computers whose desktop is displayed on multiple monitors
(see page 144 ff.). These computers are called multi-head computers.

By default, the monitor of a multi-head computer is displayed in the standard moni-
tor size. However, you can change the size (monitor 2 in the example below) to the
proportions of the other monitors:

1| 2

Figure 2: Two monitors of a multi-head computer between other monitors

NOTE: Install the driverr G&D CDS Multi-Monitor Support if you cannot move the cursor
across both monitors of a multi-head computer.

You can download the driver from www.gdsys.de under Downloads > Drivers.
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The »CrossDisplay Switching« tab

In the web application, you can save the order and proportions of console monitors.
Based on these information, the matrix switch switches to the desired monitor if you

move the cursor to the edge of a monitor.

CROSSDISPLAY SWITCHING

Name ﬁ L
=5 User module 4 -
B3 User module 5 ﬂ & User module 1 o User module 2 User module 3
B3 User module & canl con2 con3
E@ Target module 1
n
@

MName: User module 1 Keys: con1 Master: Yes

Figure 3: The tab »CrossDisplay Switching«

— Print

The tab is divided into four parts. The following paragraphs provide detailed infor-

mation about each part.

List of modules

The lef column lists all target and user modules that are assigned to the TradeSwitch

console and 7ot placed in the workspace.

Click #| (right arrow) to move the selected module to the display range.

ADVICE: You can also drag and drop the modules by mouse or use the module’s
context menu to move the module to the display range.
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Workspace

The right column (in the following called workspace) shows monitors of modules you
can switch by using CrossDisplay Switching.

Monitors are displayed as rectangles. Both the module name and the assigned
Tradeswitch key are displayed in the rectangle. You can use the handles to change
the rectangles’ height and width.

Figure 3 shows the handles as small black boxes framing User module 1.

Click | (left arrow) to remove the selected rectangle from the workspace.

ADVICE: You can also drag and drop the modules by mouse or use the module’s
context menu to remove the rectangle from the workspace.

The workspace’s standard zoom level shows 88 units. However, you can adjust
the size of the workspace:

= Press §i/ (zoom in) or the hotkey Ctrl+[+] to maximize the workspace. The maxi-
mum zoom level shows a workspace of 4 x4 units.

= Press 84| (zoom out) or the hotkey Ctrl+[-] to minimize the workspace. In the mini-
mum zoom level, the workspace is displayed as 32 % 32 units (default setting).

= You can reset the standard zoom level by pressing Cirl+0.

NOTE: The maximum size of the workspace is adjusted dynamically if you drag an
element beyond the available workspace.

You can increase the original size of 32 X 32 units as required.

Status bar

The status bar at the lower edge of the window informs you about the following fea-
tures of the selected module:

= Name of user module or target module
= Assigned Tradeswitch key
= Master status of user modules

NOTE: The master user module of the Tradeswitch console displays Yes. Every
other module displays No.
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Configuration

IMPORTANT: Before you can configure the CrossDisplay Switching feature, you need
to enable the premium Tradeswitch function (see page 188) and create a Tradeswitch
configuration (see page 188).

Enabling »CrossDisplay Switching«

If you want to use the CrossDisplay Switching feature, we recommend enabling the fea-
ture for the entire system. The feature applies for all target modules that use the set-
tings for the entire system (standard).

You can override the systemwide settings for each target module and enable or disa-
ble CrossDisplay Switching for certain target modules only.

ADVICE: You can also disable the system settings and enable CrossDisplay Switching
only in settings of target modules on which you want to use the feature.

How to change the system settings of the »CrossDisplay Switching« feature:

1. In the directory tree, click KVM matrix systems > [Name] > Matrix switches.

2. Right-click the matrix switch, and click Configuration on the context menu.

3. Click the General tab.

4. Under CrossDisplay Switching, you can choose between the following options:

Disabled: CrossDisplay Switching is disabled for the entire system.
Enabled: CrossDisplay Switching is enabled for the entire system.

ADVICE: You can enable or disable CrossDisplay Switching for certain modules
independently of the selected system settings (see below).

5. Click OK.

How the change »CrossDisplay Switching« settings of target modules:
1. In the directory tree, click KUM matrix systems > [Name] > Target modules.

2. In the display range, right-click the target module you want to configure, and
click Configuration on the context menu.
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3. Under CrossDisplay Switching, you can choose between the following options:

System: The matrix switch settings are applied to the entire system (see
above).

Disabled: CrossDisplay Switching is disabled for this target module. The system
settings are ignored.

Enabled: CrossDisplay Switching is enabled for this target module. The system
settings are ignored.

4. Click OK.

Saving order and proportions of monitors

You can only switch to the next monitor if you provide information about the mon-
itors’ order and proportions.

NOTE: Only after these information are provided in the web application and com-
ply with the order and proportions of the monitors placed at the desk, you can
place the mouse exactly to switch to the desired monitor.

How to save order and proportions of monitors:

. In the directory tree, click KVM matrix systems > [Name] > Matrix switches.
Right-click the matrix switch, and click Configuration on the context menu.
. Click the Workplaces tab.

In the list, double-click the Workplace you want to configure.

. Click the CrossDisplay Switching tab.

NOTE: The different elements of this tab are described on page 197.

6. Adjust the monitors as described on the following pages until the workspace
resembles the monitors at your desk.

7. Click OK.
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How to add monitors to the workspace:

1. In the leff column, select a target or user module.

ADVICE: You can select multiple modules by pressing Shift or Cirl while moving
the mouse.

. Click #| (left arrow).

ADVICE: You can also drag and drop monitors by mouse or use the rectangle’s
context menu.

In the workspace, each added module is displayed as grey rectangle (2 X 2 units)
with a black frame and is placed at an available position.

The rectangle symbolises the module monitor at your desk. The name of the con-
nected module and the assigned Tradeswitch key are displayed in the rectangle.

How to remove monitors from the workspace:

1.

In the right column, select the rectangle of the monitor you want to remove.

ADVICE: You can select multiple monitors by pressing Shift or Cirl while moving
the mouse.

. Click | (legft arrow).

ADVICE: You can also drag and drop monitors by mouse or use the rectangle’s
context menu.

Each removed module monitor is added to the list of modules in the Zeff column.

How to move monitors within the workspace:

IMPORTANT: Exact switching is only possible if the monitors in the web applica-
tion are placed in the same order as on your desk.

NOTE: Spaces between the monitors in the workspace are skipped during CrossDis-
play Switching.

1.
2.

Move the mouse over the rectangle of the monitor you want to move.

Press and hold the left mouse key while dragging the rectangle to the desired posi-
tion.

If the frame of the rectangle turns red while dragging it, the current position is
(partly) occupied and therefore the rectangle cannot be placed there.

Drag the handle beyond the right or left edge if the workspace is too small for the
monitor size you want to adjust. The workspace maximizes automatically.

. Release the left mouse key when a green frame is displayed.
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How to adjust the proportions among monitors:

NOTE: You need to adjust the monitor proportions exactly to position the mouse
precisely and switch between monitors.

The monitor resolution is not important for this step.

1. Click on the rectangle of the monitor for which you want to change the size.

On each of the rectangle’s corners and in the middle between the two corners you
can see adjustment handles (small black squares).

2. Click one of the handles and hold the left mouse key while dragging the handle to
the desired position.

If the frame of the rectangle turns red while dragging it, the position is (partly)
occupied and therefore the rectangle cannot be placed there.

Drag the handle beyond the right or left edge if the workspace is too small for the
monitor size you want to adjust. The workspace maximizes automatically.

3. Release the left mouse key after a green frame is displayed.

4. Repeat steps 2 and 3 with the other handles.

Adjusting the general mouse speed

‘With active CrossDisplay Switching, the mouse speed is not controlled by the operating
system of the target computer but by the matrix switch.

If the cursor on the monitor of the target computer moves too fast or too slow, you
can adjust the speed in the matrix switch.

You can adjust the mouse speed for the entire system or for one target module only.

How to change the system settings of the mouse speed:

1. In the directory tree, click KVM matrix systems > [Name] > Matrix switches.
2. Right-click the matrix switch and click Configuration on the context menu.
3. Click the General tab.

4. Move the Mouse speed controller to the desired value.

5. Click OK.

How to change the mouse speed of target modules:
1. In the directory tree, click KVM matrix systems > [Name] > Target modules.

2. In the display range, right-click the target module you want to configure and
click Configuration on the context menu.

3. Under CrossDisplay Switching you can choose between the following options:
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a. If you want to apply the system settings of the mouse speed to the target mod-
ule, enable the System option under Mouse speed.

b.If you want to set an individual mouse speed, disable the System option and set
the controller to the desired value.

4. Click OK.

CDS mouse positioning

When moving the mouse cursor to an edge of the active monitor with a second
monitor placed next to the active monitor, the mouse cursor remains at the position
at which the switching to the module of the second monitor takes place.

NOTE: When switching between channels via CDS, a mouse cursor may be visible
on several monitors.

In addition, when leaving the monitor, the matrix switch can position the mouse
cursor so that it is barely visible. For this, you can use the settings Right and Bottom.

You can define this setting for the entire system. By default, all CDS user modules
use the systemwide setting. However, you can also individually define the mouse
position for each CDS user module.

How to change the system setting of the mouse position:

1. In the directory tree, click KVM matrix systems > [Name] > Matrix switches.

2. Right-click the matrix switch, and click Configuration on the context menu.

3. Click the General tab.

4. Under CDS mouse positioning, you can select between the following options:
Off: The mouse cursor remains at the position at which the switching
to the module of the next monitor takes place (defaulf).

On: According to the CDS mouse hide setting the mouse cursor is positio-
ned so that it is barely visible.

Only during multi-user access, the cursor remains at the position at
which the switching to the next monitor takes place.

On+Multi:  According to the CDS mouse hide setting, even during multi-user
access, the mouse cursor is positioned so that it is barely visible.

ADVICE: You can activate or deactivate this function for particular modules
independently from the selected system setting (see below).
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5. With activated CDS mouse positioning you can select between the following options
under CDS mouse hideout:

Right: The mouse cursor is placed at the right edge of the monitor so that
it is barely visible.

Bottom: The mouse cursor is placed at the bottom edge of the monitor so
that it is barely visible.

ADVICE: You can activate or deactivate this function for particular modules
independently from the selected system setting (see below).

6. Click OK.

How to change the mouse position of a particular target module:
1. In the directory tree, click KVM matrix systems > [Name] > Target modules.

2. In the display range, right-click the target module you want to configure and
click Configuration on the context menu.

3. Under CDS mouse positioning, you can select between the following options:

System: Use systemwide (see above) setting (defaulf).

0off: The mouse cursor remains at the position at which the switching
to the module of the next monitor takes place.

On: According to the CDS mouse hide setting the mouse cursor is positio-
ned so that it is barely visible.

Only during multi-user access, the cursor remains at the position at
which the switching to the next monitor takes place.

On+Multi:  According to the CDS mouse hide setting, even during multi-user
access, the mouse cursor is positioned so that it is barely visible.

4. With activated CDS mouse positioning you can select between the following options
under CDS mouse hideout:

Right: The mouse cursor is placed at the right edge of the monitor so that
it is barely visible.

Bottom: The mouse cursor is placed at the bottom edge of the monitor so
that it is barely visible.

5. Click OK.

Correcting horizontal and vertical mouse speed

With active CrossDisplay Switching, the mouse speed is not controlled by the operating
system of the target computer but by the matrix switch.

If the cursor speed changes between horizontal and vertical mouse movements, the
monitor resolution could not be auto detected.
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In such cases, a resolution of 1680 x 1050 pixels applies. If the monitor’s resolution
differs from this resolution, the mouse moves as described above.

In this case, you can adjust the monitor resolution manually.

How to adjust the CrossDisplay resolution of a target module:
1. In the directory tree, click KVM matrix systems > [Name] > Target modules.

2. In the display range, right-click the target module you want to configure and
click Configuration on the context menu.

3. Disable the Auto option under CrossDisplay resolution.
4. Enter the vertical and horizontal resolution in the input boxes.
5. Click OK.

Messages
In some cases CrossDisplay Switching cannot be used.

In such cases, a message is displayed. The messages have the following meaning:

Message Meaning

No CDS: Console multiaccess mode The user module is included in several Workplaces
(Tradeswitch configurations).
Two or more input devices from different Workplaces
access the user module.

No CDS: Console not found The user module does not (no longer) exist in the matrix
switch database.
No CDS: Disabled CrossDisplay Switching is disabled for the currently

accessed target module.
Check the settings in the target module and the settings
for the entire system (see page 199 ff.).

No CDS: No TradeSwitch modifier The Tradeswitch key modifier is not defined.
Enable a modifier as described on page 189.

No CDS: Target not found The target module does not (or no longer) exist in the
matrix switch database.

No CDS: Target not supported The target module or the installed firmware does not sup-

port CrossDisplay Switching.
Contact our support team for more information.

No CDS: USB missing on target Only USB target modules connected to the target com-
puter by USB cables support CrossDisplay Switching.
Check the variant of the target module and the computer’s
connection to the module.

No CDS: View only mode The user has restricted rights on the accessed computer.
The user has »View only« rights and can make no inputs.
CrossDisplay Switching is not possible.
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CDS multihead groups

CDS multihead groups let you create a CDS workplace. You can switch any video chan-
nel to the monitors of this workplace.

The video channel can be either the (only) video channel of a computer with one graph-
ics output only or a given video channel of a computer with multiple graphics outputs.

The configuration settings of a CDS multihead group provide the matrix switch with
the resolutions and order of connected video channels belonging to one display range
of a computer. These information allow flexible switching via CDS.

IMPORTANT: If two different users operate two different targets of a CDS multi-
head group at the same time, the mouse jumps between the affected video chan-
nels of both users.

Differences between CDS modes
CDS multihead groups expand the functional range of CrossDisplay-Switching (CDS):

= Up to firmware version 1.1, the matrix switch supported only CDS with channel
groups in multihead environments.

In this mode, the matrix switch can display an additional video channel (added
via channel group) of a computer with multiple graphics outputs only on monitors
of user modules that also have a compatible channel group

Showing the first video channel of another target on an additional monitor of a chan-
nel group is not possible.

CDS with multihead groups lets you display on every monitor either the (only) video
channel of a computer with one graphics output or a given video channel of a com-
puter with multiple graphics outputs.

Example of use
The following example shows the difference between the two CDS modes:

EXAMPLE: A display range of
3840x1200 pixels is defined in the . .
graphics settings of a computer. The | Monitor 1 | Monitor 2
computer uses two video channels

with 1920%1200 pixels each to trans- 1920~1200 19201200
mit the display range to two moni-
tors:

You can use a target module DVI-U-CPU-MC2, for example, to connect the computer
to the matrix switch.
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CDS with channel groups

The chapter Implementation of multihead monitors (see page 196) describes how to
implement multihead computers with channel groups into the CDS configuration.

In the CDS configuration, the combined size of the monitors belonging to a channel
group (monitors 2a and 2b in the example below) is adjusted so that their size ratio
fits the other monitors:

1 2a 2b

IMPORTANT: Only monitor 26 of the CDS workplace can display the second video
channel of a multihead computer!

s

L

It is not possible to display the first video channel of a target on this monitor.

At the CDS workplace, when moving the mouse cursor to the right-hand margin of
monitor 1, the matrix switch switches to monitor 2a and places the cursor in a way
that you barely realise the changing between the cursors of both computers.

When moving the mouse cursor to the right-hand margin of monitor 2a, the matrix
switch detects with the help of the CDS configuration that the next monitor 2b is
connected to another graphics output of the already accessed computer. Therefore,
a switching does not take place and the mouse cursor is 7ot positioned.

When switching a computer with only one video channel to monitor 2a, you need to
drag the mouse through the unused display range of monitor 2b before using CDS
switching to switch to monitor 3.

NOTE: This type of CDS configuration is recommended when you always switch
multihead computers to particular monitors of the CDS workplace (2a and 2b in
the example).
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CDS with mulithead groups

CDS with multihead groups allows you to display the individual video channels of mul-
tihead computers on any monitor of the CDS workplace.

1| 2

You can switch the two display ranges of the multihead computer mentioned in the
example above to monitors 1 and 2, monitors 2 and 3 or monitors 3 and 4.

NOTE: For CDS with multihead groups, instead of being grouped, individual channels
are managed, configured and switched within the KVM matrix system.

You can switch any video channel to eack monitor of the CDS workplace.The channel
can be either the (only) video channel of a computer with one graphics output or a given
video channel of a computer with multiple graphics outputs..

NOTE: CDS with multihead groups requires additional configuration settings (see
page 213).

According to the configuration of the CDS multi head group, the matrix switch
detects the order of the devices and the resolution of each channel. This way,
switching via CDS takes place reliably at the margins of the display range.
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Requirements

= Enabled premium Tradeswitch function (see page 81).
= Established and configured Tradeswitch configuration (Workplace) (see page 188).
= Enabled CrossDisplay Switching (see page 195).

= The channels of multihead computers must not be part of channel groups (see
page 144). If necessary, delete the channel groups of the target modules you want
to configure.

IMPORTANT: Channel groups are required to implement multihead computers
as described in the chapter Implementation of multihead monitors (see page 196).

Both CDS operating modes can be used at the same time in a KVM matrix sys-
tem. However, you can use only one operating mode per computer and per
CDS workplace.

= Order and size ratio of the monitors at the CDS workplace are saved in the web
application (see page 195).

= The target modules used at the individual video channels of a computer are all
individually connected to the computer via USB.

ADVICE: When using MC user modules, you can use the temporary logon (see
OSD Operation Menu) and the rights given to your user account to log on to each
additional channel of the user module.

Afterwards, you can operate the additional video channels like an independent
channel.
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The »Member configuration« tab

During basic CDS configuration you already defined order and size ratio of the moni-
tors belonging to the CDS workplace (see page 195).

When configuring CDS multihead groups, you first reproduce the computer’s dis-
play ranges and then enter their resolutions.

IMPORTANT: The configuration of CDS multihead groups must comply with the
configuration of the computer’s graphics settings!

The following screenshot shows two adjoining video channels (1920x1200 each) of
a multihead computer (see example on page 206). The combined display range of
the CDS multihead group has a resolution of 3840x1200 pixels.

CDS-MULTIHEAD-GRUPPE

Name ﬂ =

=m Target 2a .

- [@)

&a Target 20 ﬂ anEel 1a Target b
=3 Target 3a 1820x1200 1820x1200
=2 Target 3b

=a Target 3¢

=a Target 3d

‘ i Print |

The tab is divided into two parts The following paragraphs provide a detailed
description of these parts.

Listing target modules
The left-hand side lists all target modules that are not part of a CDS multihead group.

By clicking on the =/ icon (right arrow), you can move the highlighted module into
the display range.

ADVICE: You can also use »drag and drop« mouse operations or the module’s con-
text menu to move modules to the display range.
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Workplace

The workplace on the right-hand side shows the display ranges of the video channels
of the multihead computers. Each display range is transmitted by a separate target
module.

The display ranges are displayed as rectangles. The name of the target module and
the resolution of its display range is displayed inside of the rectangle.

You can arrange the individual display ranges into horizontal or vertical order or in
blocks. Blocks must be put together into complete quadrangles. L-shaped arrange-
ments are not supported.

IMPORTANT: The display range entered in the workplace must reflect the computer’s
entire display range!

Click on the < icon (leff arrow) to delete the selected rectangle from the workplace.

ADVICE: You can also use »drag and drop« mouse operations or the module’s con-
text menu to delete rectangles from the workspace.

At default zoom level, the workplace is displayed in units of 4x4. You can adjust
the size of the display range:

= Click on §4] (zoom in) or press Ctrl+[+] to make the workspace bigger. At maxi-
mum zoom level, the workspace is displayed in units of 2X2.

= Click on 4 (zoom ouf) or press Ctrl+[-] to make the workspace smaller. At mini-
mum zoom level, the workspace is displayed in units of 16X 16 (default).

= You can reset the default zoom level by pressing Ctrl+0.

NOTE: The maximum size of the workspace adjusts dynamically when you move
an element over the available workspace.

You can expand the default size of 16 X16 units as far as you wish.
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Group administration

Creating a new CDS multihead group

How to create a new CDS multihead group:

1.

In the directory tree, click on KVM matrix systems > CDS multihead groups.

2. Right-click the display range and click on New on the context menu.
3.
4
5

Under Name, you can enter the name of the group.

. Optional: Under Comment, you can change or enter a comment about the group.

. Click OK to save your settings.

Changing name or comment of CDS muitihead groups

How to change the name or comment of a CDS multihead group:

1.
2.

3.
4.
5.

In the directory tree, click on KVM matrix systems > CDS multihead groups.

Right-click the group you want to edit, and click Configuration on the context
menu.

Under Name, you can change the name of the group.
Optional: Under Comment, you can change or enter a comment about the group.

Click OK to save your settings.

Deleting CDS multihead groups

How to delete a CDS multihead group:

1.
2.
3.

In the directory tree, click on KVM matrix systems > CDS multihead groups.
Right-click the group you want to delete, and click Delete on the context menu.

Confirm the security prompt by clicking on Yes or
cancel the process by clicking on No.
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Member configuration

IMPORTANT: Make sure to fulfil the requirements regarding the configuration and
use of CDS multihead groups listed on page 209 .

IMPORTANT: Plan the configuration and set-up of CDS multihead groups carefully.
Incomplete or incorrect configuration settings can be the reason why you can not
use CDS to switch to the desired computer.

Saving order and resolutions of display ranges

Arrange the display ranges of the graphics cards installed in multihead computers in the
same way as they are displayed in the computer’s graphics configuration.

IMPORTANT: You can arrange the individual display ranges into horizontal or ver-
tical order or in blocks. Blocks must be put together into complete quadrangles. L-
shaped arrangements are 7ot supported.

How to save the order and resolution of display ranges:

1. In the directory tree, click on KVM matrix systems > CDS multihead groups.

2. Right-click the matrix switch, and click Configuration on the context menu.

3. Click on the Member configuration tab.
NOTE: The different elements of this tab are described on page 210.

4. Carry out one or multiple operations described on the following page until the
the arrangement in the workplace complies with the computer’s graphics set-
tings.

5. Click OK.

How to add a display range within the workspace:

1. Mark a target module on the Jeff side.

ADVICE: Press Shift or Cirl to select multiple modules at the same time.
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2. Click the =/ (vight arrow) icon.

ADVICE: You can also use »drag and drop« mouse operations or the rectan-
gles’s context menu.

Every new display range of a target module is displayed as a grey rectangle (1x 1
unit) with a black frame. The display range is placed on a free space.

The name of the target module and the resolution of its display range are shown
within the rectangle.

How to remove a display range from the workspace:

1. On the right-hand side of the workplace, select the rectangle that symbolizes the
display range you want to delete..

‘ ADVICE: Press Shift or Cirl to select multiple display ranges at the same time. ‘
2. Click the | (lgft arrow) icon.

ADVICE: You can also use »drag and drop« mouse operations or the rectan-
gles’s context menu.

The module list on the lefi-hand side shows an entry for each deleted rectangle.
How to move a display range within the workspace:

IMPORTANT: Exact switching is possible only if the monitor arrangement stored in
the web application complies with the arrangement at the workstation.

NOTE: Empty spaces between display ranges are not valid. ‘

1. Move the mouse over the rectangle that symbolizes the display range you want
to move.

2. Press and hold the left mouse key while dragging the rectangle to the desired posi-
tion within the workspace.

If the frame of the rectangular turns red while dragging it, the position is already
occupied and therefore not valid.

Drag the over the right or the bottom frame if the workspace is too small for the
desired position. This way, the workspace becomes automatically larger.

3. Release the left mouse key when a green frame is displayed.
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How to adjust the resolution of a display range:

1. Right-click the rectangle indicating the display range whose resolution you want
to change.

2. Click on Resolution on the context menu.
3. Enter the resolution of the display range.
4. Click OK.

Adjusting the mouse mode for drag and drop operations

By default, CDS does not take place when pressing a mouse key while moving the
mouse to the edge of the active monitor.

We provide specific mouse modes allowing drag and drop operations for Windows
and Linux operating systems.

How to select the desired mouse mode:
1. In the directory tree, click on KVM matrix systems > CDS multihead groups.
2. Right-click the matrix switch, and click Configuration on the context menu.

3. Select one of the options listed under CDS mouse mode:

Standard:  CDS does not take place when pressing a mouse key while mov-
ing the mouse to the edge of the active monitor.

Windows:  Under Windows operating systems CDS takes place even when
pressing a mouse key while moving the mouse to the edge of the
active monitor.

Linux: Under Linux operating systems CDS takes place even when press-
ing a mouse key while moving the mouse to the edge of the active
monitor.

4. Click OK.
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Connecting analogue matrix switches
(Bridging)

As of firmware version 1.7.000 of the digital matrix switch DVICenter, you can inte-
grate analogue matrix switches of the CATCenter NEO series into the KVM matrix sys-
tem.

Operation

Using a VGA-CPU target module, the digital matrix switch DVICenter establishes a con-
nection to one of the UCON user modules connected to the analogue matrix switch
CATCenter NEO.

CATCenter

DVICenter VGA-CPU UCON NEO

Figure 1: Connection of a digital and an analogue matrix switch

The target module VGA-CPU is directly connected to the signal line of the user module
UCON. The matrix switches communicate over a TCP/IP connection.

EXAMPLE: A user uses the OSD of the digital matrix switch DVICenter to access the
target NEO-Target connected to the analogue matrix switch CATCenter NEO.

= Over the TCP/IP connection, the digital matrix switch DVICenter transmits the
switching command to the analogue matrix switch NEO.

» The digital matrix switch DVICenter switches the user to the target module VGA-
CPU of the Bridge line.

= The analogue matrix switch NEQ switches the computer ti the user module UCON
of the Bridge line.

The digital matrix switch can use every established Bridge line to switch to any target
module of the analogue matrix switch.

The target modules of the analogue matrix switch are listed in the OSD and in the
web application of the digital matrix switch. Here, they can be configured (see
page 82 ff.) and grouped (see page 144 ff.).
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Requirements

You can use a console connected to the digital matrix switch to access a target module
connected to the analogue matrix switch if the following requirements are met:

1. The matrix switches and the modules of the Bridge line are placed in the correct
order (see figure 1) and are properly connected.

2. The VGA-CPU target module is connected to a port operated in Down mode
(see Port administration on page 17).

3. Both matrix switches are connected to the same TCP/IP network.

4. Set the system time of both matrix switches correctly, or use an NTP server for
automatic time adjustment (see page 36 f.).

5. The premium function IP-Control-API is enabled for the analogue matrix switch
CATCenter NEO.

6. The Bridge mode of the target module VGA-CPU is configured (see page 217).

Particularities

= Bridge lines can be connected only to the digital Master matrix switch of the KVM
system.

= Target modules (CATpro2) of an analogue matrix switch cannot be used for the
Tradeswitch function (see page 188 ff.).

Configuration

The Bridge mode of a VGA-CPU target module is enabled by entering the device ID of
the connected UCON user module and the IP address of the analogue matrix switch
CATCenter NEO.

IMPORTANT: When used in Bridge mode, the user module UCON automatically
switches to Open Access mode (see Open Access operating mode on page 100).

At this user module, access is not protected through authentication!

Enabling the Bridge mode of a target module

How to enable the Bridge mode of a target module:

1. In the directory tree, click KUM matrix system > [Name] > Target modules.

NOTE: After the Bridge mode of a target module is enabled, the module is listed
in the directory tree under KVM matrix system > [Name] > Bridge modules.

‘ NOTE: Bridge modules are not listed in the OSD of the matrix switch.

2. Right-click the Bridge module (VGA-CPU) you want to configure and click Configu-
ration on the context menu.
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3. Click the Bridge mode tab.

4. Enter the following data:

UCON-ID: Enter the device ID of the user module used for the Bridge
line.

The web application of the analogue matrix switch lists the
device ID under KVM matrix system > [Name] > User modules.

NEO IP address: Enter the IP address of the analogue matrix switch CATCenter NEO.

5. Click OK to save your settings. Now the Bridge mode is enabled.
Disabling the Bridge mode of a target module

How to disable the Bridge mode of a target module:
1. In the directory tree, click KVM matrix system > [Name] > Bridge module.

2. Right-click the Bridge module (VGA-CPU) you want to configure and click Configu-
ration on the context menu.

3. Click the Bridge mode tab.
4. Click Reset to reset the Bridge mode settings.

5. Click OK to save your settings. Now, the Bridge mode is disabled..

NOTE: After the Bridge mode of a target module is disabled, the module is listed
in the directory tree under KVM matrix system > [Name] > Target modules.
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